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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Thanh lap Trung tam Ung cieu khan cap khéng gian mang Viét Nam

B6 Thong tin va Truyén thong vira ban hanh quyét dinh thanh lap Trung tdm
Ung cau khan cip khéng gian mang Viét Nam truc thugc Cuc An toan thdng tin.

Theo Quyét dinh, viéc thanh lap Trung tam Ung cau khan cap khéng gian mang
Viét Nam tryc thuoc Cuc An toan thong tin trén co s6 td chir lai Trung thm Ung ciu
khan cap may tinh Viét Nam va Trung tam Kiém dinh an toan thdng tin.

bay la don vi su nghiép cong lap truc thuoc Cuc An toan théng tin thuc hién
chtrc nang 1am dau méi k§ thuat diéu phdi tng ctiu su ¢ an toan khdng gian mang
va kiém dinh an toan thdng tin trén pham vi toan qudc; quan ly, van hanh cac hé
thdng s6 liéu, co so dix liéu, hé théng ky thuat vé diéu phéi tng cau sy ¢b, kiém dinh
va phong, chéng thu dién tir rac, tin nhan rac phuc vu cdng tac quan ly nha nuéc va
thuc thi phap luat vé an toan thong tin; 1a dau mdi hop tac qudc té véi cac co quan,
t chuc ¢6 chie nang g cau su ¢d va kiém dinh an toan théng tin.

Trung tam Ung ctru khan cap khong gian mang Viét Nam c6 tén giao dich quéc
té 1a Vietnam Cybersecurity mergency Response Teams/Coordination Center
(VNCERT/CC), ¢4 tru s& chinh dit tai Ha Noi va céc chi nhanh tai TP. H6 Chi Minh,
Pa Nang.

Quyét dinh ciing quy dinh rd cac nhiém vu, quyén han cia Trung tam Ung cau
khan cap khdng gian mang Viét Nam, trong d6 ¢6 nhiém vy tham gia nghién ciru, dé
Xuat, xay dung cac co ché, chinh sach, chuong trinh, dé an, dy an va cac huéng dan
ky thuat vé bao dam an toan théng tin theo phan cong ciia Cuc trudng.

Diéu phdi cac hoat dong ng ciu su ¢b an toan thong tin trén pham vi toan qudc,
1a ddu mdi cua Cyc An toan thong tin dé phdi hop Véi cac co quan, to chuc trong
cong tac tng ciu sy ¢ an toan théng tin; thuc hién kiém dinh, danh gia an toan thong
tin d6i véi san pham phan cang, phan mém, hé thdng thong tin, hé théng quan Iy, van
hanh an toan théng tin mang theo quy dinh caa phap luat; cap va thu hoi gidy ching
nhan hop chuan, hop quy d6i véi san pham phan cang, phan mém, hé thdng théng
tin, hé théng quan Iy, van hanh an toan théng tin mang theo quy dinh cua phap luat;
thuc hién danh gia hop chuan, hop quy vé an toan thdng tin mang phuc vu hoat dong
quan 1y nha nudce cua Cuc An toan thong tin.

Bén canh d6, Trung tAm ciing c6 cac nhiém vy hudng dan, to chic thuc hién
hoat dong dién tap, dao tao, tap huan, bdi dudng nang cao kién thuc, k§ ning vé an
toan thong tin cho cac co quan, to chic va doanh nghiép; tuyén truyén, phd bién,
nang cao nhan thac va trach nhiém vé an toan thdng tin; to chtc sy kién, hoi thao,
hoi nghi vé an toan thdng tin; cip chang nhan, chiing chi vé an toan théng tin, CNTT
theo quy dinh cua phép luat...

Trung tdm Ung cau khan cdp khéng gian mang Viét Nam dugc ké thira cac
quyén va nghia vu hop phép cua Trung tim Ung cau khan cdp may tinh Viét Nam
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va Trung tdm Kiém dinh an toan thong tin theo quy dinh. Quyét dinh co hiéu luc tur
ngay 1/11/20109.

Link tham khao: http://www.antoanthongtin.vn/Detail.aspx?CatID=e1999c9a-
5eeb-418c-9ea8-ae4c5e850d0c&NewsID=e7586b5e-c35a-4fc4-b803-
c3a3333dc2c3&MenulD=
2. L& hong nghiém treng cho phép truy cap trai phép diém truy cap Aironet

cua Cisco

Ngay 16/10, Cisco théng béo cho khach hang rang mot sb diém truy cap khong
day Aironet (access point) cua hang bi anh huéng béi mot 16 hdng nghiém trong cé
thé bi khai thac tir xa dé truy cap trai phép vao thiét b.

L5 hong, duoc theo dbi 1a CVE-2019-15260, 1a do viéc kiém soat truy cap vao
mot s6 URL khong duogc thuc hién day du, cho phép ké tin cdng gianh quyén truy
cap voi dac quyén nang cao vao thiét bi bang céch yéu cau cac URL khong duoc bao
VE.

“Du ké tan cdng khéng truy cap dugc tat ca cac tiy chon cau hinh, 16 hdng van
c6 thé cho phép ké tan cdng xem thdng tin nhay cam va thay thé mot sé tiy chon
bang cac gia tri ma ching chon, bao gém ca ciu hinh mang khdng day. L& hong ciing
s& cho phép keé tan cdng vo hiéu hoa diém truy cap, tao ra diéu kién tir chdi dich vu
(DoS) trén cac may khach duoc lién két vai diém truy cap”, Cisco giai thich.

L5 héng anh hudng dén cac diém truy cap khong day Aironet 1540, 1560, 1800,
2800, 3800 va 4800. Ban va c0 trong cac phién ban 8.5.151.0, 8.8.125.0 va 8.9.111.0.

Cisco cho biét chua co bang ching cho thay 16 hong dang bi khai thac vi muc
dich x4u.

Cisco ciing tiét 16 cac diém truy cap Aironet bi anh huéng bai hai 16 hong c6
muc do nghiém trong cao c6 thé bi khai thac ma khéng can xac thuc dé tién hanh céac
cudc tan cdng tir chdi dich vu (DoS). Mot 16 hdng anh huong dén chire nang xu ly
g6i VPN PPTP (Giao thuc duong ham), 15 hong con lai ton tai trong giao thirc Kiém
soat va cung cap diém truy cap khong day (CAPWAP).

Céc 15 hong nghiém trong khac duoc Cisco tiét 1o trong tuan nay bao gom 15i
thuc thi ma tir xa trong bo chuyén doi dién thoai SPA100, 16 hong DoS trong phan
mém Bo diéu khién mang LAN khong day va 15 hong CSRF (gia mao yéu cau chéo)
trong céc thiét bi chuyén mach théng minh va quan Iy doanh nghiép nho.

Ngoai trir SPA100, cac 16 hdng khéc cd thé bi khai théac tir xa ma khong can xac
thie. SPA100 van chua dugc va, nhung Cisco dang tim cach khic phuc.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi dung va ngudi quan tri can cap nhat cac ban
va méi nhat cua Aironet Cisco dé dam bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/lo-hong-nghiem-trong-cho-phep-
truy-cap-trai-phep-diem-truy-cap-aironet-cua-cisco.12839/
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3. Canh béo lé hong thwec thi Iénh tir xa khéng can xac thuc trén CyberoamOS

Pay 14 15 hong cho phép ké tan cong truy cap vao Cyberoam - loai thiét bi tuong
ltra thudng duoc sir dung rong réi trong hé thong cac doanh nghiép, té chirc dic biét
la truong hoc va ngan hang.

Cong ty c6 phan An ninh mang Viét Nam (VSEC) di phat di canh bao vé mét
156 hong ma CVE-2019-17059 cho phép ké tan cong truy cap vao thiét bj Cyberoam,
va thuc thi lénh trai phép tir xa ma khdng can cung cap bat ky tén nguoi ding hoic
mat khau.

L hong nay duoc phét hién trén phién ban CyberoamOS truéc 10.6.6 MR-6 va
duoc cac chuyén gia bao mat cia VSEC danh gia 1a mot 16 hong nghiém trong, co
thé anh huong 16n dén nhiéu doanh nghiép Viét Nam.

Dé khai thac 16 hong nay, tin tic s& truy cap vao giao dién quan tri web hoic
bang diéu khién SSL VPN (SSL VPN Consoles), sau d6 giri c4c goi tin chira ma khai
thac dén 2 giao dién d6 dé chiém quyén diéu khién thiét bi. Nguy hiém hon, quyén
truy cap duoc cap lai 1a quyén cao nhat, gilp ké tn céng c6 thé 1am bat ky hoat dong
tly y trén thiét bi Cyberoam cua ban nhu tin cong sau hon vao hé thong hay cai dit
backdoor, theo d&i toan b dit liéu tin nhan, giao dich... dugc truyén trong mang.

Cyberoam la mot thiét bi bao mat dya trén co s& Xac thue nguoi st dung, cung
cap kha ning bao vé trong thoi gian thuc doi véi nhitng dang tin cong va méi de doa
an ninh mang. Theo két qua thong ké tir Shodan (shodan.io), c6 hon 96.000 thiét bi
Cyberoam cong khai trén internet & khap noi trén thé gioi. Hau hét cac thiét bi nay
dugc cai dat trong cac doanh nghiép, trudng dai hoc va ngan hang ndi tiéng thé gidi,
gitp chdng spam, virus, loc noi dung trang web, phong chéng tham nhap trai phép,
quan 1y bang thong... Vay néu tin tac khai thac thanh cong 15 héng nay cho cac cudc
tan cong mang, hau qua s& rat khon luong.

DPé dam bao an toan cho céc t6 chirc va doanh nghiép Viét, VSEC khuyén céo
cac don vi dang str dung tuong lra Cyberoam can ngay lap tac cap nhat phién ban
CyberoamOS m¢i nhat, str dung cac giao thirc ma hoa dé truyén dir liéu ké ca trong
mang ndi bo, nang cao nang luc, nhan thic caa nguoi ding vé an toan bao mat thdng
tin.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung va ngudi quan tri can cap nhat cac
ban va4 méi nhat cua Cyberoam dé dam bao an toan thong tin.

Link tham khao: https://thanhnien.vn/cong-nghe/canh-bao-lo-hong-thuc-thi-
lenh-tu-xa-khong-can-xac-thuc-tren-cyberoamos-1137637.html
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 15i quéc té Mo ta ngin Ghi chu
dich vu
1  Microsoft  |CVE-2019-1326  [Nhém 60 15 hdng trén hé diéu | P co
CVE-2019-1327  hanh Microsoft (Chakracore, | théng tin
CVE-2019-1330 excel, Internet Explorer, xac nhan va
Windows 7, Windows 10...) ban vé.
cho phép doi tugng tan cong '
thu thap thdng tin, chén va
thuc thi ma Iénh tir xa.
04 16 hong co diém dic biét
nghiém trong 12 9.3
2  |Wordpress [CVE-2019-17386 |Nh6ém 32 16 hong trén Chua co
CVE-2019-17385 |Wordpress cho phép d(f)i tuong théng tin
CVE-2019-17384 tan cong thuc hién tan cOng y4ac nhan va
XSS, thuc thi ma l1énh tuy . ban vé.
3 |Linux CVE-2019-17133 [Nhom 02 16 hong trén hé diéu Ba co
CVE-2019-17351 hanh Linux (Linqx kernel)cho thong tin
phép doi twong tan cong chén yac nhan va
va thuc thi ma Iénh tir xa, tan ban vé.
cong tur choi dich vu
4 [Foxit CVE-2019-13315 |Nhom 10 16 hong trén phan/ Di co
software CVE-2019-13316 |mém Foxit Reader (Foxit théng tin
CVE-2019-13317 |Reader 9.5.0.20723, FoXitl y4: nhan va
Reader 9.4.1.16828...) cho ban vé‘
phép doi tuong tan cdng chen
va thuc thi ma Iénh tir xa, thu
thap thong tin.
5  |Dlink CVE-2019-17505 |[Nhém 07 16 hong trén thiét bi |Chua c6
CVE-2019-17353  |Dlink (DAP-1320 a2-v1.21, |thang tin
CVE-2019-17507 |DIR-615, DIR-816 ...) cho xac nhan va
phép doi tuong tan cong thu ban vé.
thap thong tin, chen va thuc thi
ma Iénh tur xa.
6 |Android CVE-2019-2183  [NhAm 09 16 hong trén hé diéu | Ba c6
CVE-2019-2114  hanh Android (Android 9, théng tin
CVE-2019-2186  Android 7.1.2, Android 10,..) |yxac nhan va
cho phép do6i tuong tan cong s
thuc thi ma lénh tir xa ban va
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2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

Tuan 42/2019

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

soplifan.ru

1d3t8xa08.ru

www.cityofangelsmagazine.com

morphed.ru

Xjpakmdcfuge.com
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3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xtr ly cac 16 hong phaét hién tai bang 1 (néu co).
- Chan, xt ly cac truy nhap toi cac tén mién doc hai tai bang 2.




