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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Bo TT&TT cap Giay phép cung cap dich vu chieng thuc chir ky sé cong cong
cho nha cung cip thi 15

Ngay 28/2, Cong ty c6 phan du tu cong nghé va thuong mai Softdreams da
duoc Bo Thong tin va Truyén théng cap giay phép cung cap dich vu ching thuc chir
ky s6 cong cong va trd thanh don vi thir 15 cung cép dich vu tai Viét Nam.

Theo théng tin tir Trung tim Chung thuc dién tir quéc gia, Gidy phép cung cap
dich vu chizng thuc chir ky s6 cong cong vai tén giao dich EasyCA duoc Bo trudng
Bo TT&TT ky ngay 21/2/2020 va cé gia tri dén hét ngay 20/2/2030.

Pai dién Trung tim Chuang thuc dién tir quéc gia cho biét, sau khi nhan dugc
don kém ho so dé nghi cap phép cua Cong ty c6 phan dau tu cong nghé Softdreams,
Trung tdm Ching thuc quéc gia da phdi hop véi Ban Co yéu Chinh phu va 6 don vi
thuoc Bo TT&TT, cac don vi chuyén trach cia Bo Cong an dé tham tra. Cong ty co
phan dau tu cong nghé Softdreams da dat dugce diy du nhimg diéu kién dé cap phép
tré thanh nha cung cap dich vu chang thuc chir ky sé ¢ong cong tiéu chuan.

Theo Gidy phép, Cong ty c6 phan dau tu céng nghé Softdreams duoc cung cap
dich vu chang thuc chit ky s6 véi 3 loai ching thu: Chtng thu sé cho ¢4 nhan, to
chtic; Chimg thu s6 SSL danh cho may chii; Ching thu s6 cho phan mém va phuong
thirc Ivu khoa bi mat cia thué bao. Theo d6 t chirc cung cap dich vu ching thuc chi
ky s6 cong cong EASYCA luu khoa bi mat cua thué bao trong USB Token dap tng
tiéu chuan FIPS PUB 140 - 2 téi thiéu muc 2.

Pai dién cong ty cho biét, hién tai, cong ty dang cung cap dich vy hoa don dién
tir cho gan 40.000 khéach hang 1a to chtc, doanh nghiép va phan mém ké toan cho
khoang 15.000 doanh nghiép. Pai dién cong ty nay ciing cho biét dang cung cap giai
phap cho Céng thdng tin tin dung quéc gia Viét Nam.

Link tham khao: http://antoanthongtin.vn/ca-cong-cong/bo-tttt-cap-giay-phep-
cung-cap-dich-vu-chung-thuc-chu-ky-so-cong-cong-cho-nha-cung-cap-thu-15-
105889
2. L& hong biao mat Apache Tomcat chiém quyén diéu khién may chii

VSEC vira phat di canh bao vé Ghostcat - mot 16 hong rai ro cao trén phan mém
ma ngudn ma Apache Tomcat ¢6 thé anh huong toi hon 1 triéu may cha dang hoat
dong trén thé gisi, trong d6 co Viét Nam.

L5 hong cho phép ké tan cong co6 thé doc céc tép tin cau hinh cua ung dung,
danh cip mat khau hoac API token, tham chi chiém quyén diéu khién may chu.

Ghostcat 1a mot 16 hong trong giao thirc AJP Tomcat (Apache JServ Protocol)
Apache Tomcat - 1a phan mém web server ma ngudn md mién phi, duoc sir dung dé
chay cac (ing dung web 1ap trinh bang ngén ngi java.

Tuy 1a phan mém mién phi, nhung Apache Tomcat dugc danh gia cao bai kha
nang thiét 1ap moi truong website an toan, tiét kiém chi phi va tinh hiéu qua cao. D6
cling 14 Iy do ma Apache Tomcat luén nam trong danh sach nhitng phan mém ma
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nguon maé pho bién nhat hién nay trén thé gidi va dugc sir dung rong réi boi nhiéu
don vi trong linh vuc tai chinh, ngan hang, vién thong... Do d6, viéc xuat hién 16 hong
trén phan mém nay duoc danh gia 1a cuc ky nguy hiém.

L3 héng Ghostcat duoc theo dai vai ma CVE-2020-1938 (CVSS 9.8), duoc tin
tic khai thac dudi dang chén ky tyu dic biét trong ltc gii nhitng yéu cau téi may cha
dé doc ma ngudn hoic cac thdng tin file cdu hinh may chu. Khi nim duoc céc file
cau hinh nay, tin tac c6 thé tiép can va cai dat backdoor (cira hau) dé chiém quyén
diéu khién tir xa va thuc thi cac cudc tan cong mang khéc.

Theo céc chuyén gia Cong ty c6 phan An ninh mang VSEC, 16 héng Ghostcat
hién da dugc phat hién trén tat ca phién ban (9.x/8.x/7.x/6.x) cua Apache Tomcat
phat hanh trong suét 13 nam qua, va diéu dic biét nghiém trong I1a cac ma khai thac
da xudt hién va dugc chia sé tran lan trén internet, tir d6 cac tin tic c6 thé tim kiém
va trién khai cac phuong thirc xam nhap vao may chu web mot cach dé dang.

Theo cong cu tim kiém 15 héng BinaryEdge, hién nay c¢6 hon mot triéu may chu
Tomcat dang hoat dong, do d6 cac chuyén gia VSEC nhan manh tat ca doanh nghiép,
ca nhan st dung Apache Tomcat ma khong cap nhat 1&n phién ban méi nhat déu nam
trong danh sach cd thé trg thanh con mdi cua ké tan cong.

Vi vay, VSEC khuyén céo néu cac doanh nghiép sir dung hé théng Apache
Tomcat hdy cip nhat hé thdng 18n phién ban mai nhat, khdng mé cong AJP dén céc
may Client khong dang tin cay.

Khuyén nghj: Nguoi quan tri st dung hé thdng Apache Tomcat hdy cap nhat
hé théng 18n phién ban méi nhat, khéng mo cong AJP dén cac may Client khdng
dang tin cay dé dam bao an toan thong tin.

Link tham khao: https://thanhnien.vn/cong-nghe/lo-hong-bao-mat-apache-
tomcat-chiem-quyen-dieu-khien-may-chu-1191551.htmi
3. Nhiéu nhém hacker dang tan cong may chi Microsoft Exchange

Céc nhém hacker dugc nha nudc bao trg dang khai thac 16 héng trong cac may
chu email Microsoft Exchange ma Microsoft da va trong Patch Tuesday thang 2 nam
2020.

Cac nd lyc khai thac dugc phat hién béi cong ty an ninh mang Volexity cia Anh
vao thtr Sau tuan trude. Tuy nhién, Volexity khdng chia sé tén cua cac nhém hacker
dang khai thac 16 hong nay.

Lé hong trong Microsoft Exchange

Duéi day 1a ban tom tat cac chi tiét ky thuat cua 16 hong (CVE-2020-0688):

« Trong qua trinh cai dat, may cha Microsoft Exchange khéng thé tao khda duy
nhat cho mdi phién ding nhap bang diéu khién Exchange.

« Piéu nay co6 nghia 1a tat ca may chii email Microsoft Exchange duoc phéat hanh
trong hon 10 ndm qua str dung cac khoa giéng hét nhau (verifyKey va decryptKey)
cho phan backend cua bang diéu khién.

« K¢ tan cong co thé giri cac yéu cau khong dung dinh dang dén bang diéu khién
Exchange vai dir liéu serialized doc hai.
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* Vi tin tac biét cac khda mé hoa caa bang dicu khién, chung co thé dam bao dix
liéu serialized dugc unserialized, din dén ma doc chay trén phan backend cua may
cha Exchange.

« M3 doc chay véi cac dic quyén hé thdng, cho phép ké tan cong toan quyeén
kiém soat may ch.

Microsoft da phat hanh ban vé cho 16 hong nay vao ngay 11 thang 2, khi d6
hang ciing canh b&o c4c quan tri hé thong cai dat ban sta 15i cang sém cang tét, du
doan cac cudc tan cong trong twong lai.

Khong cd gi xay ra trong gan hai tuan sau d6. Tuy nhién, moi thir di leo thang
vao cudi thang, khi nhdm Zero-Day Initiative, don vi di bao cao 15i ndy cho
Microsoft, xuat ban mot bao céo ki thuat chi tiét 16i va cach thic hoat dong cua 15
hong.

B4o cio dugc dung nhu mot huéng dan cho cac nha nghién ctiru an ninh tao ra
proof-of-concept dé kiém tra may chu caa ho. it nhat ba trong s cac PoC nay da
duoc tim thy trén GitHub.

Ciing gidng nhu trong nhiéu truong hop khac, mot khi cac chi tiét ki thuat va
PoC duogc cong khai, tin tic ciing bt dau cha .

Vao ngay 26 thang 2, mot ngay sau khi bao céo chi tiét vé 16 hong duoc phat
hanh, cac nhom tin tac bat dau ra quét Internet tim kiém céc méy chu Exchange. Céc
ban quét dau tién duoc phét hién bai cong ty Bad Packets.

Va gio, theo Volexity, cac ban quét tim kiém may chii Exchange da bién thanh
cac cudc tan cong thuc té.

L5 héng da dugc st dung trong cac cudc tan cdng APT. Céac nha nghién ctu
cling dy doan rang 13i ndy s& tro nén pho bién véi cac bang dang ransomware thudng
xuyén nham vao cac mang doanh nghiép.

Vii khi hoa cdc thong tin ding nhdp “vo dung” truoc do

L héng Exchange nay khdng dé khai théc. Cac chuyén gia khong thay 15i nay
bi lam dung boi cac kiddies script (thuat ngit duoc ding dé md ta cac tin tac cap thap,
khong c6 k¥ nang).

Pé khai thac 15i Exchange CVE-2020-0688, tin tic can thong tin ding nhap cho
tai khoan email trén may cha Exchange - thir ma cac kiddies script thuong khong co.

L& hong CVE-2020-0688 1a mét 16i duoc goi 1a 151 sau xé&c thyc. Trudc tién, tin
tac can ding nhap va sau d6 chay payload doc hai chiém quyén diéu khién may cha
email cua nan nhan.

Véi diéu kién han ché nay, chi cac nhdm APT va ransomware la c6 kha ning vi
ho thuong danh phan Ién thoi gian dé khoi dong cac chién dich lira dao, sau do c6
duogc thong tin email nhan vién caa cong ty.

Néu maot td chirc thuc thi xé4c thuc hai yéu té (2FA) cho tai khoan email, nhiing
thong tin d6 vé co ban 1a v dung vi tin tic khdng thé vuot qua 2FA.
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Loi CVE-2020-0688 cho phép cac APT tim thay muc dich cho cac tai khoan ci

hon dugc bao vé boi 2FA ma ho da chiém doat duoc nhiéu thang hoic nhiéu nam
trudc do.

Ho c6 thé st dung bét ky thong tin dang nhép cii nao nhu mot phan dé khai thac
CVE-2020-0688 ma khong can phai vuot qua 2FA, nhung van chiém quyén may chu
Exchange ctaa nan nhan.

Do d6, cac t6 chire dugc khuyén céo cap nhat may cha email Exchange cua ho
véi ban cap nhat bao mat thang 2 nam 2020 cang sém cang tot.

Tat ca cac may chu Microsoft Exchange duoc coi 1a d& bi tin cong, ngay ca cac
phién ban da két thuc vong doi (EoL). P4i vai cac phién ban EoL, céc té chic nén
xem xét cap nhat I&n phién ban Exchange méi hon. Néu cap nhat may chu Exchange
khdng phai 1a mot tly chon, cac cong ty nén budc thiét 1ap lai mat khau cho tat ca
cac tai khoan Exchange.

Trude d6, Cuc An toan thong tin dd canh béo nguy co tan cdng mang vao céc
may chu thu dién tr st dung Microsoft Exchange. Trong thong tin canh bao mai phat
ra, Cuc An toan thong tin (Bo6 TT&TT) dé nghi cac co quan, don vi ra soat cac may
chua co cai dat Microsoft dé phét hién va xu ly kip thoi cac may chu c6 kha ning da
bi ddi tugng tan cong khai thac qua 16 hong “CVE-2020-0688”.

Khuyén nghi: Nguoi quan tri can cap nhat cac ban va mai nhat cua Microsoft
Exchange dé ¢am bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/nhieu-nhom-hacker-dang-tan-
cong-may-chu-microsoft-exchange.13321/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 16i quéc té M6 ta ngin Ghi chu
dich vu
1 |Apple CVE-2020-1938  [Nhém 05 15 hong trén phan | D& co
CVE-2020-1937  mém Apache (Apache Struts, théng tin
CVE-2015-2992  [Kylin, Apache Jserv x4C Nhan va
Protocal,...) cho phép doi ban vé'
tuong tan cong chén va thuc '
thi ma tly y, tin cong XSS.
2  D-link CVE 20208861  [Nhom 04 156 hong trén thiét bi |Da co
CVE 2020 8862 D link (D-link DAP 2610, D- |théng tin
CVE 20206842  [link DCH-M225 1.05b01,...) | 44c nhan va
CVE 2020 6841 cho phép doi tuong tan cong ban vé.
chén va thuc thi ma tuy y.
01 15 hdng c6 diém CVSS: 10.0
(dac biét nghiém trong)
3  |Chrome CVE 2020 6407 Nhoém 05 16 hong trén trinh Da c6
CVE 2020 6386 duyét web Chrome (Google|thong tin
CVE 20206418  |Chrome tru6c phién  ban yac nhan va
80.3987.116,...) cho phép doi ban vé.
tuong tan cong tan chen va thyuc
thi ma tur xa,
4 [Cisco CVE 2020 3173  [Nhém 11 15 héng trén thiét bj Chua c6
CVE 2020 3170 Cisco (Cisco FXOS Software, thong tin
CVE 20203168  Cisco Discovery Protocol,...) y4c nhan va
cho phép doi twong tan cong ban vé‘
chén va thyuc thi ma tay y, tan
cong tir chdi dich vu.
5 Wordpress [CVE 2019 19134 |Nhém 10 16 héng trén phan Da co
CVE 2019 17229  |mém Wordpress (WPJobBoard thang tin
CVE 2020 9394 plugin,...) cho phép do6i twong yac nhan va
tan cong tan cdng XSS, tan ban vé.
cong CSRF, thyc hién tan cong
CSV lInjection,
6 |Apple CVE 2020 3826 Nhom 44 15 hong trén san Chua co
CVE 2020 3872 pham Apple (iPadOS 13.3.1, théng tin
CVE 20203837  {iOS 13.3.1,...) cho phép doi yac nhan va
tuong tan céng tan céng chen ban vé'
va thuc thi ma tur xa.
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2. Danh sach IP/tén mién doc hai ¢é nhiéu két ndi tir Viét Nam
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3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.




