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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Heé théng thong tin bao cao Chinh phii: Nhiéu lei ich cia ""sé hoa" béo cao
giay

Chiéu 10/3/2020, Bo truong, Cha nhiém Vin phong Chinh phu Mai Tién Diing
chu tri cudc hop véi cac Bo, nganh lién quan dé chuan bi céng bd van hanh mét sb
phan hé caa Hé thdng théng tin bao céo (HTTTBC) Chinh phu.

Theo Cuyc Kiém soat tha tuc hanh chinh, Van phong Chinh phii (VPCP), thoi
gian qua, Cuc da chu tri, phdi hop véi Sang kién Viét Nam, Tap doan VNPT va céc
don vi lién quan cha dong trién khai xay dung HTTTBC Chinh phu két néi véi cac
HTTTBC cua Bo, nganh, dia phuong, tir 6 hinh thanh HTTTBC quéc gia.

HTTTBC Chinh phu thu thap, tich hop di liéu bao céo cta cac co quan hanh
chinh Nha nudc, nhiam tong hop, phan tich di liéu, phuc vu cong tac chi dao, diéu
hanh caa Chinh phi, Thu tuéng Chinh phu. Hé théng nham bao dam gan két chat ché
gitra d6i méi 1€ 161 phuong thirc 1am viéc véi ung dung cdng nghé thong tin (CNTT)
trong cdng tac phuc vu su chi dao, diéu hanh caa Chinh phu, Tha teéng Chinh phu.
Pdng thoi tang cuong céng khai, minh bach, nang cao trach nhiém giai trinh cua céc
co quan hanh chinh Nha nuéc trong viéc cung cap thong tin, dir liéu phuc vu su chi
dao, diéu hanh caia Chinh pha, Tha tuéng Chinh phu.

Bén canh d6, HTTTBC Chinh phu gitp nang cao ning lyc tham muu tong hop
cia VPCP trong cdng tac phuc vu su chi dao, diéu hanh caa Chinh phu, Tha tudng
Chinh phu.

Muc tiéu dat ra caa HTTTBC Chinh phii nhiam doi méi, nang cao hiéu qua ang
dung CNTT trong cong tac tham muu, tong hop, bdo cdo; gop phan chuyén doi
phuong thuc chi dao, diéu hanh dwa trén dit liéu s6 duoc tong hop, phan tich theo
thoi gian thuc, hién thi truc quan théng qua cac hé thdng théng tin, bang hién thi.

Theo d6, nam 2020 s& két ndi HTTTBC Chinh phu véi 100% cac hé thdng béo
cao cua cac Bo, nganh, dia phuwong hoic hé théng thong tin chuyén nganh co kha
nang trich xuat s6 lidu bao céo dé hinh thanh HTTTBC qudc gia. Pén nam 2025, muc
tiéu co 100% bao cao dinh ky do bd, nganh, dia phuong bao cao Chinh phu, Tha
tuéng Chinh phu (khéng bao gom noi dung mat), 100% bao céo trong Bo chi tiéu
téng hop bao cao dinh ky, bao céo thong ké vé kinh té-xa hoi dugc gui, nhan qua
HTTTBC Chinh phu...

Tai cudc hop, Cuc Kiém soat tha tuc hanh chinh néu Ién nhiing loi ich cua
HTTTBC Chinh phii nhu: Gia sir mot bao cdo quy dinh ddi voi dia phuong thuc hién
tir cAp x4 dén cap huyén, 18n cap tinh; d6i véi cac Bo, co quan ngang Bo tong hop
b&o cao tir cac don vi truc thudc va don vi nganh doc giri Bo, co quan theo chirc nang,
nhiém vu dugc giao dé tong hop bao cao Chinh phu, Thu tudng... néu dién tir hda,
hé théng téng hop, thi ngudi ¢ trach nhiém cua mdi cap béo céo chi xem va bam
duyét, gui bao cdo, ma khong phai tdng hop. Vi thé, thoi gian tiét kiém duoc cho
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budc tong hop udce tinh 1a 6/10 ngay, so ngay cong tiet kiém duoc la 4.752 ngay
cong/nam.

Theo sé liéu do cac B, co quan cung cap, binh quan hang nim mdi Bo, co quan
c6 khoang 20 bao cao dinh ky gai Chinh phu, Tha tuéng Chinh phu. Nhu vay, udc
tinh tong s6 22 By, co quan bao céo 1én Chinh phu, Thi tudng Chinh phu 12 440 bao
cao/nam.

Tinh toan cua Cuc Kiém soét thu tuc hanh chinh cho thay, néu dién ti hoa tat
ca cac bao c4o nay va két néi véi HTTTBC Chinh phu, thi sé tiét kiém dugc cho ngan
sach Nha nuéc khoang 460 ty dong/nim.

S6 liéu bao cdo nay chua tinh cho bao cao chuyén dé, dot xuat, chua tinh sb béo
40 cac td chirc, ca nhan ngoai Nha nuéc phai bao cao co quan Nha nudc... do Hé
théng budc dau chi trién khai t6i cac co quan hanh chinh Nha nuéc.

Hién nay, ¢4 9 B9, co quan di két ndi vai HTTTBC Chinh phi.. Cuc Kiém soat
tuc hanh chinh cung cac don vi lién quan dang tiép tuc két ndi voi cac Bo, nganh, dia
phuong khac trién khai két ndi véi hé théng théng tin dix liéu chuyén nganh.

Ciing theo Cuc Kiém soét thu tuc hanh chinh, du kién ngay 13/3 t6i s& ra mit
buéc 1 cia HTTTBC Chinh phu va du kién trong thang 10/2020 ra mat HTTTBC
quéc gia.

Tai cudc hop, dai biéu thudc cac bo, nganh danh gia dé an HTTTBC Chinh phu
rat thiét thuc trong giai doan hién nay, quan trong hon nita la nham phuc vy cong tac
chi dao diéu hanh ctia Chinh phu, Thu tudéng Chinh phii. Hé thdng khi van hanh sé
tiét kiém chi phi, thoi gian, dac biét 1a cung cap s6 liéu phuc vu cho chién lugc chi
dao, diéu hanh caa Chinh phi. Pay ciing 1a noi dung trién khai kip thoi trong qua
trinh xay dung Chinh phu dién tir, hudng téi Chinh phu sb.

Bo truong Mai Tién Diing thay mat VPCP tiép thu toan bo v kién cua cac dai
biéu vé ndi dung, giao dién, thiét ké... dé hoan thien HTTTBC Chinh phi. Theo do,
mot s6 phan hé cia HTTTBC Chinh phi sé khai trrong ngay 13/3/2020 va hoan thién
dan, bam vao céc chi tiéu vi mé dé tao ra cac hé thong bao céo téng hop, phuc vu chi
dao diéu hanh cua Chinh phii, Thi tuéng Chinh phi.

Bo truong, Cha nhiém VPCP dé nghi cac bd, co quan chi y viéc chuan hda bao
cao, phan cong trach nhiém cu thé trong don vi dé quyét tim dua HTTTBC Chinh
phii vao van hanh, sb hoa cac van ban gidy, tiét kiém thoi gian, chi phi cho ngan séach
Nha nuoc.

Link tham khao: http://antoanthongtin.vn/an-toan-thong-tin/he-thong-thong-
tin-bao-cao-chinh-phu-nhieu-loi-ich-cua-so-hoa-bao-cao-giay-105902
2. Microsoft tung ban va khan cap cho Windows 10

Microsoft mgi day phat hanh ban va khan cap cho mot 16 hong bao mat v tinh
bi 16 ra trong qua trinh phat hanh ban va thang 3.2020 vai ngay trudc.

Theo Engadget, mic di khé bi khai thac nhung 156 hdng nay rat "nghiém trong"
Vi N6 ¢6 thé cho phép ma doc ty dong lay lan tir may nay sang may khac. Microsoft
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phat hanh ban sua 16i ngay lap tie, dat muc tiéu tranh mot phan ang day chuyén
tuong tu xay ra vai virus WannaCry va NotPetya trong nam 2017.

L5 hong bao mat nay ton tai trong giao thirc SMB cuia Microsoft trén céc phién
ban 32 va 64 bit gan day cua Windows 10 & ca may tram va may chi. Cac nha nghién
ctiu tir Microsoft va nhiéu noi khac da dan nhan “quan trong” cho 16 hong nay vi chi
can mot may bi khai thac c6 thé dan dén nhitng may khéc trén cung hé théng mang
gap nguy hiém. Microsoft cho biét dén nay khéng cé bang chiing nao cho thay 15
hdng dang dugc khai thac.

Hang trich dan rang “keé tan cong khai thac thanh céng 16 hong c6 thé co dugc
kha nang thyc thi ma trén may cha hoic may tram muc tiéu. Dé khai thac 16 hong &
goc d6 may chu, ké tin cong khong dugc Xac thuc ¢d thé giri mot goi tin dac biet dén
may chi SMBv3 da duoc nham muc tiéu. Bé khai thac 16 hong ¢ goc do may tram,
ké tan cong khong duoc xac thuc s& can phai cau hinh may chu SMBv3 nhiém doc
va thuyét phuc nguoi dung két ndi véi no”.

Windows 10 c¢6 kha niang phong thit manh mé khién kich ban nay khé xay ra
nhung nhitng ké tin cong co dong luc va ki ning cao c6 thé s& tao ra cac cudc tan
cong thanh cong. pé ngan chan diéu do, nguoi dung nén cai dat ban cap nhat bao mat
KB4551762 cang som cang tét thong qua Windows Update.

Khuyén nghi: Nguoi quan tri va ngudi ding Windows 10 can cap nhat ban vé
méi nhat ¢é dam bao an toan thong tin.

Link tham khao: https://thanhnien.vn/cong-nghe/microsoft-tung-ban-va-khan-
cap-cho-windows-10-1195653.html
3. VMware va |6 hong thuc thi ma trong VMware Workstation/Fusion

VMware vira phat hanh cac ban cap nhat cho cac san phiam phan mém
Workstaton va Fusion ciia minh dé xir Iy van dé an ninh nghiém trong, cho phép ké
tan cong thuc thi ma hoac tir chdi dich vy trén may chu (host) bang cach sir dung 15i
trong dich vu Windows vmnetdhcp ton tai trong cac phién ban Vmware va Fusion.

L5 hong nay dugce danh s6 CVE-2020-3947 véi thang diém CVSSv3 12 9.3, cho
thay muc do nghiém trong ciia 16 hong nay. L& hong nay nam trong dich vu Windows
vmnetdhcp, duoc st dung dé gan dia chi IP cho may khach théng qua DHCP. Theo
lo1 khuyén caa VMware, 16 hdng nay cd thé cho phép ké tan cong thuc hién mot cudce
tan cong tir chéi dich vu hoic thyc thi cac Iénh trén may cha Windows.

Néu khai thac thanh cong 15 hong nay c6 thé tao diéu kién cho ké xau chiém
quyén kiém sot tat cac cac may ao (guest) khac tham chi chiém quyén diéu khién
may tinh c6 cai phan mém Vmware va Fusion.

Do tinh chat nghiém trong ciia 16 hong nay, chung t6i khuyén ngudi ding nén
nang cap VMware Workstation cang sém cang tét. Cac san pham cua VMware bi
anh hudng bao gom

- VMware Workstation Pro / Player (Workstation)

- VMware Fusion Pro / Fusion (Fusion)

- VMware Horizon Client for Windows
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- VMware Remote Console for Windows (VMRC for Windows)

Khuyén nghj: Nguoi quan tri va nguoi ding can cap nhat cac ban va moi nhat
ciia VMware dé ¢am bao an toan thng tin.

Link tham khao: https://whitehat.vn/threads/vmware-va-lo-hong-thuc-thi-ma-
trong-vmware-workstation-fusion.13345/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 16i quéc té M6 ta ngin Ghi chu
dich vu
1 |Apple CVE-2019-8741 0116 hong trén san pham caa | P co
Apple cho phép ddi tuong tan théng tin
cong tan cdng tir chdi dich vu. x4C Nhan va
ban va.
2 [Cisco CVE 2020 3176  [NhAm 13 16 héng trén thiét bi Ba c6
CVE 2020 3127 cua Cisco (Cisco Advanced théng tin
CVE 2020 3181 Malware Protection,...) choyae nhan va
phép doi tuwong tan cong thu ban vé.
thap thong tin, tan cong XSS,
chen va thyc thi ma tay y.
3 D-link CVE 2019 19223  Nhom 13 15 hong trén thiét bi | D& co
CVE 2019 20501 D link (D-link DWL-2600AP | théng tin
CVE 2019 20499  ©4.2.0.15 Rev...) cho phép ddi xac nhan va
tuwong tan cong tan chén va ban vé‘
thuc thi ma tu xa.
4  Wordpress [CVE 20209372  [Nhém 09 15 hdng trén phan Da co
CVE 2020 9456  [mém Wordpress (the| thong tin
CVE 2020 9458 Appointment Booking y4c nhan va
Calendar plugin, the ., .
RegistrationMagic plugin,...) ban va
cho phép ddi tugng tan cong
cheén va thyc thi ma tdy y, tan
cong CSV injection.
5  |Qualcomm [CVE 2019 14061 |Nhom 47 156 hong trén san Daco
CVE 2018 11838  pham cua Qualcomm thang tin
CVE 2019 14086  |(Snapdragon Industrial 10T y4c nhan va
Snapdragon Auto, Snapdragon ban vé'
Compute, Snapdragon
Connectivity, Snapdragon
Consumer [OT, Snapdragon
[0T,...) cho phép ddi tuong tan
cong chén va thyc thi ma tuy y,
tan cong tir chdi dich vu.
6  |Facebook CVE 2020 1893 Nhom 03 16 hoéng trén DA co
CVE 2020 1888 Facebook (JSON inl thong tin
CVE 2020 1892 TryParse,...) cho phép doi vac nhan va
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tuong tan cong tan cong thu ban va
thap thong tin, tan cong DOS.

2. Danh sach IP/tén mién doc hai cé nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

ydbnsrt.me

tttta.sssaaaas.io

track.sayggggames.io

xdgzpbcgrvkj.ru
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3. Céc can bo ky thuat ddu mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chan, xir ly cac truy nhap téi cac tén mién doc hai tai bang 2.




