Phong ATTT Tuan 12/2019

BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. PUTTY phat hanh ban cap nhat va 8 16i nghiém trong mic cao

PUTTY la mét trong nhimg chuong trinh SSH Client ma ngudn mé phé bién
nhat va dugc st dung rong rai, cho phép ngudi ding truy cap may tinh tir xa qua cac
giao thirc mang SSH, Telnet va Rlogin.

Gan 20 thang sau khi dua ra phién ban phan mém truéc d6, dau tuan nay céc
nha phat trién cia PuTTY d4 phat hanh phién ban méi nhat 0.71 cho céc hé diéu hanh
Windows va Unix.

Theo khuyén céo cua hang, tat ca cac phién ban trudc cua phan mém PuTTY
duoc cho 1 ¢6 nhiéu 16 hong an ninh, c6 thé cho phép may cha doc hai hoic may
cha bi xam nhap chiém quyén diéu khién hé théng caa khach hang theo nhiing cach
khac nhau.

Sau day 1a danh sach 8 16 hong dugc PUTTY 0.71 va:

1. Gia mao nhic nhé xéc thuc - Vi PuTTY khong co cach dé xac dinh thiét bi
dau cubi co dang tin hay khéng, do vay giao dién ngudi dung cé thé bi may cha doc
hai khai thac dé tao mot nhic nhé xac thuc gia & phia may khach, Iira nan nhan nhap
mat khau.

2. Thuc thi ma thdng qua hinh thtc tin cong doc hai CHM Hijacking - Khi
ngudi dung khai chay tro gidp truc tuyén trong cac cong cu GUI PUuTTY, phan mém
s& ¢6 gang xac dinh vi tri tép trg gilp cling véi tép thuc thi cua chinh no.

Hanh vi nay c6 thé cho phép ké tan cong lra ngudi dung thuc thi ma doc trén
hé théng may khach théng qua tép CHM.

3. L&i tran bo dém trong cac Cong cu PUTTY Unix - Theo khuyén céo, néu mot
may chi mg qué nhiéu lénh chuyén tiép cong, PUTTY trén Unix s& khong kiém tra
dic ta tép tin dau vao (file descriptor) ma né thu thap trong qua trinh giam sét cac tép
Unix dang hoat dong, dan dén 15i tran bo dém.

"Chuing t6i khdng biét 15i nay co thé bi khai thac tir xa hay khong, nhung it nhat
né o thé dugc kich hoat tir xa bai mot may chi SSH doc hai, néu ban bat bat ky tiy
chon nao cho phép may chit mo kénh: chuyén tiép cong tir xa sang cuc bo, chuyén
tiép chu dong hoac chuyén tiép X11", khuyén céo cho hay.

4. Str dung lai s ngau nhién ma hoa - Van dé nay nam & trinh tao sé ngau nhién
ma hoa trong PuTTY, trinh nay doi khi str dung cting mot 16 byte ngau nhién hai lan.

"Su viéc nay xay ra do 16i tran bd dém mot byte trong ma nhom ngau nhién.
Néu entropy tir ngudn bén ngoai duoc dua vao nhém ngau nhién khi chi muc vj tri
hién tai dang chi vao cubi nhom dé, no sé tran qua bd dém nhdm maot byte va ghi dé
1&n chd byte thap caa chinh chi muc vi tri d6".

5. Lb hong tran s6 nguyén - Tat ca cac phién ban trudc cia PuTTY déu gap phai
su ¢6 tran sb nguyén do thiéu trao dbi khéa RSA kiém tra kich thudc khoa.

Mot may chu tir xa c6 thé kich hoat 16 hong bang cach gui khéa RSA ngan, dan
dén tran s6 nguyén va ghi dé bd nhé khong kiém soat duoc.
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Céac nha phat trién PUTTY khéng chac chan liéu 16 hong nay co thé bi khai thac
dé gianh quyén kiém soat may khach hay khong, nhung vi su ¢6 Xay ra trong qué
trinh trao d6i khda va xay ra truéc khi kiém tra khda may chi, su ¢ tran co thé xay
ra do tan céng MitM ngay ca khi nguoi trung gian khdng biét khéa may cha chinh
Xac.

Vi vay, ngay ca khi ban tin tuéng may chu ban dang két ndi, ban van khong an
toan.

6, 7 va 8. Tan cong DoS thiét bi dau cudi - Ba 15 hong cudi cuing trong PUTTY
khién may chu crash hoac 1am cham thiét bi dau cudi cua khach hang bang cach guri
cac dau ra van ban khéac nhau.

May chi c6 thé gari mot chudi ky tu Unicode dai khong bi gian doan dén thiét
bi d¢au cudi cua may khach, diéu nay cd thé dan dén mot cudc tan cdng tir chéi dich
vu bang cach khién hé théng phan bo sb lugng bo nhé khong gidi han.

Cudc tan cdng DoS thir hai c6 thé dugc kich hoat bang cach gui céc ky tu két
hop, c6 do rong gap doi, sbé luong cot dau cudi Ié va toolkit GTK dén output caa may
khach.

Trong cudc tan cdng DoS thi ba, bang cach gui cac Ky tu c6 d6 rong gap 2 duoc
st dung boi nguoi Trung Quéc, Nhat Ban va Han Qudc cho khach hang, trinh gia lap
thiét bi dau cudi cia PUTTY cd thé bi buc crash.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding va nguoi quan tri can cap nhat phién
ban mégi nhat caa phan mém Putty (néu dang st dung) dé dam bao an toan thong
tin.

Link tham khao: https://whitehat.vn/threads/putty-phat-hanh-ban-cap-nhat-
va-8-loi-nghiem-trong-muc-ca0.12080/

2. Libssh phat hanh ban cap nhat va 9 16 héng an ninh méi

Libssh2, mot thu vién ma nguén ma phd bién, vira phat hanh phién ban moi
nhat dé va tong cong 9 16 hong an ninh c6 thé dan dén chiém quyén diéu khién tir xa.

Thu vién Libssh2 duoc tt ca cac nha phan phdi Ion cua hé diéu hanh Linux hd
trg, bao gom Ubuntu, Red Hat, Debian...

Tat ca 16 hong dugc vé trong libssh2 phién ban 1.8.1 déu dan dén 16i bo nhg, tir
d6 gay ra thyc thi ma tly y trong mot s6 trudng hop nhat dinh.

Mot s 16 hdng nghiém trong dugc va trong Libssh:

L3i tran s6 nguyén CVE-2019-3855, CVE-2019-3856, CVE-2019-3857: Néu
mot server ssh da bi hacker chiém quyén diéu khién va may client can ssh 1én server
c6 chira 15 hdng (cai libssh2 < 1.8.1), thi hacker c6 thé xam nhap tir server ssh sang
may client.

L6i ghi dir liéu ngoai ving bd nhé (out-of-bounds write) CVE-2019-3858,
CVE-2019-3859, CVE-2019-3860, CVE-2019-3862: May chu SSH ddc hai co thé
gay ra 16i DoS hoic doc duoc dir liéu trén may khach.
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Cac 16 hong nay anh huong deén tat ca cac phién ban Libssh2 trudc 1.8.1. Hién
chua ghi nhan bat ky ma khai thac cua cac 16 hong nay.

Néu ban dang str dung Libssh, hay cai dat ban cap nhat cua Libssh cang sém
cang tét. Véi céc phién ban hé diéu hanh Linux, ngudi ding nén nhanh chéng cap
nhat hé diéu hanh.

Pay khong phai 13 1an dau tién thu vién phd bién nay duoc phat hién ton tai cac
van dé an ninh. Cudi nam ngoai, cac nha phat trién di va mot 16 hong nghiém trong
bén niam tudi trong Libssh, cho phép ké tan cong chiém quyén kiém soat may chu
SSH ma khéng can mat khau.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi str dung can cap nhat phién ban mai nhat
cua Libssh dé ¢am bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/libssh-phat-hanh-ban-cap-nhat-va-
9-lo-hong-an-ninh-moi.12073/

3. Bién thé Mirai thém nhiéu ma khai thac méi, nham vao thiét bi 10T doanh
nghiép

Céc chuyén gia vira phat hién mot bién thé mai trong mang botnet loT khét
tiéng Mirai, 1an nay nham muc tiéu toi céc thiét bi str dung trong doanh nghiép. Ma
doc tang cudng kiém soat bang thong 16n hon dé thyuc hién cac cudc tin cong DDoS
pha hoai.

Mic du nhitng ké ban dau tao ra botnet Mirai di bi bat va bo tl, cac bién thé
cuia ma doc 10T khét tiéng nay, bao gdm Satori va OKkiru, van tiép tuc xuat hién do co
san ma ngudn trén Internet ké tir 2016.

Xuét hién lan dau nam 2016, Mirai duogc biét dén 1a ma doc botnet 10T c6 kha
nang lay nhiém router (0o dinh tuyén), camera an ninh, dau ghi hinh DVR va céc
thiét bi théng minh khac — von thuong sir dung thong tin ding nhap mac dinh va chay
cac phién ban 13i thoi cua Linux. Tir cac thiét bi ndy, mot botnet duoc tao thanh dé
tién hanh céc cudc tan cong DDoS.

Bién thé Mirai m&i nham téi cac thiét bi 1oT doanh nghiép

Céc chuyén gia Palo Alto Network Unit 42 phét hién bién thé mai nhat cua
Mirai lan dau tién nhiam muc tiéu vao céc thiét bi doanh nghiép, bao gom cac hé
thong Thuyét trinh khong day WePftime WiPG-1000 va cac TV LG Supersign.

Bién thé Mirai b6 sung thém 11 ma khai thac mai, nang tong sé 1én 27, cing
véi bo “thong tin mic dinh” méi dé si dung trong cac cudc tan cong do tim mat khau
nham vao cac thiét bj két ndi Internet.

“Céc tinh ndng mai ndy mang lai cho botnet mot truong tin cng I6n. Bac biét,
viéc nham muyc tiéu vao cac doanh nghiép ciing cho phép quyén truy cap bang thong
I6n hon, cudi cung dan dén hoa luc manh hon cho botnet dé tin cong DDoS”, cac
chuyén gia cho biét.
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Trong khi méa khai thac thuc thi tir xa doi vai TV LG Supersign (CVE-2018-

17173) &3 xuat hién tir thang 9 nam ngoai, doan ma khai thac 16 hong trong WePftime
WIiPG-1000 duoc cong khai tir nam 2017.

Ngoai hai ma khai thac nay, bién thé Mirai méi ciing dang nham muc tiéu vao
nhiéu thiét bi phan cing nhu:

Router Linksys

Router ZTE

Router DLink

Thiét bi luu trir mang

Dau ghi hinh NVR va camera IP

Sau khi quét va xac dinh céc thiét bi dé bi tn cong, ma doc s& lay bo tai Mirai
méi tir mot trang web bi xam nhap va tai xuéng thiét bi dich, sau d6 thém thiét bj vao
mang botnet va cudi cing sir dung dé khoi chay céc cudc tin cong HTTP Flood
DDoS.

Mirai & mang botnet khét tiéng chiu trach nhiém cho mét sé vu tan cong DDoS
ky luc, bao gom ca cac cudc tan cdng nhiam vao nha cung cap dich vy luu trit OVH
va Dyn DNS c6 tru s& tai Phap, 1am té liét mot s trang web Ion nhat thé gigi, bao
gom Twitter, Netflix, Amazon va Spotify.

C4c cudc tan cong dwa trén Mirai gia ting dot ngot sau khi ma ngudn dugc cong
b vao thang 10/2016, cho phép keé tan cdng nang cap ma doc véi cac ma khai thac
méi tly theo nhu cau va muc tiéu.

Céc chuyén gia cho biét: “Nhitng phat trién [mai] ndy cang khang dinh tam
quan trong viéc cac doanh nghiép quan tdm hon téi cac thiét bi 10T trén mang cua
minh, thay d6i mat khau mac dinh, dam bao riang céc thiét bi dugc cap nhat day du
cac ban va”.

“Va trong trudong hop cac thiét bi khong thé va duoc, hdy loai bo cac thiét bi do
khoi mang nhu phuong sach cudi ciing”.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung can thay doi mat khau mac dinh cho
céc thiét bi dugc két ndi internet ngay khi mang chiing vé nha hodc vin phong va
lubn cap nhat day du cac ban va méi nhat d¢é ¢am bao an toan thdng tin.

Link tham khao: https://whitehat.vn/threads/bien-the-mirai-them-nhieu-ma-
khai-thac-moi-nham-vao-thiet-bi-iot-doanh-nghiep.12072/
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

M6 ta ngan

Ghi chu

1

Cisco

CVE-2019-1601
CVE-2019-1615
CVE-2019-1723

Nhom 22 156 hdng trén mot sb
san pham cua Cisco (NX-OS
Software, FXOS Software,
Small Business SPA500 Series
IP Phones, Enterprise Chat
and Email, DNA Center ...)
gom: 16 héng trong viéc phan
quyén tap tin cho phép truy
cap va sira doi trai phép tap tin
cau hinh quan trong caa hé
thdng, 16 hong XSS, va nhiéu
156 hong trong cac thanh phan
khac nhau caa Cisco NX-OS
cho phép chen va thyc thi ma
Iénh trai phép.

ba c6 thong
tin xac nhan
va ban va

F5

CVE-2019-6597
CVE-2019-6598
CVE-2019-6599

Nhom 06 16 hong trén cac san
pham BIG-IP va Enterprise
Manager caa F5 cho phép ddi
tuong tan cong khai thac 15i
XSS dé an trom thdng tin xac
thuc, thuc thi doan ma doc hai
thong qua 15i trong viéc xu ly
file anh va file PDF.

ba c6 thong
tin Xxac nhan
va ban va

Google
Android

CVE-2019-9833
CVE-2019-9832

Nhém 02 16i trong mot s6 tng
dung mac dinh cua Android
(Screen Stream, Airdrop) cho
phép thuc hién tan cong tir
chdi dich vu tir xa.

ba c6 thong
tin xac nhan
va ban va.
ba co ma
khai thac

IBM

Nhém 31 16 hong trén mot s6
san pham, ang dung caa IBM
(API Connect, DB2 Linux/
Windows, Rational
Engineering Lifecycle
Manage, IBM SDK,
\WebSphere Application
Server...) cho phép di twong
tan cong thuc hién thu thap

thong tin, khai thac cac 16i tran

ba co6 thong
tin xac nhan
va ban va.
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bo dém dé chen va thuc thi ma
Iénh, tan cong leo thang.

5 Joomla

CVE-2019-9711
CVE-2019-9712
CVE-2019-9713

Nhom 04 156 hong trén mot s6
phién ban cia phan mém
ngudn ma Joomla cho phép
khai thac 161 XSS dé an trom
thdng tin xac thuc va thuc hién
nhitng tin céng sau hon.

ba co théng
tin Xac nhan
va ban va

6  |Rdesktop

CVE-2018-20180
CVE-2018-20181
CVE-2018-20182

Nhom 09 16 hong trong phan
mém Rdesktop (phan mém
Remote Desktop thuong sa
dung trén cac hé diéu hanh
Linux) cho phép khai thac
nhiéu 16i khac nhau trong d6
co nhiéu 13i tran bo dém dé
chen va thuc thi ma Iénh.
Anh hudng toi cac phién ban
Rdesktop 1.8.3 va cac phién
ban trudge do;

FreeRDP phién ban 2.0.0-rc4
va cac phién ban trudc do.

ba co théng
tin Xac nhan
va ban va

7 Intel

CVE-2019-0129
CVE-2018-12185
CVE-2018-12221

Nhém 40 156 héng trén mot sb
san pham, tng dung cua Intel
(Intel(R) AMT, CSME,
Intel(R) Graphics Driver,
Intel(R) USB 3.0 Creator
Utility, Active Management
Technology, ) cho phép ddi
tuong tan cong thyuc thi mé
lénh qua céc giao tiép vat ly,
tan cong leo thang, tan cong tur

chdi dich vu.

ba co théng
tin xac nhan
va ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

soplifan.ru

ep08tzvn7.ru
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8

somicrososoft.ru

9

0009jtv2.ru

10

morphed.ru

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xt ly cac 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.




