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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Quy dinh vé viéc giri, nhan viin ban dién tir trén mang thdng tin dién réng
cua Pang va trén mang Internet

Puoc ban hanh ngay 02/01/2020, Quy dinh 217-QB/TW (sau day goi tat la Quy
dinh 217) quy dinh viéc guri, nhan van ban dién tu trén mang thong tin dién rong cua
Dang va trén mang Internet ciia cac co quan Dang théng qua cac phan mém Hé thong
thong tin diéu hanh tac nghiép; giri, nhan van ban va thu dién tir cong vu.

Quy dinh 217 &p dung d6i Vi cac co quan Pang (bao gom ca cac don vi truc
thugc) tir Trung wong dén dia phuong; cic co quan, to chirc c6 lién quan dén hoat
dong gti, nhan van ban véi cac co quan Pang néu ha tang ky thuat, cong nghé dap
g duoc yéu cau.

Nguyén tic ge#i, nhdn vin ban trén mgng

Quy dinh vé& gui, nhan vin ban trén mang can ch( y, tat ca cac van ban c6 noi
dung thong tin “khéng mat” thudc tham quyén ban hanh va giai quyét caa cac co
quan Dang duoc gui, nhan trén mang; vin ban c6 d6 “mat” phai duoc ma hoa bang
san pham mat mé caa nganh Co yéu (cu thé 1a ciia Ban Co yéu Chinh phi); vin ban
c6 d6 “t6i mat” va “tuyét mat” phai do bo phan nghiép vu co yéu thuc hién guri, nhan
qua duong co yéu. Viéc soan thao, luu trit, khai thac vin ban dién tir c6 noi dung
théng tin mat c6 quy dinh riéng, dam bao tuén thu theo Luat Bao vé bi mat nha nudéc.

Co quan phat hanh van ban dién tir khéng phat hanh van ban gidy dén co quan
tiép nhan van ban dién tir khi da giri van ban dién tar c6 ky s6, ngoai trir mot sé trudng
hop sau:

Vin ban chung: gom cac van ban lién quan cong tac to chtic bd may, nhan sy,
cong tac kiém tra, giam sét, giai quyét khiéu nai, t6 céo; cac van ban lién quan toi
viéc giai quyét ché do, chinh sach, tai chinh,....

Vin ban dic thu, bao gom:

- Vian ban cta Trung wong nhu: Céac nghi quyét, két luan caa Ban Chap hanh
Trung wong; nghi quyét, chi thi cia Bo Chinh tri, Ban Bi thu; cac van ban két luan
hoi nghi Bo Chinh tri, Ban Bi thu; cac van ban két luan, théng bao két luan, chi dao
truc tiép dia phuong, thong béo ¥ kién dong chi Tong Bi thw, Thuong tryc Ban Bi
thu; cac van ban lién quan dén t6 chire Pai hoi Pang toan qudc, hoi nghi Trung wong,
hoi nghi can bo toan qudc, cac hoi nghi B Chinh tri, Ban Bi thu, cac cudc lam viéc,
tiép khach cua dong chi Tong Bi thu, dong chi Thuong truc Ban Bi thu.

- Vian ban cia cac co quan dang ¢ Trung wong nhu: Bao cao két qua thyc hién
cac nghi quyét, chi thi ciia Trung uong; cac dé 4n, cong van, to trinh, du thao nghi
quyét, quyét dinh, quy dinh, quy ché, két luan, bao céo chuyén dé... gii Bo Chinh tri,
Ban Bi thu, Thuong truc Ban Bi thu dé b4o céo va xin y kién; van ban chi dao lién
quan dén céc linh vuc theo chirc niang, nhiém vy cua co quan.

- Vian ban caa cac co quan dang ¢ dia phuong nhu: Bao céo két qua thuc hién
c4c nghi quyét, chi thi caa Trung wong; cac van ban xin y kién B Chinh tri, Ban Bi

1



Phong ATTT ‘ Tuan 15/2020
thu, Thuong truc Ban Bi thu; cac dé an, to trinh, cac du thao nghi quyét, quyét dinh,
quy dinh, quy ché, dé an, to trinh do co quan dang ¢ dia phuong ban hanh.

Co quan tiép nhan van ban dién tir phai thuc hién quy trinh: Kiém tra nguon
géc, tinh hop thirc cta van ban, lay s va dang ky van ban dén trén may tinh, sau do
chuyén vin ban dén nguoi nhan dé xu ly.

Chi st dung mang Internet dé gui, nhan van ban dién tir c6 ndi dung thdng tin
khdng mat gitta cac co quan dang ddi voi trudng hop bén gui hoac bén nhan khong
c6 két ndi mang thong tin dién rong cua Bang hoac mang thdng tin dién rong cua
Pang c6 sy ¢b ky thuat.

Yéu cdu ge#i, nhdn vin bdan qua mgng

Quy dinh 217 ciing néu rd cac yéu cau giri, nhan van ban qua mang:

Tht nhat: Vin ban dién tir phai bao dam yéu cau vé thé loai, tham quyén ban
hanh, thé thirc va ki thuat trinh bay theo quy dinh cua Ban Bi thu va huéng dan cua
Van phong Trung wong Bang.

Tht hai: Van ban dién tir phai dugc bao dam tinh xac thuc vé nguén géc, tinh
phap ly, su toan ven, an toan thdng tin, dir liéu trong qua trinh gui, nhan, xur 1y va luu
tri.

Tht ba: Vin ban dién tir phai duoc giri ngay trong ngay ky ban hanh, cham nhat
la trong budi séng cua ngay 1am viéc tiép theo. Sau khi tiép nhan, néu van ban dién
tir dén bao dam gié tri phéap 1y phai duoc xir Iy kip thoi, khong chd vin ban gidy (néu
c6). Trudong hop van ban dién tir thuc loai "khan" phai duoc dat & ché do wu tién,
ghi rd mac do "khan", giri ngay sau khi ky sé va phai dugc trinh, chuyén giao xir ly
ngay sau khi tiép nhan.

Thu tu: Van ban dién tir gui, nhan trén mang phai duoc theo doi, cap nhat tu
dong trang thai giri, nhan, xt ly trén hé théng ddi véi trudng hop st dung phan mém
Hé thong thong tin diéu hanh tac nghiép hoac trang thai g, nhan véi truong hop s
dung phan mém guri, nhan van ban trén mang Internet. Trudng hop gui qua thu dién
tr cdng vy, van ban dién tir phai dugc cap nhat, quan 1y bang phan mém Hé théng
thong tin diéu hanh tac nghiép.

Thir nam: Bao dam cac yéu cau vé ha tang k¥ thuat, cdng ngh¢, an toan thdng
tin va giai phap két ni, lién thong.

Phuwong thurc giri, nhdn van ban trén mang

Péi voi phuong thire giri, nhan van ban trén mang, ¢ 3 phuong thirc dugc quy
dinh tai Quy dinh 217, bao gom: sir dung phan mém Heé thong thong tin diéu hanh
tac nghiép dugc quy dinh dung chung trong cac co quan Pang dé giri, nhan van ban
dién tir gitra cac co quan dang trén mang thong tin dién rong cua Pang; Str dung phan
mém g, nhan vin ban trén mang Internet hoac thu dién tir céng vu dé giri, nhan vin
ban dién tir gitra cac co quan Pang trén mang Internet; Thong qua Truc lién thong
van ban quéc gia dé giri, nhan van ban giita cac co quan dang voi cac co quan nha
nudcC.
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Trong truong hop ¢o su ¢o ve ky thuat hoac bén gui hay bén nhan chua dap ung
cac yéu cau veé ha tang ky thuat, cong nghé, an toan thong tin, giai phap két néi, lién
thong dé giri, nhan van ban dién tir, cic co quan giri van ban gidy theo duong truyén
thdng; ddng thoi khan truong khéc phuc céc su ¢d, trién khai cac giai phap ky thuat,
két néi dé thuc hién viéc gui, nhan vian ban qua mang.

Yéu cdu thong tin cia vin ban dién ti

Hé thong thong tin diéu hanh tac nghiép, phan mém guri, nhan van ban trén mang
Internet caa cac co quan Pang phai thé hién céc thong tin sau cia vin ban dién tu:
Ma dinh danh cua co quan, t6 chuc (ciu tric ma dinh danh co quan, td chuc thuc
hién theo Quy dinh s6 15-QB/VPTW, ngay 30/01/2018 cua Vian phong Trung wong
Dang); S6 va ky hiéu van ban; Ngdy, thang, nim ban hanh vin ban; Thé loai van ban;
Mtrc d6 khan (khan/thuong khan/hoa tdc); Trich yéu noi dung van ban; Ho so, tai
licu guri kém; Trang théai xir 1y (43 dén, da tiép nhan, da chuyén xu 1y, dang xur 1y, da
hoan thanh, tir chdi nhan (tra lai), thu hoi, x04...); Ho tén ngudi ky; Bén giri/nhan;
Thaoi gian gui, nhan; Thoi han xt ly; Lich st gui, nhan van ban.

Vé té charc thuc hign

Vin phong Trung wong Dang cd trach nhiém chu tri, phéi hop véi cac co quan
dang ¢ Trung wong va cac tinh uy, thanh uy trién khai, to chirc, hudng dan thuc hién
Quy dinh; Giap Thuong tryc Ban Bi thu theo ddi, don ddc, kiém tra viéc thuc hién
Quy dinh nay; hing nam chiu trach nhiém tong hop, bao cao Ban Bi thu vé tinh hinh,
két qua trién khai Quy dinh; dé xuat stra doi, bo sung néu can thiét.

Céc co quan Pang chiu trach nhiém bao dam két ndi, lién thdng giira cac hé
thng thong tin diéu hanh tac nghiép, phan mém giri, nhan van ban trén mang
Internet; Giam sat, kiém soat viéc guri, nhan vian ban dién tir dé bao dam an toan, an
ninh thong tin, dinh Ky kiém tra viéc thyuc hién Quy dinh 217 tai cac co quan, don vi
truc thuoc; Thong nhat két néi, lién thong Hé thong thong tin didu hanh tac nghiép
VGi cac phan mém gui, nhan, quan 1y vin ban ciia co quan dang véi cac co quan nha
nuée trong dia phuong theo huéng dan caa Van phong Trung wong Pang; T6 chic
quan 1y, dinh ky sao luu dit liéu bao dam an ninh, an toan théng tin va chuyén luu trix
theo quy dinh. Can ctr Quy dinh 217 va tinh hinh thyc tién, cic co quan dang ban
hanh quy ché cu thé, phu hop dé ap dung thuc hién tai noi bo co quan Pang.

Ban Co yéu Chinh phu chiu trach nhiém trong viéc bao dam day du, kip thoi
cac chimg thu s6 theo yéu cau ky sd, bao mat dé giri, nhan van ban dién tir trén mang;
bao dam cac san pham mat ma tich hop vao cac phan mém, dap ung yéu cau sir dung;
huéng dan, hd tro tich hop giai phap ky s6, bao mat vao cac phan mém ung dung
phuc vu cho viéc gtri, nhan van ban trén mang va giri qua thu dién ta.

Quy dinh 217 cia Ban Chap hanh Trung uong Pang chinh thic ¢6 hiéu luc tir
ngay 02/01/2020.

Link tham khao: http://antoanthongtin.vn/chinh-sach---chien-luoc/quy-dinh-
ve-viec-gui-nhan-van-ban-dien-tu-tren-mang-thong-tin-dien-rong-cua-dang-va-
tren-mang-intern-105982
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2. Microsoft: Hacker lgi dung Covid-19 tan cong mang mei quoc gia trén the
gioi

Theo nghién ciru méi tir Microsoft, hacker da trién khai cac cudc tan cong co
chu d& Covid-19 tai 241 qudc gia va vung lanh thd.

Trén blog ding hom 8/4, Microsoft cho biét “moi qudc gia trén thé gisi déu
chtng kién it nhat mot vu tn cong c6 chu dé Covid-19”. Cac dbi tuegng xau thiét ké
lai email lira dao (phishing) va ma doc khac dé nhac tdi can bénh nay. Cac nudc dang
trai qua dich bénh - noi moi nguoi can thdng tin y té nhat - d& bj ton thuong nhat.

Theo dng Rob Lefferts, Phd Chu tich Microsoft 365 Security, cac cudc tan cong
theo sat dién bién dich bénh trén toan cau. Nhimg nudc ¢ sé ngudi nhiém Covid-19
cao nhat dng thoi 1a cac nudc bi anh huong nhiéu nhat tir tin cong loi dung Covid-
19. Su bdi réi, lo 1ang, ndi so hai khién ho bam vao nhitng dudng link va d6 1a diéu
ma hacker mong mudn.

B6 cdng cu an ninh mang Microsoft Threat Protection phat hién gan 60.000
email chtra cac tap tin dinh kém hodc URL ddc hai lién quan téi Covid-19 duoc gui
di mdi ngay. Tuy nhién, “tin ming” 12 né chi chiém 2% trong tong s6 cac email lira
dao.

Ngoai tan cong lira dao, ddi twong xau con loi dung Covid-19 theo cac céach
khéac, chang han Zoombombing — tan cong vao cac cudc hop truc tuyén dé 1am gian
doan hoi nghi.

Khuyén nghi: Nguoi ding can kiém tra ki cac thong tin vé dich Covid-19 va
chi tin twdng vao cac trang théng tin chinh théng dé tranh bi lra dao ciing nhu dam
bao an toan thong tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/microsoft-
hacker-loi-dung-covid-19-tan-cong-mang-moi-gquoc-gia-tren-the-gioi-632139.html
3. Google Play Store g& &ng dung Android VPN dinh 16 héng nghiém treng

Google vira x6a chuong trinh Android VPN khai ctra hang Google Play sau khi
duoc cac nha nghién ctiu thdng béo vé mot 16 hong nghiém trong. Ung dung nay la
SuperVPN, da duoc tai Xuéng hon 100 triéu lan.

Mang riéng ao (VPN) cho phép nguoi ding tao két ndi dugc ma héa dén cac
may cha tryc tuyén dong vai trd 13 cong vao Internet. Chiing cho phép nguoi ding
truy cap Internet an toan khi st dung cac két néi khong tin cay. Vé ly thuyét, ching
ngin chan ké xau danh hoi dugc luu lugng truy cap cua nguoi dung trén cac mang
khong an toan. SuperVPN la mot trong nhiéu chuong trinh phuc vu chic nang nay
cho cac thiét bi Android.

Théng 2, VPNpro - mot cong ty danh gia va tu van céc san pham VPN - di canh
bao vé mot 16 hong trong san pham nay cd thé gy ra cudc tan cong man-in-the-
middle (MITM), cho phép ké xam nhap can thiép vao két ndi nguoi ding va dich vy
VPN.

Theo d6, chuong trinh gui di dit liéu dwoc ma hoa, nhung dong thoi ciing kém
theo khoa giai ma duoc hardcode (ma héa ctng). Giai ma dix liéu tiét 16 thong tin vé
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may chu SuperVVPN, ching chi va thdng tin xac thuc. VPNpro da c6 thé thay the di
liu d6 bang dit liéu cua riéng minh.

Diéu ndy c6 nghia 1a ké tin cong c6 thé budc SuperVPN két ndi téi may chu gia
mao, cho phép ho xem tat ca dit liéu cua ngudi dung, bao gom mat khau, van ban
riéng va tin nhan thoai, theo VPNpro.

Sau khi phét hién ra 16 hong vao thang 10/2019, VPNpro da thong bao cho
SuperSoftTech, cong ty phét trién caa SuperVPN — c6 kha ning c6 tru so tai Bac
Kinh, nhung khong nhan duoc phan hdi. Vi thé, hang da thong bao cho Chuong trinh
Phan thuong bao mat cua Google Play. Poi ngii ndy ciing khong nhan dugc phan hoi
tir SuperSoftTech, vi vay ho da g& chuong trinh nay khoi cira hang Google Play vao
ngay 7/4/2020.

Day khong phai 12 lan dau tién Super VPN duoc béo cdo ton tai 16 hong an ninh.
Ung dung ciing da dugc dé cap trong mot nghién ciru nam 2016 vé cac rai ro bao mat
trong VPN Android, dang vi tri thi ba trong bang xép hang cac VPN Android thudng
duoc gan co 1a c6 hoat dong giéng nhu phan mém doc hai bai cac phan mém diét
virus.

SuperVPN ciing khong phai 12 VPN Android duy nhét ton tai 156 hong nghiém
trong khién ngudi dung dé bi tin céng MITM. Kiém tra nhanh cho thay mét s6 phan
mém vai 16 hong twong ty van c6 mit trén Play Store.

Khuyén nghi: Nguoi quan tri va ngudi dung can g& bo @ng dung SuperVPN va
dbi lai thong tin da két ndi qua tng dung dé dam bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/google-play-store-go-ung-dung-
android-vpn-dinh-lo-hong-nghiem-trong.13472/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 16i quéc té M6 ta ngin Ghi chu
dich vu
1  |Apache CVE-2020-1934  [Nhom 10 16 hong trong mot s6| i c6
CVE-2019-17564  thanh phan cia Apache (HTTP|thong tin
CVE-2020-1927 Server, Dul?bo NetBe;ans,. ) |xac nhan va
cho phép doi tuong tan cong s
tan cong XSS. ban va.
2  |Wordpress [CVE-2020-7947  Nhom 10 16 hong trong phan Da co
CVE-2020-6009  mém Wordpress (LearnDash théng tin
CVE-2020-6008  plugin, AuthO plugin,...) cho yac nhan va
phép doi twong tan cong cheén ban vé.
va thuc thi ma tur xa, tan céng
XSS, SQL Injection.
3 |Apple CVE-2015-7334  [NhAm 49 16 hong trong cac | Da c6
CVE-2020-9769  isan pham caa Apple thong tin
CVE-2020-3847  |(watchOS, macOS Catalina, | y4c nhan va
Apple Safari, tvOS,...) cho ban vé.
phép doi tuong tan cong thu
thap théng tin, chéen va thuc thi
ma tu Xa.
4 |Lenovo CVE-2015-5684  [Nhom 08 16 hong trong mot s6| i c6
CVE-2015-5684  thanh phan va san pham cia  |thong tin
CVE-2015-7334  |Lenovo (Lenovo Solution x4c nhan va
Center,...) cho phép doi tugng ban vé‘
bypassed, tan cong thuc thi ma
tur Xa.
01 15 héng c6 diém CVSS: 10.0
(dac biét nghiém trong).
5 [Gitlab CVE-2020-10956  [Nhom 05 16 hong trong Gitlab| Ba co
CVE-2020-10954 (Gitlab EE/CE 8.11-12.9.1, thong tin
CVE-2020-10952 (Gitlab 8.1,...) cho phép doi y4c nhan va
tugng tan cong thu thap thong ban vé'
tin, tan cong tir choi dich vy,
tan cong SSRF.
6 |[Zoom CVE-2020-11500 |[Nhém 03 156 hong trong Zoom| Chua c6
CVE-2020-11470 |(Zoom Client for I\/Ieetings théng tin
CVE-2020-11469 <=4.6.9) cho phép ddi twong yac nhan va
tan cong truy cap trai phép tai ban vé.
khoan nguoi dung, tan cong leo
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thang chiém quyén cao nhat
cua hé¢ thong.

Dell CVE-2020-5344  [Nhém 03 15 hong trong thiét bi
CVE-2020-5347 |caa Dell (Dell EMC, Dell
CVE-2020-5348  [Latitude 7202) cho phép dbi
tuong tan cong chén va thuc thi
ma tly y, tAn cong tir chdi dich
vu. 01 15 hong c6 diém CVSS:
10.0 (dac biét nghiém trong).

baco
thong tin
Xac nhan va
ban va

2. Danh sach IP/tén mién doc hai cé nhiéu két ndi tir Viét Nam

STT | Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

xdgzpbcgrvkj.ru

Xjpakmdcfuge.in

disorderstatus.ru

Xjpakmdcfuge.ru
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amnsreiuojy.ru

[
o

track.sayggggames.io

3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xtr ly cac 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.




