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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Bao ddng nén tang website WordPress bi hacker tan cong lira dao

Cubi thang 3/2019, théng tin plugin (thanh phan mé rong duoc cai dit thém)
cO tén “Yuzo Related Posts” dugc cai trén hon 60.000 website da bi x6a bo khoi thu
vién plugin caa Wordpress.org sau khi chira 16 hong khong ¢ ban va va duoc tiét 16
bai mét nha nghién ciu vé bao mat di gay xon xao trong cong ddng cong nghé.

V& ban chat, 15 hdng nay cho phép thuc hién tan cong dang Stored-XSS va hién
dang bi loi dung dé tan cong cac website st dung nén tang WordPress ¢ cai dat
plugin.

Véi viéc sir dung 16 hong ndy, cac cudc tin cong c6 thé vuot qua co ché bao vé
ciia Wordfence (“tudng lira” cia WordPress) khién mot ké tan cong khong can quyén
xé&c thuc ciing c6 thé chén cac noi dung doc hai, vi du nhu mét doan ma Javascript
vao trong cau hinh cua plugin.

L hong nay c6 thé loi dung dé tan cong thay doi giao dién dé lra ddo nguoi
dung.

11 ngay sau khi 15 hong bi phat hién, cac hacker di tuyén b bat dau khai thac
cac trang web c6 cai dit “Yuzo Related Posts”.

Khi nguoi dung truy cap website da bi khai thac, doan mé javascript tir may chu
hellofromhony.com s& chuyén hudng ho toi cac website lira dao hoic chira ma doc.

Phan tich cua SecurityBox cho thay hinh thuc tan cong nay c6 nhiéu diém tuong
ddng véi tan cong dua vao 2 16 hong duogc phat hién trude do6 co tén 1a Social Warfare
va Easy WP SMTP (ma ddc cung dugc luu trit trén may cha hellofromhony.org cé
dia chi IP 176.123.9[.]53).

Ca 3 cudc tan cong déu sir dung 16 hong Stored-XSS va chuyén hudng ngudi
ding toi cac website doc hai dé tién hanh lira dao.

Do d6, k¥ thuat tan cong va quy trinh khai thac cho ca 3 16 hong nay kha nang
rat 16n déu do mét tin tic gay ra.

Truéc thuc trang dang lo ngai trén, phia SecurityBox khuyén céo chi s¢ hitu
cac trang web cai dat plugin Yuzo Related Posts phai g& bo ngay 1ap tic cho dén khi
c6 ban va stra 16i chinh thuc.

Vi cac khach hang str dung ban mién phi, do thoi gian cho doi ban cap nhat 1a
30 ngay nén viéc gd bo ra khoi website sé& tranh duoc rai ro bi tan cong.

Khuyén nghi:
Phong ATTT khuyén nghi: Ngudi dung va quan tri vién can g& bo ngay l1ap
tac plugin “Yuzo Related Posts” trén trinh duyét dé dam bao an toan thdng tin.
Link tham khao: https:/ictnews.vn/cntt/bao-mat/bao-dong-nen-tang-website-
wordpress-bi-hacker-tan-cong-lua-dao-181211.ict
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2. Loi bao mat trong giao thuec WPA3 gitp hacker lay mat khau Wi-Fi

"WPA" 12 viét tat cia Wi-Fi Protected Access, mot giao thirc bao mat cho mang
Wi-Fi. Giao thuc Wi-Fi Protected Access I1I (WPA3) di duoc dua ra trong nd luc
giai quyét cac thiéu s6t ky thuat cua giao thuc WPA2, tir 1au da dugc coi 1a khéng an
toan va dé bi KRACK (Tén cong cai dat lai khoa).

WPA3 duoc gidi thiéu s€ mang lai su bao vé manh mé ngay ca khi ngudi dung
chon mat khau ngan va khéng phuc tap. N6i cach khac, ngay ca khi ban dang st dung
mot mat khau yéu, tiéu chuan WPAS3 s& bao vé chdng lai cac cudc tan cdng brute-
force. Pay 1a kiéu tan céng ma mot may khéach cb gang doan mat khau, hanh dong
nay lap di 1ap lai cho dén khi n6 tim dwoc mat khau chinh xac. Mathy Vanhoef, nha
nghién ctru bao mat da phat hién ra KRACK, t6 ra rat thich vé nhiing cai tién bao mat
trong WPAGS.

Tuy nhién, c6 vé nhu cong nghé nao ciing cé nhiéu 15 hong, va WPA3 ciing vay.
Mic di WPA3 dwa vao mét giao thuc két ndi-giao tiép an toan hon, duoc goi l1a
Dragonfly nham bao vé cac mang Wi-Fi chéng lai cac cudc tin cong ngoai tuyén.

Céc nha nghién ciu bao mat Mathy Vanhoef va Eyal Ronen di tim thay diém
yéu trong viéc trién khai sém WPA3-Personal, cho phép ké tin céng khdi phuc mat
khau Wi-Fi dé& dang bang céach sir dung k§ thuat lién quan dén abusing timing (ma 15i
CVE-2019-9494) hoic lay duoc cache-based side-channel (ma 16i CVE-2019-9494).

Cu thé, nhiing ké tan cong co thé doc thong tin WPA3 dugc cho 1a ma hda an
toan. Piéu nay c6 thé bi lam dung dé danh cip thdng tin nhay cam nhu sb thé tin
dung, mat khau, tin nhan trd chuyén, email,...

"Pé tin cOng phan ving luu trir mat khau, ching t6i can ghi lai mot s6 1an lién
két voi cac dia chi MAC khéc nhau. Ching toi c6 thé két ndi véi cac dia chi MAC
khac nhau bang cach nham muc tiéu nhiéu khach hang trong cing mot mang (vi du:
thuyét phuc nhiéu nguoi ding tai xudng cing mot tng dung doc hai). Hoic truong
hop chi ¢6 thé tin cong mat thiét bi, ching toi cd thé thiét 1ap cac tram lira dao co
cung SSID nhung dia chi MAC gia mao." - Hai nha nghién ciru cho biét.

Bén canh d6, nghién ciru ciing ghi nhan mot cude tan cong tir chdi dich vy (DoS)
c6 thé dugc khai chay bang cach khai dong mot sé luong 1on céc két ndi vai Access
Point hd trg WPA3, bo qua co ché chdng tic nghén cua SAE dugc cho 1a dé ngan
chin céc cudc tan céng DoS.

Hién tai nghién ctru nay da duoc bao céo cho WiFi Alliance, to chtc phi loi
nhuan chang nhan céc tiéu chuan WiFi va cac san pham Wi-Fi phd hop. Ho da thura
nhan cé4c van dé va dang 1am viéc véi cac nha cung cap dé va cac thiét bi duoc ching
nhan WPAZ3 hién co.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi ding can cap nhat ban va mai nhét cua cac
thiét bi accesspoint hd tro WPA3 tir nha san xuat ¢é dam bao an toan théng tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/loi-bao-mat-
trong-giao-thuc-wpa3-giup-hacker-lay-mat-khau-wi-fi-521488.html
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3. Ngan hang phai hwéng din khach hang giao dich truc tuyén an toan

Ngan hang Nha nudc Viét Nam vira ban hanh van ban vé viéc day manh thanh
toan dién tir trong linh vuc dich vu cong.

Theo d6, tiép tuc chu trong nghién ciru va trién khai p dung céc giai phap cong
nghé tién tién dé cai tién quy trinh nghiép vu, tdi wu hoéa quy trinh xtr Iy nham cung
tmg da dang cac san pham, dich vy thanh toan chét lwong, phd hop vai nhu cau cua
cac to chtic, ca nhan véi chi phi hop 1y dé thanh toan thuan tién, nhanh chéng, an
toan ddi vai cac khoan phi, Ié phi, thanh toan héa don dién, nuéc, hoc phi, vién phi...

Nghién ctru giai phap vé mé hinh két ndi phu hop, hiéu qua gitra cac ngan hang,
t6 chuc cung @ng dich vu trung gian thanh toan vaoi Cong dich vu cdng quéc gia, Hé
théng mét cira dién tir cua cac Bo, nganh, dja phuong, cac co quan, don vi lién quan
nham don gian hoa thu tuc va tao diéu kién thanh toan dién tir d6i véi cac khoan phi,
I¢ phi, thanh toan héa don dién, nudc, hoc phi, vién phi... mot cach nhanh chéng, an
toan.

Huéng dan va phd bién day du, kip thoi cho khach hang biét vé quy trinh thu
tuc, thao tac thuc hién va cac bién phap dam bao an toan khi thuc hién giao dich thanh
toan dién tir noi chung cling nhu thanh toan truc tuyén doi véi cac khoan phi, 1é phi,
thanh toan hoa don dién, nudce, hoc phi, vién phi...

Thiét 1ap bo phan hd tro tiép nhan va xu 1y kip thoi cac vudng mac, tra soét,
khiéu nai phét sinh néu c6 trong qua trinh thuc hién.

Bén canh do, chi dao cac chi nhanh, don vi truc thudc thuong xuyén kiém tra
cac diéu kién vé ha téng k¥ thuat, chuong trinh phﬁn mém phuc vu thanh toan dién
tir, dam bao thuc hién céac Iénh thanh toan nop phi, I¢ phi, thanh toan hoéa don dién,
nudéc, hoc phi, vién phi,... cia khach hang mot cach chinh xac, kip thoi, théng sudt
va an toan theo dung quy dinh.

Truong hop ¢6 phat sinh sai sot hoic tra soat, khiéu nai phai kiém tra, xac dinh
nguy@n nhan va phdi hop chit ché vai cac don vi lién quan dé phan héi, giai thich rd
ly do cho khach hang biét..

Link tham khao: https://ictnews.vn/cntt/bao-mat/ngan-hang-phai-huong-dan-
khach-hang-giao-dich-truc-tuyen-an-toan-181109.ict
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 15i quéc té M6 ta ngan Ghi chu

dich vu

1 (IBM CVE-2018-1936  [Nhom 18 16 hong trén mot s6 | Da c6 thong
CVE-2019-4014  'san pham, (g dung caa IBM | tin xac nhan
CVE-2018-1640  |(API Connect, DB2 Linux/ va ban va
CVE-2018-1906  Windows, Rational
CVE-2018-1917  [Engineering Lifecycle
CVE-2018-1618 Manage, IBM SDK,

CVE-2018-1622  WebSphere Application
Server...) cho phép ddi tuong
tan cong thuc hién thu thap
thong tin, khai thac cac 16i tran
bo dém dé chén va thuc thi ma
lénh, tan cong leo thang.

2 |Apple CVE-2018-4126  [Nhom 185 16 hong trong mot | P c6 thong
CVE-2018-4327  s6 san pham ciia Apple. Mot | tin xac nhan
CVE-2018-4268  jing dung ddc hai truy cap tai |3 ban va
CVE-2018-4291  |khoan, tu dong m¢ khoa

ApplelDs cua nguoi dung cuc
bo va thyc thi ma tay y véi dac
quyén caa hé thdng. Su ¢b nay
anh huong dén cac phién ban
trudc 10S 12, macOS Mojave
10.14, tvOS 12, watchOS 5,
Itunes 12.9 cho Windows,
iCloud.

3  Uenkins  [CVE-2019-10298 |Nhom 72 16 hong trén phan | Chua c6
CVE-2019-1003096/mém Jenkins (phan mém st | thdng tin
CVE-2019-1003098 dung trong phét trién phan x4c nhan va
CVE-2019-10294 mém) cho phép doi twong tan | pan v
CVE-2019-10289 |cdng thu thap thdng tin xac

thuc luu trir trong cau hinh caa
Plugin, mot s6 16 hong cho
phép chén va thyc thi ma Iénh.

4 |Cisco CVE-2019-1827  Nh6ém 02 16 hong trén mot s6 | Da c6 théng
CVE-2019-1828  san pham ctia Cisco (cAc dong | tin xac nhan

switch Nexus, NX-OS, FXOS |ya ban va.
Software, ) cho phép truy cap
va thdng tin nhay cam Iuu trix
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soat thiét bi.

trén hé thong, chén va thyc thi
ma I1&énh de chiem quyen kiem

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

plpanaifheaighai.com

n.hmiblgoja.ru

ajkeahkcueafuiaeuf.ru

iuefgauiaiduihgs.com

mokoaehaeihgiaheih.ru

43trfdsds.com

bszotsjovih.com

https://Kisscherrygirls.com/xefyzznumsa
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mel.cloudcontentsmak.com
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strikotunrev.top

3. Céc can bo ky thuat dau mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chan, xt ly cac truy nhap t&i cac tén mién doc hai tai bang 2.






