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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Cuc An toan théng tin canh bao nguy co tir phan mém Zoom

Ngay 14/4/2020, Cuc An toan thong tin, Bo TT&TT da phat canh bao céac B9,
nganh, dja phuong va céc to chirc, ¢4 nhan vé nguy co mét an toan thong tin tir phan
mém hop truc tuyén Zoom. Theo do, cac co quan, to chirc hanh chinh nha nuéc khéng
nén st dung phan mém Zoom dé phuc vu cac budi hop truc tuyén tai don vi minh.

Hién nay, Zoom dang 1a phan mém phé bién cho viéc hoc truc tuyén, té chuc
hoi hop khi 1am viéc tir xa. Tuy nhién, phan mém nay ton tai mot s6 16 hong bao mat
nghiém trong nhu ma héa dit liéu dau cudi yéu, dé dang bi do quét 1D cudc hop, ton
tai 16 hong lién quan dén duong dan UNC (Universal Naming Convention).

Ong Nguyén Khic Lich, Phé Cuc truéng Cuc An toan thdng tin cho biét, ngay
14/4/2020, Trung tdm Ung ciu khan cap khdng gian mang Viét Nam ghi nhan, c6
hon 500.000 tai khoan Zoom da bi 16 lot thdng tin ca nhan cia ngudi sir dung. Trong
d6, bao gom email, mat khau, duong dan URL céc cudc hop va mat khau kém theo.

Tt dau nam 2020, nhiéu 15 héng bao mat cua Zoom di dugc céng bd ma 15
hong. Trong d6, c6 16 héng chwa duoc nha cung cap xu 1y triét dé, nhu: CVE-2020-
11500, CVE-2020-11469, CVE-2020-11470... v&i nhiéu mac do nguy hiém khac
nhau.

Théng qua nhiing 16 hong trén, tin tic c6 thé truy cap bat hop phéap vao cac
phong hop, theo ddi, truyén bé cac thong tin xau, danh cip théng tin hoic cai dat ma
doc tryc tiép trén may tinh nguoi ding.

Nhim ting cudng cdng tac bao dam an toan, an ninh mang, dic biét 1a bao vé
thdng tin ca nhan, bao vé quyén va loi ich hop phap cia cac co quan, té chirc, doanh
nghiép va nguoi st dung, Cuc An toan thong tin da dua ra khuyén céo vé phan mém
Zoom. Cu thé, cac co quan, to chiic hanh chinh nha nudc duoc khuyén céo khong
nén st dung phan mém Zoom dé phuc vu cac budi hop truc tuyén tai don vi minh.

Péi vai cac doanh nghiép, to chuc, ca nhan khac, Cuc An toan théng tin cho
rang can can nhac can than khi st dung phan mém hop truc tuyén Zoom cho cac hoat
dong hoc truc tuyén, trao doi truc tuyén hoic céc to chuc hoi hop khac. Cac co quan,
t6 chuc, doanh nghiép ciing dugc khuyén nghi vu tién Iya chon cac san pham phan
mém hoc truc tuyén, to chac hoi hop va lam viéc tir xa do doanh nghiép uy tin san
xuat, dac biét 1a cac san pham do doanh nghiép uy tin trong nuéc cung cip nhu
Viettel, VNPT, MobiFone, FPT, VNG, CMC,....

Riéng vai cac doanh nghiép cung cap phan mém hoc truc tuyén, to chirc hoi hop
va lam viéc tir xa, Cuc An toan thong tin dé nghi phai trang bi day du cac tinh ning
bao mat cho phan mém, bao dam an toan thong tin cho ngudi str dung va phai cé doi
ngil k¥ thuat dé hod tro kip thoi cho khach hang.

Péi véi nguoi sir dung cac phan mém hoc truc tuyén, té chic hoi hop va lam
viéc tir xa, Cuc An toan théng tin khuyén nghi can chd y tai phan mém tai phan mém
tir c4c ngudn chinh thong, thudng xuyén cap nhat phién ban mai nhat caia phan mém;

1



Phong ATTT ‘ o Tuan 16/2020
Khong chia sé théng tin vé phong hop (ID, mat khau) dé tranh cac truong hop bi ké
xau theo ddi, pha hoai.

Bén canh d6, nguoi dung can thiét 1ap cac ciu hinh bao mat cao trén cac phan
mém hop truc tuyén. Cu thé, nguoi ding can dit mat khau phuc tap cho cac budi hop;
Kich hoat ché d6 xét duyét ngudi tham gia truéc khi vao phong hop; Thiét 1ap céc
tinh nang quan ly viéc chia sé man hinh trong budi hop; Han ché viéc luu lai ndi dung
budi hop trong truong hop khong can thiét.

Cuc An toan théng tin ciing luu ¥, véi nhimg nguoi dung da str dung phan mém
Zoom, can thuc hién ngay viéc d6i mat khau phuc tap, tranh sir dung chung mat khau
véi cac tai khoan khéc.

Truong hop phat hién nguy co, dau hiéu 16, lot thong tin ca nhan cia ngudi sir
dung, can nhanh chong khic phuc va kip thoi thdng bao cho Cuc An toan thdng tin,
Bo TT&TT va céc co quan chirc ning c¢6 tham quyén lién quan dé phéi hop xir Iy kip
thoi cac van dé phat sinh.

Khuyén nghj: Toan thé CCVC, NLD khong st dung phan mém hop truc tuyén
Zoom cho cac phién hop cia co quan, tuan thii cac quy dinh dé tranh bj lira dao va
dam bao an toan thong tin.

Link tham khao: http://antoanthongtin.vn/mat-ma-dan-su/cuc-an-toan-thong-
tin-canh-bao-nguy-co-tu-phan-mem-zoom-106025
2. Google Chrome 81 dinh 156i bao mat nghiém treng

Trong thong béo chinh thic cia doi quan 1y chuong trinh ki thuat Google, 16
hdng xuét hién trong thanh té nhan dién giong ndi caa trinh duyét web Chrome va
duogc goi tén CVE-2020-6457. Sy cb dugc cac nha nghién ciru tai phong thi nghiém
Qihoo 360 Alpha bao cho Google vao ngay 4.4.

Theo Forbes, néu ké xau du thanh cdng nan nhan vao méot website doc hai nao
d6, 15 hong “Use after free” (loai 15i bao mat cho phép ké xau tin cong sau khi nguoi
dung tuong tac voi phan mém doc hai) s& dugc kich hoat, gay tran bo nho.

Diéu nay sé& dan tgi cac hiém hoa trén may tinh khi ké tan céng co thé thuc thi
ma chiém quyén trén hé thdng. Do tiém an kha nang dé lai hau qua nghiém trong,
Google xép loai day 1a van dé an ninh cap bach.

T6i nay chua c6 bao cdo lién quan téi hanh vi khai thac hay thiét hai thuc té do
CVE-2020-6457 gay ra. Phia Google ciing 1ap tic c6 ban cap nhat bao mat va I6i
danh cho trinh duyét web Chrome trudc khi cong khai su ¢ va s& phat hanh trong
vai ngay téi, danh cho ca 3 nén tang Windows, macOS va Linux.

Nguoi ding cé thé thuc hién kiém tra thu cong phién ban Chrome dang sir dung
trong phan Help > About Google Chrome. Phién ban Chrome an toan s& la
81.0.4044.113. Viéc kiém tra nay ciing kich hoat tinh ning tw dong cap nhat cua trinh
duyét (néu van dang & phién ban cii. Sau khi nang cap xong, ngudi dung can khoi
dong lai Chrome dé giir thiét bi an toan tuyét déi trude 16 hong CVE-2020-6457.

Khuyén nghi: Nguoi ding can cap nhat phién ban méi nhat caa trinh duyét
Chrome dé dam bao an toan théng tin.
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Link tham khao: https://thanhnien.vn/cong-nghe/google-chrome-81-dinh-loi-

bao-mat-nghiem-trong-1212513.html
3. Cong bé chi tiét cach khai thac 16 héng trén VMware vCenter Server

Hang an ninh Guardicore vira cong bé chi tiét cach khai thac 16 hdng nghiém
trong trong VMware vCenter Server c6 thé bi khai thac dé chiém quyén kiém soat
trén may chu VMware.

Pau thang 4, VMware thong bao cho khach hang vé ban va mot 16 hong nghiém
trong (CVE-2020-3952) anh huong dén phién ban vCenter Server 6.7 trén Windows
va c4c may ao. Pay 1a 156 hong 1am 16 thong tin lién quan dén Directory Service
(vmdir), tir d6 hacker c6 thé gianh quyén truy cap di liéu nhay cam, 1am ban dap dé
xam nhap vCenter Server hoac cac dich vu khac tuy vao qua trinh xac thuc cua vmdir.

Theo VMware, vCenter Server chi bi anh huong néu nguoi ding cap nhat ban
vé bang cach nang cap tir cac phién ban cii. Néu ngudi dung tai ban 6.7 vé va cai dat
tryc tiép thi khdng bi anh huang boi 13i nay.

Véi ban va vCenter Server 6.7 duoc nang cap tir cac phién ban cii, cac nha
nghién ctru ciia Guardicore phan tich xem ban véa da xur ly hét cac 15 héng con ton tai
hay chua. V& co ban, ho di tién hanh cac budc nhu sau:

e Cb ging xac thuc két ndi LDAP véi vmdir

e Thém ngudi ding méi véi tén ngudi dung va mat khau duoc yéu cau trong

tén mién 'cn=NEW_USERNAME,cn=Users,dc=vsphere,dc=local"..

e Thém ngudi dung mai vao nhom

‘cn=Administrators,cn=Builtin,dc=vsphere,dc=local'.

Tir cac budc trén ¢ thé thay ké tan cong co thé tao ra mot tai khoan vai quyén
quan tri trén vCenter Directory, cho phép ching c6 toan quyén kiém soat may chu
VMware.

Céc nha nghién ctu cua Guardicore nhan dinh rang cac nha phat trién cua
VMware dudng nhu biét vé cac 16i nay nhung lai khdng c6 bién phap khic phuc
trong mot thoi gian dai.

Chi tiét vé cach thac khai thac 16 hong c6 thé tham khao tai
https://www.guardicore.com/2020/04/pwning-vmware-vcenter-cve-2020-3952/

Nguoi dung duoc khuyén cao nén go bo tat ca cac ban cai tir 6.7 tro vé trude va
tai vé mot bo cai hoan toan méi dé xir ly 16 hong nay.

Khuyén nghi: Ngudoi quan tri can kiém tra va xu ly cac 16 hong dé dam bao an
toan théng tin.

Link tham khao: https://whitehat.vn/threads/cong-bo-chi-tiet-cach-khai-thac-
lo-hong-tren-vmware-vcenter-server.13499/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 16i quéc té M6 ta ngin Ghi chu
dich vu
1 |Gitlab CVE 2020 10980 [Nhém 07 16 hong trong Gitlab | Ba c6
CVE 2020 10981  |(EE/CE 8.0.rc112.9, 8.17 thdng tin
CVE 2020 10975  |12.9,...) cho phép doi twong | yac nhan va
tan cong thu thap thong tin, tan ban vé'
cong Path traversal, tan cong '
SSRF.
2  |Wordpress [CVE 2020 11548 |Nhom 10 16 hong trong phan Da co
CVE 2020 11514  mém Wordpress (Search Meter théng tin
CVE 2020 9514 plugin, Lead Plus X plugin, y4c nhan va
Rank Math plugin,...) cho phep ban vé.
d6i twong tin cdng chén v
thuc thi ma tdy y, tan cong
XSS.
3  [Samsung CVE 2017 18684  [Nhom 149 16 hong trong cac | P co
CVE 2018 21058 thiét bi di dong cua Samsung théng tin
CVE 2017 18652  (N7.x, 08.x,Q10.0,...) cho | yac nhan va
phép ddi tuong tan cong truy ban vé.
cap trai phép, thu thap théng
tin, tan cong thuc thi ma tir xa.
13 15 hong c6 CVSS: 10.0 (dic
biét nghiém trong).
4 |Linux CVE 2019 20636  [Nhom 09 16 hong trong hé ba c6
CVE 2020 11669  diéu hanh Linux (phién ban  |thang tin
CVE 2020 11668 <5.4.12, <5.2, <5.6.1) cho x4C Nhan va
phép doi tugng tan cong thu ban vé.
thap théng tin, tan cong thuc
thi ma tur xa.
01 15 héng c6 diém CVSS: 10.0
(dac biét nghiém trong).
5  [Facebook  [CVE 20201895 |Nhém 02 16 hdéng trong Pico
CVE 2020 1885 Facebook  (Instagram  for thong tin
Android <128.0.0.26.128, y4c nhan va
Oculus Desktop| .. (4
£1.44.0.32849) cho phép dbi "on Ve
tuong tin cdng chén va thuc thi
matuyy.
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6 [(IBM CVE 2020 7633  [Nhom 16 16 hong trong phan Ba c6
CVE 2019 4603 mém IBM (apiconnect cli théng tin
CVE 2019 4603 plugins <= 6.0.1, RQM, yac nhan va
[SIQ,...) cho phép doi tuong ban vé'
tan cong thu thap thoéng tin,
chén va thyc thi ma tir xa, tin
cong, truy cap trai phép.
7 Dell CVE 20205348  [Nhom 03 15 hong trong thiét bil Ba c6
CVE 2020 5347 cua Dell (Dell EMC, De]l théng tin
CVE 2020 5330 Latitude 7202) cho phép doll y4c nhan va
tuwong tan cong thu thap théng ban vé'
tin, thuc thi ma tur xa.

2. Danh s&ch IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT | Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

ydbnsrt.me

xdgzpbcgrvkj.ru

track.sayggggames.io

Xjpakmdcfuge.in
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3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xt ly cac truy nhap toi cac tén mién doc hai tai bang 2.




