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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Hom 23 triéu nguwoi van dung mat khau 123456

Theo DigitalTrends, b4o c&o méi nhét tir Trung tdm an ninh mang qudc gia tai
Anh (NCSC) d4 thong ke tir co so dir liéu cong khai cia cac tai khoan bi 16 mat khau.

Qua d6 xac nhan rang véi nhiéu ngudi, mat khau don gian van 1a diéu ho hay
chon, véi 23,2 triéu nguoi trén todn cau s dung chudi 123456, day 1a mat khau dé
doan phd bién nhat trong danh sach. Mat khau dé doan phé bién ké tiép 1a 123456789,
tiép theo sau la password, 1111111 va qwerty.

NCSC da hop tac vai chuyén gia bao mat Troy Hunt, ngudi 1ap website Have |
Been Pwned dé tim hiéu thém vé céc loai mat khau ma nhiéu nguoi dang dung dé
bao vé tai khoan.

Tai website nay, ngudi ding 6 thé tu kham pha co sé dit liéu nhu tim xem bao
nhiéu 1an mat khau don gian (hoac cua chinh ban) da xuat hién trong danh sach cac
tai khoan bi tiét 16 tir cAc vi pham bao mat. Vi du: nhap vao zxcvbnm, (cac chir cai
xuat hién & hang dudi cling caa ban phim) va ban sé thiy mat khau da xuét hién trong
cac vi pham dix liéu hon 575.000 1an.

Chuyén gia bao mat nay ciing dé xuat s dung bao mat xéac thuc hai buéc véi
mat khau va khéa nhan qua ang dung, gitp ngudi ding dé dang tranh bi hacker do ra
théng tin bi mat.

Danh sach top 10 mat khau dé& doan pho bién nhat:

123456

123456789

qwerty

password

111111

12345678

abcl123

1234567

passwordl

12345

Khuyén nghi:
Phong ATTT khuyén nghi: Nguoi ding va quan tri vién can dat mat khau manh
va tuan thi cac chinh sach doi mat khau theo dinh ky dé dam bao an toan thong tin.
Link tham khao: https://thanhnien.vn/cong-nghe/hon-23-trieu-nguoi-van-dung-
mat-khau-123456-1074245.html

2. Mang di dong a0 ITelecom bj hack website ngay ngay dau ra mat

Sang 25/4, Cong ty Co phan Vién thong Pong Duong Telecom (Indochina
Telecom) vira chinh thic ra mat dich vy vién théng di dong dau sé6 087 (mang di
dong ITelecom).
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Bang viéc ky thoa thuan hop tac véi Tap doan VNPT dé st dung co sé ha tang
ciia mang di dong VinaPhone, ITelecom dang tién phong trién khai md hinh mang di
dong a0 MVVNO (Mobile Virtual Network Operator) tai Viét Nam.

Tuy vay, theo ghi nhan cua Pv. VietNamNet, chiéu 25/4, trang web chinh thirc
ctia nha mang nay tai dia chi ITelecom.vn di trd thanh dich ngam bai gidi tin tic.
Theo d6, cac tin tic da thuc hién mot vu tan cong thay doi giao dién (Deface) vao
website cia Pong Duong Telecom va chén vao d6 cac ndi dung khiéu khich.

Téi thoi diém 18h ngay 25/4, website caa Dong Duong Telecom da ding hoat
dong. Khi truy cap vao trang web nay, nguoi dung nhan dugc thong bao “Hé théng
dang duoc cap nhat”.

Dén 20h téi ngay 25/4, website ciia ITelecom di trd lai hoat dong binh thuong.

Nha mang ITelecom van chua dua ra thong tin chinh thirc vé sy ¢b nay.

Link tham khao: https://viethamnet.vn/vn/cong-nghe/bao-mat/mang-di-dong-
ao-itelecom-bi-hack-website-ngay-ngay-dau-ra-mat-526583.html

3. Phat hién 16 hong cuc ky nghiém trong chwa dwoc va trong may chi Oracle
WebLogic

Céc nha nghién ciru vira cdng bd vé 16 hong 0-day cuc ky nghiém trong trong
rng dung may chu Oracle WebLogic. L3 hong c6 thé da bi hacker khai thac trong
thuc té.

Theo céac nha nghién cuu, chi tiét 16 hong CNVD-C-2019-48814 da dugc béo
cao ti Oracle, nhung cong ty van chua phat hanh ban va. Cac phién ban Oracle
WebLogic bi anh huong bao gom:

WebLogic 10.X

WebLogic 12.1.3

Theo cong cu tim kiém ZoomEye, hon 36.000 may chi WebLogic c6 thé truy
cap cong khai trén Internet, tuy nhién sé lugng may cha ton tai 16 hong chua xéac dinh
duoc.

May chu Oracle WebLogic dugc st dung nhiéu nhat tai My va Trung Quéc,
tiép theo 1a cac nudce Iran, Pic, An 9. ..

Vi Oracle phat hanh ban cap nhat an ninh theo quy va cac ban va quan trong chi
mai dugc cap nhat trong thang 4 nay, nén co kha nang chua c6 ban va ngay, trir khi
Oracle quyét dinh tung ra ban cap nhat an ninh bat thuong.

Vi vay, trudc khi 6 ban va chinh thic, cac quan tri vién may chu duoc khuyén
céo thyc hién viéc thay doi cai dit sau dé ngin chan tan cong:

Xoba wils9_async_response.war, wls-wsatwar va khoi dong lai dich vu
Weblogic hoac

Ngin chin quyén truy cap vao cac duong dan /_async/* va /wls-wsat/* URL
théng qua kiém soat chinh sach truy cap.

Khuyén nghi:

Phong ATTT khuyén nghi: Cac quan tri vién can thuc hién cac cau hinh
nhu trén va cap nhat ban v mai nhat chinh thic ¢é dam bao an toan théng tin.
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Link tham khao: https://whitehat.vn/threads/phat-hien-lo-hong-cuc-ky-

nghiem-trong-chua-duoc-va-trong-may-chu-oracle-weblogqic.12189/
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

M6 ta ngan

Ghi chu

1

IBM

CVE-2019-4202
CVE-2019-4203
CVE-2019-4012
CVE-2019-4178
CVE-2018-1925

Nhom 07 16 hong trén mot s6
san pham, tng dung cia IBM
(API Connect, DB2 Linux/
Windows, Rational
Engineering Lifecycle
Manage, IBM SDK,
WebSphere Application
Server...) cho phép ddi tuong
tan cong thuc hién thu thap
thong tin, khai thac cac 16i tran
bo dém dé chén va thuc thi ma
lénh, tan cong leo thang.

Da c6 thong
tin xac nhan
va ban va

Jenkins

CVE-2019-10303
CVE-2019-10301
CVE-2019-10302
CVE-2019-10306

Nhom 8 16 hong trén phan
mém Jenkins (phan mém su
dung trong phat trién phan
mém) cho phép ddi twong tan
cong thu thap thdng tin xac
thuc luu trit trong cau hinh cua
Plugin, mét sé 16 hong cho
phép chén va thuc thi ma Iénh.

Da co thong
tin xac nhan
va ban va

Apache

CVE-2019-0228
CVE-2019-0232

Nhom 02 15 hong trong mot s6
san pham cua Apache (JMeter,
Solr, Qpid Broker-J, Apache
Traffic Server) cho phép ddi
tuong tan cong thuc hién thu
thap thdng tin, chen va thyc thi
mé Iénh trong pham vi cua tng
dung.

Chua cé
thong tin
Xac nhan va
ban va.

Cisco

CVE-2019-1718
CVE-2019-1840
CVE-2019-1837

Nhom 32 16 hong trén mot s6

san pham cua Cisco (cac dong
switch Nexus, NX-OS, FXOS
Software, ) cho phép truy cap

va théng tin nhay cam luu trix
trén hé thong, chén va thyc thi
ma lénh dé chiém quyén kiém
sodt thiét bi.

ba c6 thong
tin xac nhan
va ban va.

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam
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Tén mién/IP

|

localhost.localdomain

n.hmiblgoja.ru

ajkeahkcueafuiaeuf.ru

mokoaehaeihgiaheih.ru

43trfdsds.com

iuefgauiaiduihgs.com

bszotsjovih.com

strikotunrev.top
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mel.cloudcontentsmak.com

10

d3sl.me

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chin, xir ly cac truy nhap téi cac tén mién doc hai tai bang 2.






