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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. L& hong bao mat thanh dia chi trinh duyét Chrome cho Android

Theo 9to5Google, nha phat trién Jim Fisher d& chiang minh rang mét trang web
c6 thé d& dang thay thé thanh dia chi va giao dién thé cuaa trinh duyét Chrome trén hé
diéu hanh Android, chi don gian théng qua mot s thu thuat thiét ké web.

Vé co ban, khi nguoi ding cudn xudng bat ky trang nao trong trinh duyét
Chrome danh cho Android, giao dién nguoi dung phia trén véi thanh dia chi va cac
thé s& bi an khoi ché do xem. Piéu ma Fisher tim thay 1a c6 thé bé khda trong qué
trinh cudn trang, cho phép cudn lai trang ma khong can trinh duyét hién thi lai giao
dién nguoi dung.

Tiép theo, khi ngudi dung cudn Ién, trang c6 thé hién thi hinh anh cua thanh dja
chi gia & ¢au man hinh véi mot URL hoan toan khac, bao gom ca biéu tuong 6 khoa
bao mat cho biét trang nay & trang thai an toan.

Dé cung ¢ nhitng 1ap luan caa minh, Fisher da thuc hién mot minh hoa truc
quan vé viéc khai thac thanh dia chi trong thyc té. Trong video minh hoa, ngudi diing
c6 thé thay thanh dia chi thuc hién thi trang web jameshfisher.com da bi ddi thanh
trang gia mao co6 dia chi caa ngan hang hsbc.com.

Hién tai, cach tot nhat dé kiém tra xem thanh dia chi trang web c¢é bi gia mao
hay khong la khoa dién thoai, sau d6 mé khoa lai. Thao tac nay sé bugc Chrome trén
Android hién thi thanh dia chi thuc.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung hé diéu hanh Android can kiém tra can
than trinh duyét Chrome khi sir dung va cap nhat ngay khi c6 phién ban méi nhat
dé dam bao an toan thdng tin.

Link tham khao: https://thanhnien.vn/cong-nghe/lo-hong-bao-mat-thanh-dia-chi-
trinh-duyet-chrome-cho-android-1076709.html

2. Pén lwot GitHub bi tAn cong doi tién chudc

Cang ngay nhirng cudc tan cdng dir liéu cang tang 1én, nhitng dich vu noi tiéng
dinh dam ciing tung it nhat 1 1an bi cac hacker danh cap dit liéu. Moi day GitHub,
nén tang chia sé va luu trit code truc tuyén 16n nhét trén thé gidi, da bi tin cong khién
hang trim nha phat trién mat toan bo kho luu trit code va commit.

Céc hacker d3 “ngang nhién” dé lai 16i nhan téi khoang hon 390 nan nhan nhu
sau: “Dé khoi phuc lai kho code cua ban va tranh bi ro ri, gui ching toi 0,1 Bitcoin
(BTC -  khoang  566USD)  vao vi  Bitcoin  dia  chi:
ES14c7gLb5CYhLMUekctxLgclFV2Ti9DA. Lién hé qua email
admin@gitsbackup.com véi tai khoan dang nhap Git ciia ban va bang ching cua viéc
tra tién (Proof of Payment). Néu ban khdng chic chung t6i dang c6 dir liéu cuaa ban,
hay lién hé va ching t6i s& guri ban bang chiing. Kho code cuia ban da duoc tai xudng
va sao luu trén dich vu cia chang ti. Néu ching tdi khéng nhan duogc khoan thanh
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toan trong 10 ngay tai, chdng tdi sé cong khai kho code cua ban hoac sir dung chung
voi muc dich khac."

Bén canh d6 mot s dich vu khac nhu GitLab va Bitbucket cling chiu tham canh
tuong tu, khoang hon 1.000 tai khoan BitBucket bi anh hudng. Cudc tin cong nay
dién ra trong vong 1 ngay va da dugc ngin chan kip thoi. Biéu may man hon do 1a
cac code khéng bi x6a ma chi bi thay doi phan header caa commit nén dé dang khoi
phuc lai.

Trudc tinh trang trén, Giam ddc bao mat cua GitLab, Kathy Wang da dua ra 1oi
khuy@n véi céc tai khoan nén dung cac cong cu quan ly mat khau dé luu trir mat khau,
tang tinh bao mat hon thay vi luu chung duéi dang plaintext (dang van ban khong mé
hoa) trén kho chaa co lién quan. Mot sé nha phat trién khac cling khuyén cac nan
nhan can lién hé vai nhdm hd tro cia GitHub, GitLab va Bitbucket trude khi tra bt
ky khoan tién chudc nao cho hacker.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung dich vy Gibhub nén ding cac cong cu
quan ly mat khau dé luu trir mat khau ting tinh bao mat cho noi dung luu trir cia
minh.

Link tham khao: https://quantrimang.com/den-luot-github-bi-tan-cong-doi-
tien-chuoc-163479

3. Google g& mot so wng dung ddc hai khéi Play Store

Cu thé, 6 ung dung c6 chira tinh ning chén quang cao va thu thap dit liéu nguoi
ding trai phép nay bao gdm: Camera Selfie, Total Cleaner, Smart Cooler, RAM
Master, Omni Cleaner va AIO Flashlight, déu duoc phét trién boi nha san xuat DU
Group tir Trung Qudc. Cac chuyén gia bao mat cua Google cho biét, ca 6 ung dung
déu dugc tich hop tinh nang danh lira ngudi ding nhan vao quang cao va thu thap dir
liéu nguoi dung

Céc chuyén gia bao mat nhan dinh, cac tng dung trén con hoat dong thu thap
dir liéu nguoi ding mot cach bi mat. Ching hoat dong ké ca khi ngudi ding khéng
mé ung dung, khién thiét bi tiéu hao pin va dit liéu di dong nhiéu hon. Theo sé liéu,
chi riéng ting dung Camera Selfie caa DU Group di c6 t6i hon 50 triéu luot tai xudng.
Trong khi d6, 5 ung dung con lai ciing dat hon 10 triéu lugt tai xudng véi vi tri cudi
cuing 1a AlO Flashlight c6 1 triéu luot tai. Do d6, nguy co vé s6 luong ngudi ding bi
anh hudng bai cac ung dung trén 1a khdng hé nho.

Sau khi phéat hién hanh vi trai phép trén tir 6 (rng dung cia DU Group, Google
da gd bo ca 6 tng dung khoi kho phan mém Play Store. Tuy nhién, Google khong
tiét 16 chi tiét vé cach xir Iy triét dé ddi vai méi nguy hai tiém tang nay. Trén thuc té,
kho phan mém Play Store ciia Google hién c6 téi hang triéu tng dung khéac nhau téi
tir rat nhiéu nha phat trién phan mém trén thé gigi. Tuy nhién, trong nhiig nam qua,
Play Store van dang ton tai mot s luong khéng nho tng dung doc hai dudi vo boc
la nhitng phan mém tién ich, tro choi thu hut mot s6 luong 16n ngudi ding tai ve.


https://quantrimang.com/den-luot-github-bi-tan-cong-doi-tien-chuoc-163479
https://quantrimang.com/den-luot-github-bi-tan-cong-doi-tien-chuoc-163479

Phong ATTT _Tuan 18/2019
Google duong nhu van chua tim ra phuong cach quan ly triét dé ngay tur budce

dau khi dang tai phan mém Ién Play Store. Hién tai, tat ca chi ding ¢ viéc phat hién
va x0a bo sau d6. Néu mdi nguy hai nay khéng c6 phuong an xir ly triét dé, nguoi
dung s& kho c6 thé yén tdm khi sir dung céc thiét bi Android trong thoi gian téi.
Khuyén nghi:
Phong ATTT khuyén nghi: Ngudoi dung can g& bo cac tng dung néu trén
dé dam bao an toan thong tin.
Link tham khao:
http://www.antoanthongtin.vn/Detail.aspx?NewsID=38dfdb8a-bd32-4b78-bdab-
f41045a588e4&CatlD=c74b5¢c11-1141-471b-95c8-a05fe6e7d3ab6
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 16i québc té M ta ngin Ghi chu
dich vu
1 |IBM CVE-2019-6155 Nhom 15 16 hong trén mot sé san| Da c6 thong
CVE-2019-4092 pham, tng dung cua IBM (API | tin xac nhan
CVE-2018-1729 Connect, DB2 Linux/ Windows, |y pan va
CVE-2019-4222 Rational Engineering Lifecycle
Manage, IBM SDK, WebSphere
Application Server...) cho phép
dbi tugng tan cong thyc hién thu
thap thong tin, khai thac cac 16i
tran bo dém dé chén va thyc thi
ma Iénh, tan cong leo thang.
2 |Apache CVE-2019-0218 Nhom 06 16 hong trong mot s6 | Chua cO
CVE-2018-1328 san pham cua Apache (JMeter, théng tin
CVE-2019-0186 Solr, Qpid Broker-J, Apache x4c nhan va
CVE-2019-0223 Traffic Server) cho phep doi ban Vé.
CVE-2018-1317 ..... tuong tan cong thuc hién thu
thap thdng tin, chén va thuc thi
ma Iénh trong pham vi cta tng
dung.
3 [Oracle CVE-2019-2602 Nhom 160 16 hong dua trén mot | Da c6 thdng
CVE-2018-3123 s6 san pham cua Oracle ( tin x&c nhan
CVE-2019-2587 MySQL, Weblogic, data server, |3 pan va.
........ jdk, ..) cho phép ké tan cong co
quyen truy cap vao hé théng qua
nhiéu giao thirc khac nhau gay ra
cham treo, Dos cua hé thong.
4 Google CVE-2019-2027 Nhom 19 16 hong dwa trén mot | Da ¢ théng
CVE-2019-2028 s0 san pham ctia Google (Androi,| tin xac nhan
CVE-2019-2030 Tensorflow) cho phép mot ang | y/3 pan va.
CVE-2019-2026 ...... dung doc hai thuc, str dung tép
duoc tao dac biét thi ma tuy y
trong hé thong. St dung
tensorflow trong google lam tran
b6 nhé dém trong qua trinh bién
dich.
3) Linux CVE-2013-7470 Nhom 07 16 hong dya trén mot | Pi c6 thong
CVE-2011-3151 s6 san pham cua Linux () tin x4c nhan
CVE-2019-11486 Config_NetLabel bi vo hi¢u hda |5 chua co
CVE-2019-11487 cho phép ke tan cong gay ra loi ban VA
....... tur choi dich vu,
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2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam
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STT

Tén mién/IP

localhost.localdomain

n.hmiblgoja.ru

ajkeahkcueafuiaeuf.ru

mokoaehaeihgiaheih.ru

43trfdsds.com

iuefgauiaiduihgs.com

bszotsjovih.com

strikotunrev.top
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analilaofr.com
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dnshkjashsdk3d11144d.ru

3. Céc can bo ky thuat dau méi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.






