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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Ngudi tré ty tin qua mirc vé bao mat trén mang

Trang Marshable ngay 10.5 dan khao sat cua Harry Poll thuc hién theo don dit
hang cua Google cho thiy ngudi tré ngay nay tu tin qua muc vé do an toan caa cac
tai khoan trén mang.

Khao sat dugc thuc hién dbi véi 3.000 nguodi & My cho thdy khoang 78% la
ngudi thudc thé hé Z (16-24 tudi) thira nhan rang ho sir dung cing mot mat khau cho
nhiéu tai khoan.

“Ngudi dung tré thudc vé thoi dai s6, ho khong nhé vé thoi gian chua co dién
thoai thong minh. T6i nghi rang diéu ndy anh huong Ion dén nhan thic caa ho vé
cong ngh¢ va an ninh”, theo chuyén gia an ninh Emily Schechter ciia Google.

Thé hé Baby Boomers (trén 50 tudi) c6 khoang 60% sir dung ciing 1 mat khau
cho nhiéu tai khoan, trong khi ty 1& nay 1a 67% & nhom 25-49 tudi.

Céc chuyén gia ludn khuyén cdo khéng nén su dung cing mot mat khau cho
nhiéu tai khoan trén mang. Bén canh d6, mat khau dai hon 8 ky tu, kém theo sb va
Ky tu dac biét sé an toan hon.

Ngoai ra, ngudi tré ciing thiéu canh giac trudc cac tha doan du dd ho cung cap
thong tin ca nhan (phising) khi 71% tu tin cho ring ho s& khong bi lira, trong khi chi
44% hiéu rd vé cac tha doan nay.

Trong khi d6, 2 nhém tudi 16n hon 6 ra khdng ty tin trudc cac hinh thic lra
dao trén mang va nhiéu ngudi hiéu vé phising hon.

Tuy nhién, nhiéu nguoi thudc thé hé Z lai sir dung bién phap xac minh 2 budc
(76%), so voi nhém Baby Boombers (62%) va thé hé Y (74%).

“Moi nguoi khdng can 1a chuyén gia an ninh mang mai dugc an toan. Ho khang
can hiéu chiing chi an ninh 1a gi hay nhé mat khau qué phuac tap cho mdi tai khoan”,
ba Schechter ndi.

Theo chuyén gia ndy, ngudi dung can thiét 1ap mot sé dién thoai hoic email dé
khdi phuc tai khoan va thuong xuyén cap nhat, st dung mat khau khéac nhau cho ting
tai khoan, thuong xuyén cap nhat phan mém va tién hanh xac minh 2 budc.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding khéng nén st dung mot mat khau cho
cac phan mém va tng dung trén mang, bén canh do6 can thiét 1ap mat khau manh va
thay d6i mat khau theo dinh ky dé dam bao an toan thong tin.

Link tham khao: https://thanhnien.vn/gioi-tre/nguoi-tre-tu-tin-qua-muc-ve-bao-
mat-tren-mang-1080250.html

2. Ban v& Android thang 5/2019 khic phuc c4c 16 héng thuc thi ma tir xa quan
trong
Cac ban va bao mat dugc phat hanh vao thang 5 nim 2019 cho hé diéu hanh
Android, xt ly 8 16 hong nghiém trong, bao gdom 4 16 hong thuc thi ma tir xa.
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Nghiém trong nhat la 16 hong trén Media framework, c6 thé bi khai thac tir xa
bang cach sir dung tép dac biét dé thyc thi ma tly y trong tién trinh c6 dic quyén cao
(privileged process).

L5 héng CVE-2019-2044 anh huong dén hé diéu hanh Android 7.0,7.1.1, 7.1.2,
8.0, 8.1 va 9, da duoc xu ly trén tat ca céc thiét bi cap nhat ban va Android 2019-05-
01.

Céc 16 hong nghiém trong khac duoc xir Iy gom 3 16 hong thyc thi ma tir xa
trong System (CVE-2019-2045, CVE-20119-2046, va CVE-2019-2047). Céc 15
hong nay anh huong d¢én Android 7.0, 7.1.1, 7.1.2, 8.0, 8.1 va 9.

Nam 156 hong khac duoc va trong System thang nay bao gom 2 16i leo thang dic
quyén (CVE-2019-2049 va CVE-2019-2050) va 3 13i 16 lot thong tin (CVE-2019-
2051, CVE-2019-2052 va CVE-2019-2053). T4t ca nam 18 hong nay déu duoc danh
gia & muc d6 nghiém trong cao.

Ngoai ra, theo Google, ban va an ninh trén Android ngay 1/5/2019 di va 15 héng
leo thang dic quyén c6 muc d6 nghiém trong thap (CVE-2019-2043) trén
Framework.

Ciing theo Google, mot s van dé trén cac thanh phan Android Kernel, NVIDIA,
Broadcom, Qualcomm ... ciing duoc xtr ly.

Cu thé, cac I5i nay bao gdm mat 16 hong leo thang dic quyén ¢é mic do nghiém
trong thap trén cac thanh phan Kernel, mot 16 hong mic d¢6 nghiém trong cao trong
cac thanh phan NVIDIA va 15 hong thuc thi ma tir xa 6 rai ro cao trong cac thanh
phan Broadcom.

Hai 16 hong trong thanh phan Qualcomm duoc danh gia c6 mirc do nghiém trong
cao.

Ban cap nhat Pixel thang 5/2019 khong c6 ban va bao mat. Tuy nhién, cac thiét
bi Pixel s& duoc update stra 16i cac van dé trén Android.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi ding Android can cap nhat ban va mai nhat
dé dam bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/google-va-cac-lo-hong-co-the-
khai-thac-tu-xa-tren-android.12238/

3. UC Browser Android - miéng mai béo bé cho cac cugc tan cong gia mao URL

Vi hon 600 triéu luot cai dat théng qua Play Store, UC Browser va UC Browser
Mini Android dang 1a mét trong nhitng nén tang trinh duyét di dong duoc sir dung
nhiéu nhat trén thé gioi. Tuy nhién, trinh duyét nay da khong it 1an bi chi trich voi
viéc chtra dung nhitng 16 héng nghiém trong c6 thé bj tin tac khai thac, gay thiét hai
l6n cho nguoi ding, va phién ban mai nhat lan nay ciing khong phai 1a ngoai 1. UC
Browser va UC Browser Mini Android (phién ban méi nhét) dugc cho 1a ¢6 chta 15
hong khién nguoi dung d& dang tré thanh nan nhan cia cac cudc tan céng gia mao
URL. L& hong nay moi day da dugc nha nghién ciru bao mat Arif Khan phéat hién ra
va ngay lap tirc bao cao cho d6i ngli bao mat cua UC.
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V¢ co ban, cac cudc tan cong gia mao URL duoc tien hanh dua trén kha nang
ctia ké tan cong trong viéc thay doi URL hién thi trén thanh dia chi cua trinh duyét
web nhim danh lira nan nhan, khién ho nghi rang trang web ma ho dang truy cap
duoc kiém soat bai mot bén dang tin cay. Nhu trong trudng hop cua 16 hdng gia mao
URL trén thanh dia chi duwgc nha nghién ctiru Arif Khan phat hién trong ttng dung UC
Browser cho Android, trang web doc hai thuc ra dugc kiém soat boi chinh ké tin
cong.

Nan nhan c6 thé bi lira truy cap vao cac mién do ké tan cong kiém soat va nguy
trang dudi dang nhitng trang web cau hinh cao. Cac trang web dang nay s& cho phép
ké tan cong danh cap théng tin caa nan nhan bang céach st dung chién thuat chuyén
huéng dén trang dich lira dao, hoac lay nhidm phan mém doc hai vao may tinh cua
ho théng qua céc chién dich quang cao doc hai.

"C6 thé ndi, gia mao thanh dia chi URL 14 mét trong nhitng hinh thiic tan cong
ltra ¢a0 nguy hiém nhat hién nay. Béi trén thuc té, kiém tra dia chi URL la cach duy
nhat dé xac dinh trang web ma nguoi dung dang truy cap”, dng Arif Khan giai thich.

Trong mét khuyén cdo bao mat méi duoc dang tai gan ddy, nha nghién ctru ndy
cling da chi ra rang c4c nén tang UC Browser va UC Browser Mini c¢6 chira 15 hdng
cho phép ké tin cong c6 thé "dat tén mién (lira dao ctia minh) 1am trang web duoc
nhim muc tiéu theo cach cuc ky tinh vi. Vi du, mét URL huéng t6i dia chi
blogspot.com c6 thé dugc hacker bién d6i thanh facebook.com chi bang cach diéu
hudng nguoi dung truy cap vao dia chi www [.] google [.] com [.] blogspot.com [/?
g =] www.facebook.com.

"Hinh thire tan cong nay co thé duoc thuc hién thanh cdng cha yéu 1a bai vi mot
s6 trinh duyét di dong nhu UC Browser va UC Browser Mini hién dang st dung céc
tinh nang kiém tra regex xau. Noi cach khac, mot sé nén tang trinh duyét di dong
dang cd gang nang cao UX (trai nghiém ngudi ding) bang cach chi hién thi cum tir
tim kiém khi nguoi ding tién hanh tim kiém mot thong tin gi d6 trén cac cong cu tim
kiém nhu Google chang han”, ong Khan néi thém.

Ciing theo nha nghién ctu ndy, "Vé co ban, mot sb trinh duyét chi don gian la
kiém tra xem URL ma ngudi dung dang truy cap c6 bat dau bang cum
www[.]google[.Jcom hay khong, do d6, ké tan cong c6 thé lgi dung su long Iéo nay
dé thé qua mit tinh nang kiém tra regex va tir d6 tudc quyen truy cap may chu roi va
gia mao thanh dia chi URL”.

Trong trudng hop nay, dé tranh 1am 16 nguoi dung, cac nha phat trién caa UC
Browser va UC Browser Mini nén loai bo cac tinh nang "cai tién" cua UX, va thiét
lap cho trinh duyét phai hién thi tén mién thuc trong moi trudng hop "néu ho khong
thé dua ra cac giai phap regex tot hon hoac tung ra nhimg tinh ning bao mat hiéu qua
dbi voi chirc nang nay".

Trong qué trinh phan tich, 6ng Arif Khan nhan thay mot diéu kha ki la, d6 1a
mot sé phién ban UC Browser cii lai hoan toan khéng dé bi anh huong boi kiéu tan
cong trén. Didu nay chi ra rang mot hozc tham chi 13 mot vai trong sé nhiing tinh
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nang mai dugc thém vao 2 nén tang trinh duyét nay chinh 1a nguyén nhan gay ra van
de.

Bén canh d6, 6ng Arif Khan ciing di cho ding tai 2 video bang chung (PoC)
[UC Browser, UC Browser Mini] cho thy céch thac nhitng ké tin céng c6 thé lgi
dung 15 hong gia mao thanh dia chi dé dan cac nan nhan tiém ning dén trang dich ltra
dao hoac cac trang dich c¢6 chira quang cao doc hai.

Vién dé trén duoc phét hién trong cac phién ban UC Browser 12.11.2.1184 va
UC Browser Mini 12.10.1.1192. Tuy nhién tai thoi diém viét bai nay, cong ty phat
trién chiu trach nhiém cho 2 ung dung trén 1a UCWeb van chwa phat hanh ban va hay
tham chi nhiing 15i giai thich cong khai cho nguoi dung, mac du trén thyc té, van dé
nay da dugc ong Arif Khan thong bao tai bo phan bao mat caa UCWeb mot cach chi
tiét va cuc ky c6 trach nhiém vao ngay 30 thang 4 vira qua. Nhu vy, da gan chuc
ngay trdi qua ma phia UCWeb van chua co bat cir dong thai nao dé giai quyét van
de.

Dic biét, sau khi bdo cdo cua Arif Khan duoc dang tai trong cac hé thong cua
UCWeb, n6 da bi nhom bao mat ctaa cong ty gan trang thai “Ignored” (b6 qua)!

V4o cudi thang 3 vira qua, 2 nén tang trinh duyét Android trén ciing di bi nhiéu
nha nghién ciu bao mat chi ra rang ching c6 chira 16 hong khién nguoi dung dé dang
trg thanh nan nhan caa céc cudc tin cong trung gian (MiTM) biang cach tai xudng va
cai dat mot s6 mo-dun bd sung tir may cha cua chinh UCWeb théng qua cac kénh
khong duoc bao vé va duong nhién 1a khong an toan, dong thoi bo qua cac may cha
ctua Google Play Store. Sau d6 mét thoi gian ngan, ngay ca tng dung UC Browser
cho may tinh dé ban ciing da bi phét hién c6 chtra 16 hong twong tu. Tuy nhién tinh
hubng nay duoc danh gia 1a nguy hiém hon bai n6 ¢6 thé cho phép cac tac nhan doc
hai &m tham tai xudng nhiing tién ich mé rong chira ma doc trén may tinh cia nguoi
dung.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can g& bo UC Browser va UC
Browser Mini Android cho dén khi c6 ban cap nhat dé dam bao an toan théng tin.

Link tham khao: https://quantrimang.com/uc-browser-android-bi-tan-cong-

gia-mao-url-163577
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 15i quéc té M6 ta ngan Ghi chu
dich vu
1 (IBM CVE-2018-2007  [Nhom 09 16 hong trén mot b4 c6 thong
CVE-2018-2015  s6 san pham, ang dung ciia | tin Xac nhan
CVE-2018-1961  |IBM (API Connect, DB2 va ban va
CVE-2019-4047  |Linux/ Windows, Rational
CVE-2018-1608  [Engineering Lifecycle
Manage, IBM SDK,
WebSphere Application
Server...) cho phép ddi tuong
tan cong thuc hién thu thap
thong tin, khai thac cac 16i
tran bo dém dé chén va thuc
thi ma lénh, tan cong leo
thang.
2 |Apache  (CVE-2019-0213  [Nhom 06 16 hong trong mot s6| Pa c6 thong
CVE-2019-0214  'san pham caa Apache (JMeter, | tin xac nhan
CVE-2019-0227  [Solr, Qpid Broker-J, Apache |v3 ban va
CVE-2019-0194  (Traffic Server) cho phép ddi
tuong tan cong thuc hién thu
thap théng tin, chén va thuc thi
ma Iénh trong pham vi cta ung
dung.
3  |Mozilla  [CVE-2019-9791  [Nh6ém 31 15 hong dua trén Pi 6 thong
CVE-2019-9792  mot sb san pham ctia Mozilla |tin xac nhan
CVE-2019-9794  (Thunderbird...) va ban VA.
CVE-2019-9795  [cho phép ké tan cong c6
........ quyén truy cap va thuc thi
vao hé théng qua nhiéu giao
thire khac nhau gay ra thiéu
dur liéu.
4 Dell CVE-2019-3705  [Nhom 03 16 hong trén mot ba cé théng
CVE-2019-3706  s6 san pham cua Dell (ECM |tin x4c nhan
CVE-2019-3707  iDRAC) cho phép dbi twong | va ban va.
...... tan cong thyc thi va khai
thac cac 15i tran bo nha dém
dé cheén va thuc thi ma 1énh
doc. Anh huong dén cac
phién ban iDRAC6/7/8/9.
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3)

Zohocorp [CVE-2013-7470  [Nhém 04 16 hong trén san

CVE-2011-3151  pham cua Zohocorp cho
CVE-2019-11486 phép dbi twong tin cong
CVE-2019-11487 thuc thi dat cac tap tin trojan
....... vao hé thdng, tan céng XSS,
SQL Injection

Chua cé
thong tin
xac nhan va
chua co6 ban
va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

43trfdsds.com

strikotunrev.top

d3sl.me

1090s8dudi.xyz

tesivisill.top

laopre.at

babushkabenmen.net

strikotunrev.top
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pupuiolili.top
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dnshkjashsdk3d11144d.ru

3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xt ly cac truy nhap toi cac tén mién doc hai tai bang 2.






