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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Pay manh cung cap dich vu cong truc tuyén mirc d 4 trong niim 2020

Thuc hién chi tiéu dén ndm 2020, cung cap 30% dich vu cdng truc tuyén mic
d6 4 tai Nghi quyét s6 17/NQ-CP ngay 07/3/2019 caa Chinh pha vé mét sé nhiém
vu, giai phap trong tdm phat trién Chinh pha dién tir giai doan 2019 - 2020, dinh
hudng dén 2025, dén thang 3/2020, B6 Thdng tin va Truyén thong (TT&TT) da cung
cap 61 dich vu cdng truc tuyén mirc do 4, dat ti 1& 30% theo yéu cau caa Chinh phu.

Ngay 19/3/2020, B6 TT&TT di ban hanh Cong van s6 929/BTTTT-THH vé
viéc ddy manh cung cap dich vu cng truc tuyén muc d6 4, trong d6 dé nghi cac B9,
co quan ngang B0, co quan thudc Chinh phu, Uy ban nhan dan cac tinh, thanh phé
tryc thudc Trung wong trién khai céc bién phap quyét liét dé cung cap dich vu cong
tryc tuyén.

Nham tiép tuc ddy manh viéc cung cap dich vu cong truc tuyén mic d6 4, ngay
16/4/2020, Bo da ban hanh Quyét dinh s6 684/QD-BTTTT phé duyét ké hoach trién
khai dich vu céng truc tuyén muc d6 4 nim 2020 cua Bo.

Véi muc tiéu cung cap day da 100% cac dich vu cong truc tuyén thudc tham
quyén giai quyét cia Bo & mirc do 4; phan dau ty 18 thu tuc hanh chinh c6 phét sinh
hd so truc tuyén trén tong sb thu tuc hanh chinh truc tuyén muac 3, 4 va ty 18 hd so
thii tuc hanh chinh duoc xir ly truc tuyén hang nam ting gap doi trong giai doan 2020
-2021; dat ty 1¢ dich vu cong truc tuyén duoc két ndi véi cong dich vu cong québc gia
theo 16 trinh caa Chinh phu giao. Theo dd, trong nam 2020, 149 dich vu cong truc
tuyén mixc do 4 s& dugc cung cap, nang cap.

Céac muc tiéu cy thé trong nam 2020 1a: Hoan thién céng Dich vu céng cua Bo
theo hudng tap trung, thng nhat dé cung cap dich vu cong truc tuyén thudc tham
quyén giai quyét cua Bo; dap tmg quy dinh vé tiéu chi chic ning, tinh nang k¥ thuat
tai Thong tu s6 22/2019/TT-BTTTT ngay 31/12/2019 cua Bo truong BO TT&TT.
Tich hop 06 dich vu cong truc tuyén véi cong dich vu céng qudc gia; 4p dung co ché
dang nhap mot lan SSO dong bo trang thai hd so tha tuc hanh chinh va két ndi hé
thdng hd tro thanh toén tryc tuyén toan quéc. Ty Ié dich vu cong c6 phét sinh ho so
truc tuyén trén tong s dich vu cong truc tuyén dat tir 50% tro [én. Ty 1& ho so tha
tuc hanh chinh duoc xir Iy truc tuyén dat tir 40% tra 1én. Cho phép ngudi dan, doanh
nghiép thanh toan phi, Ié phi (néu co) truc tuyén, khéng ding tién mat, bang nhiéu
phuong tién khac nhau khi st dung dich vu céng cia Bo.

Pay manh phuong thirc tiép nhan hd so, tra két qua giai quyét thu tuc hanh chinh
qua dich vu buu chinh cong ich. Tan dung hé thong cong nghé thdng tin san cd, chi
dong bd tri, huy dong ngudn luc tai chd dé san sang tiép nhan hd so truc tuyén cua
tat ca cac thu tuc hanh chinh. Hoan thanh viéc nang cap céc dich vu céng mic 2 va
3 1én muic do 4. Tung budc nang cap hé théng thong tin dé xt Iy hd so hoan toan trén
moi trudng mang. Ho trg, hudng dan, phd cap ky niang dé ngudi dan, doanh nghiép
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nop ho so truc tuyén nham nang cao so6 luong ho so xir ly truc tuyén cua moi dich vu
cong.

Dé thuc hién cac muc tiéu trén, Bo TT&TT da dwa ra cac ndi dung trién khai:

- Théng nhét cé&c biéu mau, thanh phan hd so trong quy trinh dién tir giai quyét
hd so thi tuc hanh chinh.

- Xay dung, ban hanh quy trinh ndi bd, quy trinh dién ti trong xt 1y hd so tha
tuc hanh chinh; chuan hda ma tiép nhan ho so tha tuc hanh chinh theo Nghi dinh sé
61/ND-CP ngay 23/4/2018 cua Chinh phu.

- Xay dung va nang cap cong dich vu cong cia Bo dap img quy dinh vé tiéu chi
chtic nang, tinh nang k¥ thuat tai Thong tu s6 22/2019/TT-BTTTT ngay 31/12/2019
cua Bo truong BO TT&TT.

- Két ndi Hé thdng dich vu cong caa cac don vi véi cong Dich vu cong cua Bo
théng qua hé thdng chia sé, tich hop dung chung (LGSP), dap ung chirc ning ding
nhap mét 1an SSO va tich hop ddng bo trang thai xu ly cua tit ca hd so thu tuc hanh
chinh.

- Huéng dan cac don vi trong Bo thuc hién viéc tuyén truyén, quang béa dé thu
hit cac t6 chuc, ca nhan ung ho va tham gia cac dich vu cong truc tuyén.

- Xay dung quy ché tiép nhan, giai quyét hd so thu tuc hanh chinh truc tuyén
cua Bo.

- Két ndi, tich hop cdng dich vu céng caa Bo véi Cong dich vu cdng québc gia
dap tng theo Quy chuan ki thuat quéc gia vé cau trac, dinh dang dix liéu goéi tin phuc
vu két ndi Cong Dich vu cdng quéc gia véi cong Dich vu cdng, hé thdng thdng tin
mot cira dién tir cAp bo, cap tinh va cac co sd dit liéu qudc gia, chuyén nganh tai
Thong tu s6 18/2019/TT-BTTTT ngay 25/12/2019 cia Bo TT&TT.

- Thiét 1ap kho luu trit hd so dién tir tap trung va thuc hién sé hda hd so, két qua
giai quyét thi tuc hanh chinh phuc vu két ndi, chia sé di liéu trong giai quyét tha tuc
hanh chinh trén méi truong dién ta.

- Hoan thanh viéc nang cép cac dich vu cdng mirc d6 2 va mie d6 3 18n mirc 46
4 trén hé thdng cua B va cua don vi.

binh ky sau thang, cac don vi lién quan bao cao Lanh dao B9 tién do thuc hién
Ké hoach trién khai dich vu cong truc tuyén mutc do 4 nim 2020 cua Bo.

Link tham khao: http://antoanthongtin.vn/ca-cqnn/day-manh-cung-cap-dich-
VUu-cong-truc-tuyen-muc-do-4-trong-nam-2020-106076
2. CEO FIIN: “DN tin dung den Trung Quéc chiém hon 60% giao dich cho vay

gua app tai Viét Nam”

Cho dén thoi diém nay, chua co mot con sb thdng ké chinh xéac cac doanh nghiép
ctia Trung Qudc niip béng ngudi Viét cho vay online voi muc 13 suat “cat co” tai thi
truong Viét Nam. Theo 6ng Nguyén Hoa Binh, Chu tich Nexttech cho biét, hién nay
c6 khoang 60 — 70 doanh nghiép cua Trung Quéc vao thi treong Viét Nam lap doanh
nghiép va thué ngudi Viét dung tén dé cho vay tién online.



http://antoanthongtin.vn/ca-cqnn/day-manh-cung-cap-dich-vu-cong-truc-tuyen-muc-do-4-trong-nam-2020-106076
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Tuy nhién, dng Tran Viét Vinh, CEO cua FIIN — mot cong ty hoat dong theo
mé hinh cho vay ngang hang (P2P) cho rang, c6 khoang 20 doanh nghiép Trung Quédc
nip bong kiéu nay nhung dang trién khai hon 60 app cho vay online ¢ thi truong Viét
Nam.

Ong Tran Viét Vinh cho biét, cac doanh nghiép Trung Qudc thuong dang ky
nup béng thanh cac cong ty hoat dong kinh doanh tai Viét Nam va cho vay theo mo
hinh hoat dong cta cong ty tai chinh, nhung lai khéng cé giay phép kinh doanh dich
vu tai chinh tai Viét Nam. Mdi doanh nghiép Trung Quédc nay thuong tao ra nhiéu
app Véi tén goi khac nhau dé tiép can téi ngudi vay trén moi truong mang Internet.
Qua cac app cho vay online nay, cac doanh nghiép Trung Qudc cung cap dich vy “tin
dung den, cho vay ning 13i” vai 1di suat tham chi c6 thé 1én t6i 700%/nam. Sau do,
ho sir dung céc hinh thire thu doi no kiéu "khung bé tinh than", bdi nho nguoi vay
hodc 1am phién ngudi ¢d lién quan trong danh ba ciia ngudi vay.

CEO cuia FIIN dua ra mot con sé théng ké kha giat minh rang cac doanh nghiép
tin dung den nay caa Trung Qudc lai dang chiém t&i hon 60% sb luong giao dich cho
vay online qua app tai Viét Nam. Néu khach hang bi dinh by tin dung den doi I6t
tng dung cho vay truc tuyén do cac doanh nghiép Trung Qudc didu hanh s& phai tra
131 phi “cat ¢6”, 1én téi 700%/nam. "Néu khong tra 13i, khach hang s& bi bon chiing
de doa, va bdi nho danh du, nhan pham trén mang x& hoi. Khong chi c6 vay, nhiing
ngudi than quen cua ngudi vay ciing bi quay rdi, 1am phién”, ong Tran Viét Vinh noi.

CEO cua FIIN cho rang, néu khdng c6 bién phap ngan chan kip thoi cac doanh
nghiép tin dung den nay cua Trung Qudc dang hoanh hanh tai Viét Nam s& anh huéng
dén céc cong ty Fintech tai Viét Nam dang hoat dong theo mo hinh P2P. Bong thoi
lam cho nguoi dan ¢6 hiéu nham ca app cho vay online 14 tin dung den, 14 cho vay
nang lai nén sé khéng str dung dich vu nira. Nhu vay, khach hang s€ co tdm ly e ngai,
lo so khi tiép can dich vu tai chinh sé.

Bén canh d, cac cong ty ciia Trung Québc dang niip bong doanh nghiép Viét s&
gay nhiéu loan théng tin. Hau qua 1a cic co quan quéan ly nha nuéc s& gip khé khin
trong viéc xay dyng hanh lang phap Iy cho cac doanh nghiép doi mai sang tao that
su trong linh vuc Fintech, kim hdm su phét trién cua cac mé hinh dich vu tai chinh
maoi trén mang Internet nhu P2P.

Ciing theo dng Vinh, theo sb liéu cua Ngan hang thé gidi, ty 18 nguoi dan Viét
Nam khé tiép can hoic chua tiép can duoc cac dich vu tai chinh truc tuyén chinh thuc
con cao, tdi gan 70%. Theo xu hudng phat trién caa thé gisi va khu vuc, céc giai
phap d6i méi sang tao dua trén nén tang cong nghé dé cung tng dich vu tai chinh sé
trén moi truong online s€ nao rd trong thoi gian téi. "Vi vay, co quan quan ly nha nudc
can sém ban hanh khung phap 1y thi diém (sandbox) cho cac md hinh dich vu méi
nhu P2P Lending. Cac khung phap 1y thi diém nay sé tao co hoi céng bang cho céac
doanh nghiép noi dia duogc tiép can va tham gia cung ung dich vu tai chinh truc
tuyén. Dong thoi, can cong khai danh sach cac cong ty hoat dong diing mé hinh va
dang trong chuong trinh thi diém”, ong Tran Viét Vinh néi.
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Céc cong ty Fintech cua Viét Nam cling cho rang, mot trong nhirng yéu to rat
quan trong do6 chinh I3 vai trd cua truyén thong thong tin dé nguoi dan cé thé tu phan
biét dugc cac dau hiéu nhan biét cac cong ty Trung Quéc nap boéng app cho vay
online. Qua dé, ngudi dan cd thé dé dang phan biét nhitng hoat dong tin dung den,
cho vay nang lai vai cac cong ty cong nghé tai chinh cua Viét Nam dang hoat dong
theo diing quy dinh cua phéap luat.

Khuyén nghi: Hién nay cd rat nhiéu app giao dich cho vay tai chinh dugc quang
&0 va gidi thiéu, ngudi dung can tim hiéu ki thdng tin dé tranh bi lira dao va bao
dam an toan théng tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/ceo-fiin-dn-tin-dung-
den-trung-quoc-chiem-hon-60-giao-dich-cho-vay-qua-app-tai-viet-nam-
639136.html
3. Cisco va 16 hong an ninh nghiém trong trong san pham ASA va FTD

Cisco vira phat hanh ban cap nhat an ninh xt Iy hon 30 16 hong trong nhiéu san
pham, gém 12 15 héng & mtc d6 cao anh hudng dén Adaptive Security Appliance
(ASA) va Firepower Threat Defense (FTD).

Adaptive Security Appliance (ASA) va Firepower Threat Defense (FTD) la cac
giai phap an ninh dau cudi két hop tuwong lira, chéng virus, phong chdng xam nhap
va mang 40 VPN do Cisco san xuat.

L3i nghiém trong nhat dugc phét hién 1a CVE-2020-3187 (diém CVSS 9.1) ¢6
thé bj khai thac dé tan cong directory traversal, doc hoac xo0a file trén hé thng ton
tai 16 hong.

Theo Cisco, 15i xay ra do khdng x&c thuc chinh xac dau vao cua cac URL HTTP,
cho phép ké tan cong gui cac truy van HTTP chira cac chudi ky tu dé tan cong
directory traversal. Vi vay, cac file bi x6a s& duoc khoi phuc khi thiét bj tai lai.

Cisco giai thich: “Hacker chi c6 thé xem va x0a file trong hé thdng file caa dich
vu web. Hé théng file nay duoc bat khi thiét bi duoc ciu hinh tinh nang WebVPN
hodc AnyConnect. Li nay khong gianh dugc quyén truy cap dén céc file hé théng
ASA hay FTD hay céc file hé diéu hanh bén dudi”.

Céc ban cap nhat duoc phat hanh dé xi ly 16 hdng nay gém co:

ASA Software 9.6.4.40

ASA Software 9.8.4.15

ASA Software 9.9.2.66

ASA Software 9.10.1.37

ASA Software 9.12.3.2

ASA Software 9.13.1.7

FTD Software 6.4.0.8 va 6.5.0.4 (cac ban phét hanh 6.2.3.16 va 6.3.0.6 sap cong
b déu dd dugc cap nhat cac ban va nay).

Cisco ciing xir ly 16 hong tan cong tir chi dich vy trong:

Tiéu chuan bao mat SSL (Secure Sockets Layer)/ TLS (Transport Layer
Security) (CVE-2020-3283)



https://vietnamnet.vn/vn/cong-nghe/ceo-fiin-dn-tin-dung-den-trung-quoc-chiem-hon-60-giao-dich-cho-vay-qua-app-tai-viet-nam-639136.html
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Chirc nang VPN System Logging - ghi log trong hé thong VPN (CVE-2020-
3189)

Tinh nang mé tunnel GRE cua FTD (CVE-2020-3179)

DNS qua géi Ipvé (CVE-2020-3191)

Tinh nang kiém tra Giao thtc diéu khién cong da phuong tién (MGCP - Media
Gateway Control Protocol) (CVE-2020-3254)

Piéu khién hander trong SSL/TLS (CVE-2020-3196) va trién khai OSPF (CVE-
2020-3298) ciia ASA va FTD.

Céc 16 héng & muc nguy co cao dugc va gom 16i trong tinh niang xac thuc
Kerberos cua ASA (CVE-2020-3125), 16 thong tin trong giao dién dich vu web cua
ASA va FTD (CVE-2020-3259) va ro ri bo nhd trong qua trinh thuc hién OSPF trong
ASA va FTD (CVE-2020-3195).

Cisco da phat hanh ban cap nhat phan mém dé va céac 16 hong nay nhung khong
phai tat ca cac san pham bi anh huéng déu ¢ ban va hoan chinh. Hang cho biét hién
chua tim thay dau hiéu khai thac cac 15 hong trén thuc té hay ma khai thac bi cong
khai.

Ngoai céc 16 hong nay, Cisco ciing dua ra khuyén céo cho 23 16 hong & mic do
trung binh trong phan mém FTD On-Box, Umbrella, Gidm sat trinh diéu khién quan
ly tich hop (IMC), UCS Director, UCS Director Express cho Big Data, FTD, Ung
dung quan ly bao mat noi dung (SMA), Hosted Collaboration Mediation Fulfillment
(HCM-F), ASA, Firepower Management Center (FMC) va Firepower User Agent.

Chi tiét vé céc 16 hong c6 thé xem tai
https://tools.cisco.com/security/center/publicationListing.x

Khuyén nghi: Ngudoi quan tri va nguoi ding can cap nhat ban va méi nhat cua
cac san pham néu trén dé dam bao an toan thdng tin.

Link tham khao: https://whitehat.vn/threads/cisco-va-lo-hong-an-ninh-nghiem-
trong-trong-san-pham-asa-va-ftd.13588/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

Mo ta ngan

Ghi cha

1

Netgear

CVE 2017 18855
CVE 2017 18698
CVE 2018 21213

Nhom 133 15 hong trong thiét
bi cua Netgear (WNR854T,
D7800, R6100,...) cho phép
dbi twong tan cong thu thap
théng tin, chén va thyuc thi ma
tly y, tAn cong gia mao XSS.

baco
thong tin
xac nhan va
ban va.

Huawei

CVE 2020 9068
CVE 2020 1805
CVE 2020 1804

Nhém 12 16 hong trong céc
thiét bi coa  Huawei
(smartphones, PCManager,...)
cho phép dbi tuong tan cong
thu thap théng tin, tn cong tir
chéi dich vu, leo thang dic
quyén.

baco
thong tin
Xac nhan va
ban va

Mozilla

CVE 2020 6823
CVE 2020 6826
CVE 2020 6825

Nhém 10 16 hong trong phan
mém cua Mozilla (Firefox
version < 75, Firefox ESR <
68.7, Thunderbird < 68.7.0)
cho phép dbi tugng tan cong
thu thap théng tin, chen va
thure thi ma tdy y, tan cong
phishing URI.

ba cé
thong tin
Xac nhan va
ban va

Wordpress

CVE 2020 12070
CVE 2020 11025
CVE 2020 12462

Nhém 09 15 hdng trong phan
mém Wordpress (Advanced
Woo Search Plugin, Ninja
Forms Plugin, LearnPress
Plugin,...) cho phép ddi tuong
tan cong thu thap théng tin,
cheén va thyc thi ma tdy y, tan
cong XSS, CSRF, SQL
injection.

baco
thong tin
Xac nhan va
ban va

Apache

CVE 2020 9481
CVE 2020 9488
CVE 2019 12425

Nhém 07 15 hong trong mot sd
thanh phan cua Apache
(Apache ATS, Log4j, OFBiz,
NiFi Registry, ...) cho phep ddi
tugng tan cong thu thap thdng
tin, chén va thyc thi ma tu xa,

tan cong CSRF.

baco
thong tin
Xac nhan va
ban va
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IBM

CVE 20194750  [NhAm 07 16 hong trong cac san
CVE 20194751  pham cua IBM (Cloud App
CVE 2019 4729 Management, Cognos
Analytics,...) cho phép dbi
tuong tan cong thu thap thdng
tin, chén va thuc thi ma tay vy,
tan cong gia mao, tin cong tuy
chdi dich vu.

baco
thong tin
Xac nhan va
ban va

Google

CVE 2019 20791  [Nhém 02 15 hong trong mot s6
CVE 2020 7645  thanh phan cua Google
(OpenThread,...) cho phép ddi
tuong tan cong chén va thuc thi
ma tu xa.

Chua c0
thong tin
Xac nhan va
ban va

2. Danh s&ch IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

ydbnsrt.me

tttta.sssaaaas.io

track.sayggggames.io

xdgzpbcgrvkj.ru
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Xjpakmdcfuge.in
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3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xt ly cac truy nhap toi cac tén mién doc hai tai bang 2.




