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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Windows 7 sé chinh thirc ngirng hoat dong

Tir ngay 14/01/2020, cdc may tinh c& nhan str dung hé diéu hanh Windows 7 s&
van hoat dong, nhung s& khong con duoc Microsoft hd trg k thuat, cap nhat phan
mém hoac cap nhat bao mat.

Microsoft cling s& trién khai cac théng bao trén toan man hinh cho ngudi ding
Windows 7 tir gitra thang 01/2020, nham budc ngudi ding nang cap 1én Windows 10
hoic tir bo hé diéu hanh sap bi ngiing hoat dong nay.

Microsoft d4 tao cac cira s6 nho trén may tinh ngudi ding nhac vé su thay doi
sap tGi ké tir thang 04/2019, nhung s& thay thé cac thong bao nay bang cac cua so
thong bao trén toan man hinh dé khién nguoi dung Windows 7 khé bo qua hon.

Theo NetMarketShare, tinh dén thang 11/2019, hé diéu hanh Windows 7 van
dang duoc str dung boi 26,86% nguoi dung Windows. Trong khi d6, hé diéu hanh
hién hanh Windows 10 chiém thi phan 53,33%.

Windows 7 1a mot hé diéu hanh may tinh ca nhan dugc Microsoft san xuét nhu
la mot phan cua gia dinh hé diéu hanh Windows NT. N6 dugc phat hanh dé dua vao
cac may tinh san xuit vao ngay 22/7/2009 va c6 sin dé nguoi dung tai vé tu cai dat
vao ngay 22/10/2009, chua day ba nam sau khi phién ban tién nhiém Windows Vista
phat hanh.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi quan tri va ngudi ding néu con sir dung
Windows 7 can cap nhat hé diéu hanh 1én Windows 10 dé dam bao an toan théng tin.
Link tham khao: http://antoanthongtin.vn/tin-tuc-san-pham/windows-7-se-

chinh-thuc-ngung-hoat-dong-105739
2. Nhiéu thiét bi dinh tuyén D-Link bi anh hwéng béi 16 hong thuc thi Iénh tir
xa

Pau nam 2020, cac nha nghién ciu an ninh mang vira cong khai loat ma khai
thac PoC cho céc 16 hong tiét 16 thong tin va thuc thi [énh tir xa anh huong dén rat
nhiéu thiét bi dinh tuyén D-link (D-Link router).

Hai nha nghién cttu, Miguel Méndez Zufiiga va Pablo Pollanco cua Telefonica
Chile, d3 tiét 16 thdng tin vé cac 16 hong. Ngoai cac chi tiét ki thuat va ma PoC, con
c6 céc video minh hoa cach thuc khai thac 16 hong.

D-Link da biét vé céc 16 hong tur gitra thang 10, tuy nhién hang chi liét ké cac
bo dinh tuyén DIR-859 trong danh sach bi anh hudng.

Trén thyc té, cac 16 hong thuc sy anh huong dén hang ta mé hinh D-Link DIR,
bao gom ca nhitng mé hinh khéng con duoc hd tro.

Nha cung cap da phat hanh cac ban cap nhat firmware giai quyét cac 16 hong
cho mét sé thiét bi bi anh huong va s& sém phat hanh cac ban vé cho sb thiét bi con
lai, bao gdm DIR-818Lx da khong con duoc hd tro. Cac mo hinh bj anh huong khac
khong con dugc hd tro s& khong duoc Va.

1



http://antoanthongtin.vn/tin-tuc-san-pham/windows-7-se-chinh-thuc-ngung-hoat-dong-105739
http://antoanthongtin.vn/tin-tuc-san-pham/windows-7-se-chinh-thuc-ngung-hoat-dong-105739
http://antoanthongtin.vn/tin-tuc-san-pham/windows-7-se-chinh-thuc-ngung-hoat-dong-105739
http://antoanthongtin.vn/tin-tuc-san-pham/windows-7-se-chinh-thuc-ngung-hoat-dong-105739

Phong ATTT , Tuén 1/2020

Lo hong thuc thi Iénh tir xa, CVE-2019-17621, lién quan dén cach xir ly cac yéu
cau UpnP, c6 thé cho phép ké tan céng khong xac thuce duoc quyén kiém soét cac
thiét bi ton tai 15 hong.

Tuy nhién, viéc khai thac doi hoi quyén truy cap vao mang LAN c6 chua bo
dinh tuyén va theo D-Link diéu kién nay lam giam dang ké nguy co bi tan cong.

Trude d6, cudi thang 12/2019, nhiéu 16 hong nghiém trong tn tai trong cac
router Wi-Fi Ruckus cling da dugc phat hanh ban va.

Khuyén nghi: Nguoi quan tri va nguoi ding can cap nhat cac phién ban mai
nhit cua c4c san pham néu trén dé dam bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/nhieu-thiet-bi-dinh-tuyen-d-link-
bi-anh-huong-boi-lo-hong-thuc-thi-lenh-tu-xa.13121/

3. Mat 16.000 USD vi add-on trinh duyét

M6t nguoi ding phan anh da mat sé tién 4o tri gia 16.000 USD vi cai dat tién
ich (add-on) trén trinh duyét Google Chrome.

Phan mo rong “Ledge Secure” trén trinh duyét Google Chrome hda ra 1a phan
mém doc hai. Theo quang céo, tién ich nay dong vai tro nhu vi tién ao tich hop ngay
trén Google Chrome.

Tuy nhién, thay cho chtic ning giir tién, Ledge Secure lai danh cip tién cua
nguoi dung. Hién chua rd c6 bao nguoi dung la nan nhan.

Céc bao cao cho biét Ledge Secure quét may tinh va gui thong tin cho ngudi
tao ra add-on nay. Thong tin da & muc ké tao ra Ledge Secure ¢6 thé danh cap tién
ao trén may tinh.

Nguoi ding Twitter ¢6 biét danh “hackedzec” di 1én tiéng xac nhan Ledge
Secure da khién anh mat 600 ZEC (tién 4o), twong duong 16.000 USD.

Cong ty Ledger cua Phap xac nhan trén Twitter rang phan mg rong Ledge
Secure khdng phai add-on hop phap va khuyén cao nguoi dung khong cai dat trén
may tinh.

Ciing theo Ledger, tin tic di tao ra ang dung gia mao nay véi muc dich lira tién
ngudi dung. Pugc biét, tinh trang nay da dién ra cach day 2 nam. S6 nguoi bi lira tién
cling nhu s tién that thoat van chua duoc xac dinh.

Google da g& bo Ledge Secure khoi kho ttng dung Chrome Web Store, va
khuyén cao nguoi dung kiém tra lai vi tién 4o.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung khi cai cac add-on cua trinh duyét web
can kiém tra ki nguon goc nha phat hanh va tinh phap 1y truéc khi sir dung dé dam
bao an toan thong tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/mat-16-000-
usd-vi-add-on-trinh-duyet-606951.html
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 16i quéc té M6 ta ngin Ghi chu
dich vu
1  |Linux CVE 2019 19966 [Nhom 07 15 hong trén hé diéul Chua c6
CVE 2019 19947 |hanh Lipux (Linu>g kernel) cho| théng tin
CVE 2019 5108 phép doi tuwong tan cong thu yac nhan va
thap thong tin, tan cong tur choi ban vé'
dich vu. '
2 |Apache CVE 2019 17563  [Nhom 02 15 hong trén phan | Chua c6
CVE 2019 12418 |mém Apache (Apachg Tomcat | théng tin
9.0.0.M1) cho phep doi twong | yac nhan va
tan cong tan cong tur choi dich ban vé.
Vu.
3 D-link CVE 2019 6013  [NhAm 05 156 hong trén thiét bi Chua c6
CVE 201916326 D link (DBA 1510P, DIR théng tin
CVE 20143136  601B1, DWR 113) cho phép yac nhan va
doi tugng thuc thi ma tay y. ban vé‘
4 Wordpress [CVE 201919980 [Nhom 35 16 hong trén mot s Chua cO
CVE 20144558  thanh phan cua phan mém|thong tin
CVE 20144539  Wordpress (Wordpress plugin, y4c nhan va
Email ban va
Subscribers&Newsletters,..)
cho phép ddi tuong tan cong
chén va thyc thi ma tay y.
5  Huawei CVE 20195276  [Nhom 09 trén thiét bi Huawei | D c6
CVE 2019 5265 (smart phones, M5 lite 10, théng tin
CVE 20195266  |USG9500, OceanStor xac nhan va
SNS3096 V100R002CO1,...) ban vé.
cho phép doi tuong tan cong
thu thap thong tin, tan cong tir
chdi dich vu.
6 PHP CVE 2019 11046  [Nhém 06 156 hong trong Chura cé
CVE 2019 11049  chuong trinh viét bang ngon  |thong tin
CVE 2019 11050  ngtt lap trinh php (PHP EXIF | y4ac nhan va
extension, PHP ban vé'
Directorylterator class...) cho
phép d6i tuong tan cong thu
thap thong tin, chen va thuc thi
ma lénh.
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7 Samsung CVE 20134764  INhom 02 15 hong trén thiét bi | Chua c6
CVE 2013 4763 Samsung (Samsung, Galaxy | théng tin
S3/84 ') cho phép doi tuong tan| y 4 nhan va
céng chén va thyuc thi ma tuy '
v, chan céc tin nhan dén va di
theo y mudn.

ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam
STT | Tén mién/IP
mel.cloudcontentsmak.com

strikotunrev.top

hotpassionfinder.com

localhost.localdomain

gl B~ W N

pudloxan.com

3. Céc can bo ky thuat dau mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.



