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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Microsoft gap rut tung ra cap nhat bao mat cho Windows XP, Server 2003

Néu ban van dang st dung ban sao Windows XP hoac Windows Server 2003
trén cac hé théng duoc két ni mang (va ca Windows 7, Windows Server 2008 va
2008 R2), hdy cht y! Microsoft s& dua ra mot ban va khan cap cho cac hé diéu hanh
néu trén nham ngan chan mot 15 hong co thé tao diéu kién cho ké gian exploit hé
thdng tir xa thong qua dich vu RDP, hoan toan cd thé dan dén mot kich ban toi té nhu
Wannacry 2 nam trudc.

L5 hong nay hién c6 dinh danh CVE-2019-0708. Phuong thic exploit 16 hong
kha don gian, ké tan cdng sé& chi can gui mot yéu cau duoc tao dic biét toi cac hé
thdng muc tiéu Remote Desktop Service thong qua RDP, qua dé thuc thi m tir xa
trén hé thong. Nguy hiém hon, qua trinh exploit ¢ thé lan truyén tir may tinh nay
sang may tinh khac mot cach nhanh chéng, tir ¢6 khién toan bd hé thng sup do boi
no c6 thé 1ay lan ma khong can su can thiép cua nguoi dung.

Trong mot béo cdo méi nhat, Microsoft luu ¥ rang van dé khéng nam ¢ giao
thiec RDP ma la do chinh dich vu nay:

“Ban than Remote Desktop Protocol (RDP) hoan toan khong dé bj tin cong.
Chung t6i nhan dinh rang 16 hong nay 1a mot dang xac thuc truéc va khéng yéu cau
twong tic nguoi dung. N6i cach khac, 16 hong bao mat nay c6 thé xép vao loai
“wormable”, nghia 13 moi phan mém doc hai trong twong lai déu c6 thé khai thac nay
va lan truyén tir may tinh nay sang may tinh khac theo cach twong tu nhu cai cach
ma phan mém doc hai WannaCry lan rong trén toan cau vao nam 2017 trude kia”.

May man thay, 15 hong nay hoan toan khéng anh huong dén Windows 8.1 hoic
Windows 10. Tuy nhién dé bao dam an toan, chac chan Microsoft s& tung ra mot ban
cap nhat bao mat bd sung cho 2 hé diéu hanh trén.

Quay trd lai véi trudng hop cua nhitng hé diéu hanh cii hon d3 néu & dau bai
viét, ban c6 thé tim ban va cho Windows XP va Windows Server 2003 tai day. Cac
hé diéu hanh khac dang duogc vé théng qua chu ky Patch Tuesday thong thudng.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung st dung hé diéu hanh Windows XP va
Windows Server 2003 can cap nhat ngay cac ban véa néu trén, ngoai ra can sém nang
cap hé diéu hanh méi c6 cap nhat ban quyén va hd trg tir nha cung cap dé dam bao
an toan thong tin.

Link tham khao: https://quantrimang.com/cap-nhat-bao-mat-cho-windows-xp-
server-2003-163731

2. Phét hién bién thé méi ciia ma déc tong tién Dharma

Ké tir khi dugc phét hién lan dau vao nim 2016, ma doc Dharma di khong
ngirng phat trién va lién tuc “doi tién chudc™ tir ngudi ding internet trén toan thé gioi.
Hién tai, ma doc nay dang c6 bién thé nguy hiém méi.
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Cac chuyén gia bao mat cua Trend Micro da phat hién hinh thai tan cong mai
tir loai ma doc nay: nguy trang nhu mot phan mém an toan dé ngudi dung tai vé may,
sau d6 m&i phat tan ma doc tong tién. Cu thé, ma doc sir dung giao dién cai dat cua
phan mém diét virus ESET, day dugc xem nhu la cach “tung hdéa mu” ciia ma doc
khién nan nhan mat canh giéc.

Ma doc duogc cac tin tac phan tan trén mang thdng qua hinh thirc spam email cé
dinh kém Dharma luu trit duéi dang nhi phan, mdi email kém theo mat khau riéng,
trong d6 sé co dinh dang file la Defender.exe va c6 may chu dat tai server cua hacker
link[.]fivetier[.]Jcom.

Mat khau dé mo tap doc hai dinh kém trong email spam cong thém cach tiép
can duoc thiét ké khién nan nhan td md mo file va vo tinh diéu d6 di 1am lay nhidém
ma doc Dharma trén may cua ho.

M®i khi file Defender.exe dugc nan nhan bam vao, n6 s& hién thi bang giao dién
cai dat cii cuia phan mém diét virus ESET dudi tén 1a Defender_nt32_othy.exe , va
song song la mat file taskhost.exe duoc thém vao

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\ - day chinh la
ltc Dharma khéi chay va bat dau tién trinh ma hoéa dix liéu caa nan nhan cho muc
dich tong tién.

Phan mém diét virus ESET do ma doc Dharma nguy trang s& tién cai hanh cai
dat ty dong khi duoc Kich hoat trong thu muc da giai nén, trong luc su cha y tap trung
VAo Viéc cai dat thi ma doc Dharma s& ma hda céc noi dung mot cach &m tham ma
nan nhan khong hé hay biét.

Theo nhu bao cdo tir cac chuyén gia bao mat Trend Micro vé ma doc Dharma,
“Cac ma doc nay van s& ma hoa file dix liéu tham chi khong can phai bat dau tién
trinh cai dit, ma doc gay hai nay chay trén mot phién ban khéac vai cai dat phan mém,
vi vay chlng gan nhu chang lién quan gi nhau”.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi dung khdng mé, cai dat cac chuong trinh la
duoc giri kém mat khau hoic lam gia giao dién ciia chuong trinh diét Virus ESET
nhu trén. Khong click vao nhitng email khong ré nguon goc hoic co vé dang nghi
ngo, thudng xuyén sao luu cac dit liéu trén may tinh, ludn cap nhat phan mém diét
virus phién ban mai nhat dé dam bao an toan théng tin.

Link tham khao: https://thanhnien.vn/cong-nghe/phat-hien-bien-the-moi-cua-
ma-doc-tong-tien-dharma-1081939.html

3. Phat hién phwong thirc lira tién tinh vi nham vao céc #ng vién tim viéc

Cac chuyén gia cua Kaspersky Lab da phat hién mot loat email spam tinh vi
duoc gui dén ngudi ding, bao gom thu mai 1am viéc gia mao c6 dia chi nguoi nhan
dén tir nhiing tap doan 16n, va do dé thu hat rat nhiéu sy quan tam tir cac tng vién
tiém nang.

Tuy nhién, trén thyc té, nhitng email nay lai dén tir nhitng ké lira dao véi muc
dich cai dat phan mém doc hai Ién thiét bi caa ngudi ding.
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Moi de doa tir email rac thuong bi danh gia thap, tuy nhién ching cé thé phat
tan phan mém doc hai dya vao su twong tac véi con ngudi nhu lira ddi hoic thao ting
tam 1y ngudi dung.

B4o c4o Spam and Phishing Q1 2019 cua Kaspersky Lab cho thay, ngudi nhan
email spam da duoc moi 1am nhitng vi tri hap dan trong céac cong ty 1n.

Ho duoc mai tham gia hé thdng tim kiém viéc 1am mién phi bang cach cai dat
g dung dic biét vao thiét bi cua ho. Bé qua trinh cai dat trong dang tin cay hon,
nhitng ké tin cong da thém mot cira s6 mang dong chit “Bao vé khoi Tan cong tir
chéi dich vu DDoS (DDoS Protection)” va mét tin nhan gia thong bao ngudi ding
dang duogc chuyén hudng dén trang web ciia mot trong nhiing cong ty tuyén dung Ion
nhat.

Trén thuc té, c4c nan nhan da duoc chuyén hudng dén mot trang luu trir dam
may, tir day ho s& tai xudng chuong trinh doc hai tréng gidng nhu mot file word.
Chtre nang cua nd 1a tai vé may nan nhan Trojan ngan hang khét tiéng c6 tén Gozi -
mét trong nhirng phan mém doc hai duoc sir dung phd bién nhat dé danh cap tién.
Kaspersky Lab phat hién ra n6 chinh la Trojan-Banker.Win32.Gozi.bgr

Pé tranh trg thanh nan nhan cua thu rac doc hai, Kaspersky khuyén cao nguoi
ding nén kiém tra dia chi web ban dugc chuyén hudéng dén, hoic dia chi lién két va
email caa nguoi gui truéc khi nhap vao, va dam bao rang lién két d¢6 khong bi an
(hyperlink) bang mot lién két khéc.

Tuyét d6i khong nhap vao lién két trong email, vian ban, tin nhan hoic bai dang
trén mang xa hoi néu chung dén tir nhitng ngudi hoic to chic ma ban khong biét,
hoic c6 dia chi ddng ngd. Hay chic chan rang chlng hop phap va bat dau voi “https”
khi ban duoc yéu cau cung cap bat ky théng tin ca nhan hoac tai chinh nao.

Néu khdng chic chan rang trang web hién tai 1a c6 that va an toan, tuyét doi
nhap théng tin ca nhan cua ban.

Ngoai ra, ngudi dung nén kiém tra trang web chinh thic cua cong ty vé cac vi
tri dang tuyén dung va goi dién thoai dé dam bao rang ban da nhan 16i mai chinh thic
tir cng ty. Xem xét can than 1o moi nhan viéc caa ban: kiém tra ky tén cong ty, chirc
danh va mo ta céng viéc.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding khong click vao lién két trong
email, van ban, tin nhan hodc bai dang trén mang xa hoi néu chung dén tir nhiing
ngudi hodc to chic ma ban khéng biét hoac nghi ngo, lubn kiém tra dia chi web ban
duoc chuyén hudng dén dé dam bao an toan théng tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/phat-hien-
phuong-thuc-lua-tien-tinh-vi-nham-vao-cac-ung-vien-tim-viec-532389.html
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 15i quéc té M6 ta ngan Ghi chu
dich vu
1 [IBM CVE-2018-1990  [Nh6m 09 15 hong trén motsé | Pa c6 thong
CVE-2018-2001 san pham, ang dung caa IBM | tin xac nhan
CVE-2018-1790 (API Connect, DB2 Linux/ va ban va
CVE-2018-2008 Windows, Rational Engineering
CVE-2019-4208 Lifecycle Manage, IBM SDK,
WebSphere Application
Server...) cho phép dbi twong
tan cong thuc hién thu thap
thong tin, khai thac cac 16i tran
bo dém dé cheén va thuc thi ma
lénh, tAn cong leo thang.
2 [Cisco CVE-2018-15388  [Nhom 43 15 hong trong mét s6 | Ba c6 théng
CVE-2019-1687 san pham caa Apache (JMeter, |tin xac nhan
CVE-2019-1694  Solr, Qpid Broker-J, Apache  |\a ban va
CVE-2019-1697 Traffic Server) cho phép doi
CVE-2019-1706 ..... tuong tan cdng thuc hién thu
thap thong tin, chén va thyc thi
ma Iénh trong pham vi cta tng
dung.
3 |Linux CVE-2019-9791  [Nh6ém 07 16 hong dya trén mot | Ba cd thdng
CVE-2019-9792  |s6 san pham caa Mozilla tin xac nhan
CVE-2019-9794 (Thunderbird...) cho phép ké | \,3 pan va.
CVE-2019-9795 tan cOng cO quyen truy cap va
........ thuc thi vao hé thong qua nhiéu
giao thurc khac nhau gay ra
thiéu dit ligu.
4 Qualcomm [CVE-2017-18279  [Nhom 10 16 hong trén mots6 | Pa co thong
CVE-2017-18156  isan pham caa Qualcomm tin X4c nhan
CVE-2017-18157  (SmallCell SoC, Snapdragon |y pan va.
CVE-2017-18274  |Mobile, Snapdragon Wea) loi
...... thiéu sy kiém tra do dai bo dém
khi copy c6 thé gay tran bo
dem.
5  |Google CVE-2018-6243  [Nhom 12 15 hong trén 1 s6 san | Ba ¢ théng
CVE-2019-2044  pham cua Google 13i thiéu st | tin xac nhan
CVE-2019-2045  kiém tra tham s6 luong tham $0 |3 han va
CVE-2019-2046 dau vao, gay ra tur choi dich vy,
....... tran b6 nhé
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2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

Tuan 20/2019

STT

Tén mién/IP

43trfdsds.com

strikotunrev.top

d3sl.me

1090s8dudi.xyz

tesivisill.top

laopre.at

babushkabenmen.net

strikotunrev.top
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dnshkjashsdk3d11144d.ru
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pupuiolili.top

3. Céc can bo ky thuat dau mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.




