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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Nghi dinh 15/ND-CP: Ché tai manh cho tin gia, tin vu khong

Khong gian mang mang lai nhiéu gia tri tich cuc, nhung ciing c6 thé gay ra
nhiéu hé luy khdng mong muén nhu: ngudi ding c6 thé bi xam pham doi tu, bi lira
dao, chiém doat tai san va nhiéu nguy co khac. Néu cha quan, don gian c6 thé dan
ti vo tinh hoic ¢b y tan phét nhitng théng tin xau, doc, gay hai cho cong dong, xa
hoi, tham chi tiép tay cho cac ddi tugng chdng pha Pang, Nha nudc.

Mot thuc té dang lo ngai 13 moi trudng mang dang bi van duc béi cac hanh vi
thiéu van hoa, dic biét trong gigi tré. Co thé thay tran lan nhitng 16i n6i tuc, chui thé,
phat ngdn gay séc, nhitng 1oi binh luan miét thi, “ném da” tap thé, nhiig “anh hing
ban phim”... dac biét la théng tin sai su that ngay cang gia tang.

Thoi gian qua, loi dung dién bién phuc tap cia dich Covid-19, nhiéu ca nhan
dua thong tin khong chinh x4c hoic bia dit, 1am nhiéu loan, gay tam ly hoang mang,
gay kho khin cho cong tac phong, chdng dich nhu: “Ha Giang 6 ca mac méi”; “Khu
cach ly thanh phé Ha Noi v& tran”; “Bénh nhan thir 21 ¢6 con riéng”; “Ca dau tién
tor vong”....

Céc thé Iyc thu dich, phan dong trong va ngoai nude da loi dung phét tan trén
mang nhiéu thdng tin sai sy that, xuyén tac tinh hinh dich bénh va céng tac chi dao,
diéu hanh cua Chinh phu, cac Bd, nganh, dia phuong trong nd luc phong, chdng dich.

Cho dén nay, co quan chtrc nang da xac minh, 1am viéc véi gan 700 truong hop
dua tin sai sy that; di c6 hon 300 ddi tuwong trong nuéc tung tin gia vé dich COVID-
19 bj co quan chitc nang xtr ly. Riéng chu tai khoan co tén 1a “KOL” da tung 1én gan
300 bai viét vai noi dung sai su that vé dich bénh.

Nham ngan ngira, Xt ly nhiing hanh vi vi pham trén méi trudng mang, Chinh
pht dd ra Nghi dinh 174/2013/ND-CP ¢6 hiéu luc tir 15/1/2014, quy dinh vé hanh vi
thong tin sai sy that trén mang va cac muc phat voi nguoi vi pham, nhung su phéat
trién cua thyc tién doi hoi c6 nghi dinh thay thé.

Nghi dinh 15/2020/ND-CP thay thé Nghi dinh 174/2013/ND-CP ¢c6 nhiing thay
d6i vé muc xir phat d6i voi thué bao di dong tra truge danh cho doanh nghiép vién
thong di dong va quy dinh muac xt phat vi pham hanh chinh d6i véi céc hanh vi tung
thong tin gia mao, gdy hoang mang du luan trén mang x& hoi.

Theo d6, Piéu 101, quy dinh phat tién tir 10-20 triéu dong d6i véi hanh vi lgi
dung mang xa hoi dé cung cap, chia sé¢ thdng tin gia mao, thdng tin sai sy that, xuyén
tac, vu khéng, xic pham uy tin caa co quan, t6 chac, danh dy, nhan pham caa ca
nhan; cung cap, chia sé thong tin bia dat, gdy hoang mang trong Nhan dan, kich dong
bao luc, toi ac, té nan xa hoi, danh bac hoac phuc vu danh bac.

Cac hanh vi loi dung mang xa hoi dé cung cap, chia sé thdng tin co sty céac ha
tuc, mé tin, di doan, dam 6, ddi truy, khdng pht hop véi thuan phong, my tuc cua dan
toc; cung cap, chia sé théng tin miéu ta ti mi hanh dong chém, giét, tai nan, kinh di,
ring ron ciing bi phat tién tir 10-20 triéu dong.
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Mic phat nay ciing ap dung doi vai hanh vi lgi dung mang xa hoi dé cung cap,
chia sé hinh anh ban do Viét Nam nhung khong thé hién hoac thé hién khong dung
chu quyén québc gia; quang céo, tuyén truyén, chia s¢ théng tin vé hang héa, dich vu
bi cAm; cung cap, chia sé duong dan dén thong tin ¢ noi dung bi cAm; cung cap, chia
sé cAc tac pham bao chi, vin hoc, nghé thuat, xuat ban pham ma khong duoc su dong
y caa chi thé quyén so hitu tri tué hodc chua duge phép luu hanh hoidc da ¢ quyét
dinh cAm lwu hanh hoac tich thu.

Nghi dinh ciing quy dinh mic phat tién tir 20-30 triéu dong d6i voi hanh vi tiét
16 thdng tin thuoc danh muc bi mat nha nuéc, bi mat doi tu cia ca nhan va bi mat
khac ma chua dén muc truy ctu trach nhiém hinh sy.

Ngoai ra, Nghi dinh ciing quy dinh bién phap khac phuc hau qua, budc g& bo
thdng tin sai sy that hoac gay nham Ian hoac thong tin vi pham phap luat do thuc hién
hanh vi vi pham néu trén.

Huéng dén lanh manh héa méi tredng mang, can sy chung tay cua ca hé thong
chinh tri, cac to chirc x4 hoi va cia mdi nguoi dan.

Nghi dinh 15/2020/ND-CP cua Chinh phu 1a co s phap ly quan trong diéu
chinh hanh vi ca nhan, t6 chtic trén méi truong mang. Tuy nhién, diéu quan trong
hon ca 1a hudng dén lanh manh héa méi trudng mang, véi su chung tay cuaa ca hé
thdng chinh tri, cac t6 chic x4 hoi va cua mdi nguoi dan.

Diéu quan trong trudc hét 1A mdi ngudi can nang cao y thuc, rén luyén hanh vi
dao duc. Khi hoat dong trén khong gian mang ciing phai c6 suy nghi va hanh vi tng
Xt twong wng, thdng nhét véi cudc séng doi thuc, trong tat ca cac méi quan hé, xay
dung thai do t6n trong ngudi khac, biét quan tam, lang nghe, chia sé va cam thong.

C6 trach nhiém loi n6i va hanh vi ciia chinh minh; tim hiéu ki cac ngudn théng
tin dé kiém chimg, khong dua ra nhiing nhan xét, binh luan voi vang, khong dung
hoac ac y; khong chia sé ndi dung thdng tin xau, doc. C6 y thirc gitr gin ban sic van
hoa dan toc, sy trong sang cua tiéng Viét khi giao tiép trén mang.

MJdi ngudi can nghién ctu, tim hiéu va thuc hién nghiém Luat An ninh mang
va cac quy dinh trong Nghi dinh 15/2020/ND-CP, nhét la nhitng hanh vi bi cAm nhu
nhitng hanh vi xic pham danh dy, uy tin, nhan pham nguoi khac; thong tin bia dat,
sai su that; hoat dong mai dam, té nan x hoi, pha hoai thuan phong, my tuc caa dan
toc, dao dirc x4 hoi, stc khoe cong dong.

Tang cudng cac bién phap bao mat thong tin ca nhan, giir bi mat mat khau, dat
ché do xem phd hop; sir dung phan mém loc, ngin chan thdng tin xau, doc; tham
khao chuyén gia vé cach sir dung mang an toan. Phdi hop chit ché véi bo phan chim
soc khach hang ma minh sir dung dich vu, véi co quan cong an dé ngan chian nhiing
hanh vi vi pham va xir ly cac tinh huéng rai ro phéat sinh.

Céc co quan chie nang som ban hanh Bo quy tic Gng xr trén khdng gian mang.
Theo d6, can dua ra cac quy tic chung nhu tén trong, trach nhiém, lanh manh va an
todn; cac quy tic riéng dbi voi nguoi ding theo cac mirc d6 khac nhau nhu:
Nén/khong nén, dugc/khong duoc.
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Thuc hién tot B¢ an “Xay dung van hdéa irng Xt trong treong hoc giai doan 2018
- 2025”; ting cudng gi4o duc, xay dung vin hoa tng Xir vin minh, lich su, bdi dudng
cac k¥ ning ang phd vai cac tinh hudng trén mang. Sang tao nhimg phong trao twong
tu nhu phong trao “Gid trai dat”, “Mua hé xanh”...

Can bo, dang vién, thay ¢ gido, cac bac phu huynh phai mau muyc vé vin hoa,
dao duc, 16i séng, c6 bién phap quan ly chit ché khi con em tham gia mang xa hoi;
c6 nhiing 10i khuyén hitu ich va c6 nhitng tac dong diéu chinh khi can thiét.

Co quan chuyén trach nghién ciru thanh 1ap bo phan chuy@n tim kiém nhiing bai
dang sai su that, xac pham nguoi khac, nhirng hinh anh phan cam,...gui téi nha cung
cap dich vu xuyén quéc gia, cic mang xa hoi ma ngudi dung dang tai va yéu cau go
bo.

Link tham khao: http://antoanthongtin.vn/chinh-sach---chien-luoc/nghi-dinh-
15nd-cp-che-tai-manh-cho-tin-gia-tin-vu-khong-106077
2. Hon 4000 tng dung Android dé 16 dir liéu ngudi dung do co sé dir liéu co sai

s6t cau hinh

Nha nghién ctru Bob Diachenko ctia Security Discovery da hop tac véi cong ty
cong nghé Comparitech dé tién hanh mot cudc diéu tra trén 15.735 Gng dung
Android, chiém khoang 18% tong sé ung dung trén cira hang Google Play.

Phia Comparitech cho biét “4,8% tng dung di dong c6 luu trir dit liéu ngudi
dung trén Google Firebase dd khong duoc bao mat dung cach. Ai cling co thé truy
cap vao co so dir liéu chira thong tin c& nhan cua ngudi dung, mé thong bao truy cap
va cac dit liéu khac ma khong can mat khau hoac bat ky phwong thirc xac thuc nao
khac”.

Pugc Google mua lai vao nam 2014, Firebase 1a mot nén tang phat trién tng
dung di dong pho bién, cung cap nhiéu cong cu dé gilp cac nha phat trién xay dung
ng dung, luu trir dir liéu va tép ang dung mot cach an toan, khac phyc sy ¢6 va tham
chi két ndi voi nguoi ding qua tin nhan caa tng dung.

Céc tng dung bi mac I18i chu yéu la cac tng dung Vé tro choi, gido duc, giai tri
va kinh doanh. Tong luogt cai dat caa cac tng dung trén 12 4,22 ty lan va “rat c6 thé
quyén riéng tu ctia ngudi dung Android d bi xam pham bai it nhat mot ¢ng dung”.

Vi Firebase 12 mot céng cu da nén tang nén cac nha nghién ctru ciing canh béo
rang nhitng cau hinh 13i ciing c¢6 kha ning anh huong dén iOS va céc ung dung trén
web.

Nhitng thong tin bi anh hudng trén 4.282 ing dung bao gom:

bia chi email: 7.000.000+

Tén nguoi dung: 4.400.000+

Mat khau: 1.000.000+

Sb dién thoai: 5.300.000+

Tén day di: 18.300.000+

Tin nhan trd chuyén: 6.800.000+

Dt liéu GPS: 6.200.000+
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bia chi IP: 156.000+

Dia chi theo tén duong phd: 560.000+

Diachenko nhan thay cac co s dit liéu st dung REST API cua Firebase dé truy
cap dit liéu dugce luu trit trén cac thuc thé khong dugc bao vé, chung duoc truy xuat
& dinh dang JSON, bing cach thém “/json” vao URL co so dir lieu (vi du:
https://~project_id~.firebaseio.com/.json).

Ngoai 155.066 urng dung cong khai co s& dir liéu, cac nha nghién ctru da tim
thiy 9.014 \rng dung cung cap quyeén ghi, cho phép ké tan cong chén dit liéu doc hai
va lam hu hong co sé dit lidu va tham chi phat tdn phan mém doc hai.

M6t van dé phuc nita 1 viéc 1ap chi muc cho cac URL co sé dit liéu cua Firebase
trén cac cong cu tim kiém nhu Bing s& dé 16 céc endpoints c6 chua 16i cho bat ky ai
trén Internet. Tim kiém trén Google ciing khong dua ra két qua.

Sau khi dugc théng b4o vé su viéc vao ngdy 22 thang 4, Google cho biét ho s&
lién hé véi cac nha phat trién bi anh hudng dé khac phuc cac véan dé.

Pay khong phai 12 1an dau tién Firebase bi ro ri thdng tin ca nhan. 2 nam trudc,
cac nha nghién ctu tir cdng ty bao mat di dong Appthority da tim thiy mot vu dé 16
dir liéu twong ty anh hudng dén 100 triéu hd so dir liéu.

DPé mot co so dir liéu ma cdng khai, khdng co bat ky phuong thirc X4c thuc nao
la mot 161 moi chao dén nhirng ké xau. Vi thé, cac nha phat trién ¢ng dung nén tuan
thu cac quy tic co sé dit liéu cua Firebase dé bao mat dit liéu va ngan chin viéc truy
cap trai phép.

Nguoi dung dugc khuyén khich chi st dung cac tng dung dang tin cay va than
trong vé thong tin duoc chia sé véi mot tng dung.

Khuyén nghi: Nguoi ding can tim hiéu ki truéc khi str dung cac ang dung trén
thiét bi di dong, tranh dé 16 cac thong tin nhay cam dé bao dam an toan théng tin.

Link tham khao: https://securitydaily.net/hon-4000-ung-dung-android-de-lo-
du-lieu-nguoi-dung-do-co-so-du-lieu-co-sai-sot-cau-hinh/

3. Patch Tuesday thang 5 ctia Microsoft va 111 16 héng

Khoéng c6 16 hong nao da bi cong khai hoic dang bi khai thac tai thoi diém phat
hanh.

Ngoai ban va cho bd nhé dém cua hé diéu hanh, trinh duyét, Office va
SharePoint, Microsoft cling phat hanh ban cap nhat cho .NET Framework, .NET
Core, Visual Studio, Power BI, Windows Defender va Microsoft Dynamics.

Lé héng néng cao dac quyén

Phan I6n ban va danh cho cac 15i leo thang dac quyén co mic d6 quan trong.
C6 tat ca 56 ban va 15i nay trong ban cap nhat thang nay, cha yéu danh cho
Windows. Ké tan cdng, c6 thé khai thac 16 hong sau khi truy cap vao hé thong dé
thuc thi ma trén hé thdng muc tiéu véi dic quyén leo thang.

Theo chuyén gian Narang cta cong ty Tenable, ba 16i sau ddy nhiéu kha ning
c6 thé bi khai thac: Hai 16 hong trong Win32k (CVE-2020-1054, CVE-2020-1143)
va mot 15 hong trong db hoa ciia Windows (CVE-2020-1135).
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Theo Microsoft, ca hai 16 hong trong Win32k bat nguon tur viéc driver (trinh
diéu khién) kernel-mode cua Windows khong xt 1y chinh x4c cac ddi tugng trong
bo nhd. Hacker khi khai thac thanh céng 16 hong c6 thé chay ma tly y trong kernel-
mode, tir d6 c6 thé cai dit cac chuong trinh, xem, thay ddi hoac xo6a dit liéu hoic
tao tai khoan méi véi quyén nguoi dung day di.

Dé khai thac 15 hong, trude tién ké tin céng phai dang nhap vao hé théng, sau
d6 chay mot tng dung dic biét dé khai thac 16 hong va kiém soat hé théng bi anh
huong.

Trong khi d6, 13i leo thang dic quyén cua d6 hoa Windows (trong phan 16n
Windows 10 va Windows Server) c6 thé bi hacker lgi dung dé nang cao dic quyén
trong tién trinh nham danh cép thong tin xac thuc hoic dix liéu nhay cam, tai xudng
phan mém doc hai hoic thuc thi ma doc.

Ngoai ra, ton tai mot 15i leo thang dac quyén nghiém trong trong Microsoft
Edge (CVE-2020-1056). Theo Microsoft, 16 hong bat ngudn tir viéc Edge khong
thue thi dung cac chinh sach tén mién chéo, c6 thé cho phép keé tan cong truy cap
thdng tin tir mot tén mién va inject thdng tin vao mot tén mién khac. Tuy nhién, tan
cong doi hoi phai co sy tuong tac cua nguoi dung, nhu ltra nguoi dung click vao
mot lién két dan dén trang web cua ké tan cong.

Theo kich ban tin cong, ké tin cng c6 thé luu trix (host) mot trang web duoc
st dung dé khai thac 16 hong an ninh. Ngoai ra, cac trang web bj tan cong va trang
web chap nhan hoic luu trix ndi dung do ngudi ding cung cap chira ndi dung dic
biét c6 thé khai théac 15 hong.

Céc bdn v& nghiém treng can xem xét

Céc 16 hong dang cha y khac bao gom hai 13i thyc thi ma tir xa (RCE) trong
Microsoft Color Management (CVE-2020-1117) va Windows Media Foundation
(CVE-2020-1126). Ca hai 16 hong déu co thé bi khai thac bang cach lira nguoi ding
m¢ file doc hai dinh kém email hoac truy cap trang web cé chira mé khai thac.

Theo chuyén gia Narang, khai thac thanh cong s& cho phép ké tan cong co
duogc cac quyén thao tac trén hé thong twong tu quyén nguoi ding hién tai. Néu
ngudi dung la quan tri, hacker c6 thé thyc hién nhiéu thao tac nhu cai dat chuong
trinh, tao tai khoan méi vai toan quyén ngudi dung va xem, thay d6i hoic xo6a dix
liéu.

Cac 16 hdng nghiém trong trong Chakra Core, Internet Explorer, EdgeHTML
va SharePoint ciling dugc cap nhat ban va. Trong d6 SharePoint ¢ bén 15i nghiém
trong, tiép tuc l1a san pham c6 nhiéu 15i nhat so véi thang trudc.

Hau hét cac 16 hong nghiém trong déu duoc xir ly bang cach cap nhat hé diéu
hanh va trinh duyét, nhung c6 bon 16 hong nghiém trong trong SharePoint va mot
trong Visual Studio, chuyén gia an ninh Todd Schell cua cong ty Ivanti cho biét.

Hai 15 hong CVE-2020-1023 va CVE-2020-1102 trén SharePoint I cac 15
hong RCE ¢6 muc d6 quan trong cho phép hacker truy cap hé théng va doc hosc
x0a ndi dung, thay ddi hoac chay truc tiép ma trén hé thong.
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biéu nay khdng chi cho phép ké tan cong truy cap nhanh chdng va dé dang
vao cac dit liéu quan trong nhat duoc luu trix trong may chit SQL ciia mot to chirc
ma con 1a nén tang dé thuc hién cac cudc tan cong mai vao céc thiét bi khac trong
moi trudng cua to chire do.

Mt 16 hong khac CVE-202-1024 trong SharePoint cho phép ké tan cong thuc
thi ma tay y tr nhom ng dung SharePoint va tai khoan may cha SharePoint, c6 kha
ning anh hudng dén tat ca nguoi dung két ndi va sir dung nén tang.

Néu hacker c6 thé truy cap vao thanh phan quan trong nay, thao tac di chuyén
bén trong cac hé thong file duoc két ndi s& kho kiém soat. Vi sb ngudi sir dung
Microsoft SharePoint dé lam viéc tir xa dang ting 1én, can nhanh chéng va 16 hong
nghiém trong nay dé dam bao truy cap vao mang va di liéu cua cong ty.

Déi véi Visual Studio, nhitg ngudi ding cua Studio Code Python Extension
can luu y dén hai ban va dugc phat hanh trong thang nay. Ca hai déu 1a 16 hong
RCE. L& hong CVE-2020-1192 dugc danh gia 1a nghiém trong trong khi 16i CVE-
2020-1171 con lai & mirc do quan trong. Theo chuyén gia Childs, khéng c6 dau
hiéu nao cho thay 13i nay nghiém trong hon 15i kia va ngudi ding nén xem ca hai 12
nghiém trong.

Céc 161 khéc can chiy

Quan tri vién ciing nén cha y dén mot sé 16 hong khac, nhu hai 16 hong
VBScript (CVE-2020-1060 va CVE-2020-1058).

Ca hai 16 hong c6 thé cho phép ké tan cong co dugc quyén gidong nhu ngudi
dung hién tai.

Theo 6ng Chris Hass, giam d¢ nghién ciu va bao mat thdng tin caa cong ty
Automox dui ca hai 16 hdng CVE-2020-1058 va CVE-2020-1060 déu khong duoc
danh gia 1a nghiém trong, rat co thé s& bi hacker khai thac trén thyc té. Ca hai 15
hong déu anh huong dén VBScript va cach thirc cong cu kich ban nay xu 1y cac dbi
twong trong bo nhé. Do tinh linh hoat cua VBScript trong Windows, ¢6 rat nhiéu
phuong thirc tan cong cd thé bi hacker loi dung dé khai thac.

Vi du, ké tn cong co thé luu trir mot trang web doc hai véi payload dac biét
dé khai thac bat ky ngudi dung nao truy cap trang bang Internet Explorer, inject ma
vao trang web bi xam nhap hoac tham chi khai chay mét chién dich quang cao doc
hai dé phuc vu payload théng qua cac quang cao doc hai trén cac trang web pho
bién.

Ngoai ra, con c6 mét 16 hong tir chdi dich vu (CVE-2020-1118) trong
Microsoft Windows Transport Layer Security. L hong cho phép ké tan cong tir xa
khoi dong lai dé tin cong tir chdi dich vu.

Phan tich vé 16 hong an ninh cua con tré NULL trong qua trinh thuc thi
Windows cua giao thuc Diffie-Hellman, chuyén gia Childs cho biét ké tan cong co
thé khai thac 16 hong nay bang cach gui tin nhan Client Key Exchange doc hai
trong quéa trinh handshake TLS. L5 hong anh hudng dén ca may khéch va may chu
TLS, do d6, ké tan cdng c6 thé 1am sap bat ky hé théng nao.
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Chuyén gia Melick cling cho biét 16i nghiém trong trong Visual Studio Code,
bat nguon tir cach thic tién ich mé rong Python tai cai dat tir file ghi chép, nén la
wu tién hang dau, vi day 1a mot trong nhitng cong cu moi truong phéd bién nhat danh
cho nha phat trién.

Pay 14 cong cu chiém hon 50% thi phan céc cdng cu danh cho nha phét trién,
hacker c6 rat nhidu myc tiéu tiém ning va néu thanh cdng, s& c6 kha nang kiém soat
may nan nhan nhu ngudi dung hién tai. Theo chuyén gia Melick, mét khi gianh
dugc quyén truy cap, hacker c6 thé danh cip thong tin quan trong nhu ma ngudn,
chén ma doc hoic cai backdoor vao cac du &n hién tai va cai dat, sira d6i hoac xéa
dir liéu. Do tam quan trong va tinh phd bién cua Visual Studio Code, cac t6 chirc
can cap nhat ban va nay trong vong 24 gid trudce khi 16 hdng c6 thé bi khai thac.

Pay 14 thang thir 3 lién tiép Microsoft phéat hanh ban va cho hon 110 18 hong.

Khuyén nghi: Ngudi quan tri va nguoi ding can cap nhat ban va méi nhat cua
cac san pham néu trén dé dam bao an toan thdng tin.

Link tham khao: https://whitehat.vn/threads/patch-tuesday-thang-5-cua-
microsoft-va-111-lo-hong.13603/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 16i quéc té M6 ta ngin Ghi chu
dich vu
1 [Cisco CVE 2020 3318  [Nhom 35 16 hong trén thiét bi | Da co
CVE 2020 3313 cua Cis,co (FMC,, IMC,..) cho | théng tin
CVE 2020 3329 phép doi tugng tan cong thu | yac nhan va
thap thong tin, chen va thuc thi ban vé'
ma tuy y, tan cbng gia mao '
(XSS), tan cbng tir chéi dich
vu.
2 |Linux CVE 2020 12659  [Nhom 15 16 hong trong hé diéul Ba c6
CVE 2020 12654 |hanh Lipux (Linu>g kernel) chol thong tin
CVE 2020 12653  phep doi tugng tan cong thuly4e nhan va
thap théng tin, tan céng tur choi ban vé.
dich vu
3  IBM CVE 2020 7645  [Nhom 09 16 hong trong cac | Da c6
CVE 20204429  san pham cua IBM (Data Risk | thang tin
CVE 2020 4427 Manager, ...) cho phép doi x4c Nhan va
tugng tan cong thu thap thdng ban vé.
tin, chén va thuc thi ma, tan
cong XSS.
01 16 hong co diém CVSS:
10.0 (dac biét nghiém trong).
4 Wordpress [CVE-2020-12104 |Nhom 05 16 hong trong phan | Da c6
CVE-2020-11727 mém Wordpress (WTI Like  |thong tin
CVE-2020-8799  Post plugin, Wp- advanced- | y4c nhan va
search plugin, ...) cho phép ban vé‘
doi tugng tan cong tan cong
gia mao XSS, tan céng SQL
injection.
5  [Tp-link CVE-2020-12475 |Nhom 05 156 hong trong cac | Pa co
CVE-2020-12110  thiét bi Tp-link (NC260, TL- |thong tin
CVE-2020-12109 \WAB8S55RE, NC450, ...) cho |y4c nhanva
phép doi tuong tan cong chen ban vé.
va thuc thi ma tir xa.
6  [Netgear CVE-2017-18867 |[Nhém 04 15 hong trong cac | P co
CVE-2017-18864  thiét bi cua Netgear (D6100, |thong tin
CVE-2017-18866 [D7800, R7100LG,...) cho |y4c nhan va
phép doi tugng tan cbng tan ban vé'
cong gia mao XSS.
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7  |Apache CVE-2020-1961  [Nhom 03 16 hong trong mdt s6| i c6
CVE-2020-1959  thanh phan caa Apache thong tin
CVE-2019-17557 |(Apache Syncope phién ban | ya- nhan va
truéc 2.0.15 va tru§ ¢ 2.1.6) | e
cho phép doi tugng tan cong
chen va thuc thi ma tu xa.
8  [Google CVE-2020-7645  [Nhém 03 15 hdng trong phan | D co
CVE-2020-8896  mém cua Google (Google thong tin
CVE-2018-21233 Chromg, TensorElow,. ..)cho | vac nhan va
phép do6i tugng tan cdng cheén ban vé'

va thuc thi ma tu xa.

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Vit Nam

STT | Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

ydbnsrt.me

tttta.sssaaaas.io

cityofangelsmagazine.com

track.sayggggames.io

O 00| Nl o O | W N B

Xjpakmdcfuge.in

[EEN
o

xjpakmdcfuge.ru

3. Céc can bo ky thuat ddu mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xt ly cac truy nhap toi cac tén mién doc hai tai bang 2.



https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-7645
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-8896
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-21233

