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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Hacker tiét 16 4 ma khai thac méi ctia Microsoft

Chua day 24 gid sau khi cong khai 16 hong 0-day chwa dugc va trong Windows
10, tin tic "SandboxEscaper" da tiét 16 ma khai thac mai cho hai 15 hdng 0-day chwa
duoc va khac caa Microsoft.

Hai 16 hong 0-day méi anh huong dén dich vu Bao cdo Ldi Windows cua
Microsoft va Internet Explorer 11.

L& hong AngryPolarBearBug2

Mot trong nhitng 15 hdng 0-day méi nhat cua Microsoft nam trong dich vu Bao
cao L3i (Windows Error Reporting) cua Windows c6 thé bi khai thac thong qua danh
sach kiém soét truy cap tiy y (DACL). Pay 1a mot co ché xac dinh nguoi ding va
cac nhom duoc phan quyén hoic khong dugc phan quyén truy cap vao mot dbi tuong
an toan.

Khi khai thac thanh cdng, ké tin cong c6 thé x6a hoac chinh stra bat ky file
Windows nao, bao gom céc file thuc thi hé théng.

L5 hong duoc dit tén 14 AngryPolarBearBug?2, 1a 15i ké thura tir 16 hong dich vy
B4o c4o Ldi Windows dugc chinh hacker SandboxEscape phat hién vao cudi nam
ngodi, c6 t&n AngryPolarBearBug. L& hong nay cho phép ké tan cong noi bd, khdng
dugc phan quyén co thé ghi dé 1én bat ky file nao trén hé thong.

Tuy nhién, theo hacker SandboxEscaper, 16 hong nay khéng dé khai thac va "cé
thé mat toi 15 phat dé trién khai viéc khai thac"

L hong vugt qua co ché bao vé Sandbox trén Internet Explorer 11

L& hong 0-day thir hai duoc SandboxEscaper tiét 16 anh huong dén trinh duyét
web cua Microsoft, Internet Explorer 11 (IE11).

Mic d théng bao ma khai thac khdng néu bat ky chi tiét nao vé 16 hong nay,
mot video minh hoa do hacker nay dang tai cho thay 16i bat ngudn tir viéc trinh duyét
Internet Explorer 11 ton tai 15 hong xtr Iy file DLL chira ma doc.

K¢ tan cong cd thé khai thac 15 hong nay dé vuot qua co ché bao vé sand box
cua IE va thuc thi ma thy y véi quyén Medium.

Mic du déu la 16 hong 0-day chua duoc va, nhung day 1a cac 16i khéng nghiém
trong. Ngudi ding c6 thé chd doi cac ban cap nhat an ninh vao ngay 11/6 téi tir
Microsoft.

Cap nhat quan trong —Thém hai 15 hong 0-day méi duoc cong b

Chuyén gia an ninh Gal De Leon tir cong ty Palo Alto Networks cho biét
AngryPolarBearBug2 khong phai la 16 hong 0-day. Thuc té 16 hong nay da duoc
Microsoft va vao thang 5/2019 trong ban cap nhat Patch Tuesday.

Tuy nhién, SandboxEscaper vira cong khai ma khai thac PoC cho 2 16 hong
zero-day moi chua duoc va trong Microsoft Windows, nang con sé 16 hong 0-day
duoc tiét 16 18n 4 15 hdng.
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Ma khai thac dau tién vuot qua ban va Microsoft phat hanh cho 16 hong leo

thang dac quyén CVE-2019-0841 trong Windows. L3 hong CVE-2019-0841 bat
ngudn tir dich vu AppX Deployment (AppXSVC) xtt Iy khong dung céac hard link.

Mét cong b khac dugc SandboxEscaper ghi tén trén GitHub 1a "Vuot qua Trinh
cai dat"

Mic du hacker da dang tai video minh hoa cho viéc khai thac ca hai 15 héng
mai, cac nha nghién ctru an ninh van chua xac nhan cac tuyén bo trén.

Céc chuyén gia an ninh mang caa Bkav khuyén céo: “Khai thac thanh cong 15
hong bang ma khai thac PoC do SandboxEscaper cung cap cho phép ké tan cong leo
thang dic quyén quan tri hé théng, tir d6 chiém quyén kiém soéat hoan toan thiét bi.
Do vay, cac hé thng server dich vu Windows 1a ddi twong bi anh huéng nang né
nhat. Bé ¢am bao an toan cho hé thdng, cac quan tri vién can theo ddi va cap nhat
cac ban va mai nhat tir Microsoft cang sém cang tot”.

Khuyén nghi:

Phong ATTT khuyén nghi: Quan tri vién va ngudi ding can cap nhat ngay cac
ban v&4 méi nhat tir Microsoft dé dam bao an toan thang tin.

Link tham khao: https://whitehat.vn/threads/cap-nhat-hacker-tiet-l10-4-ma-khai-
thac-moi-cua-microsoft.12295/

2. Cac smart Wi-Fi router Linksys bi phat hién chira 16 hong ro ri thong tin caa
cac thiét bj dwoc két ndi

Hon 25.000 thiét bi smart Wi-Fi router (b6 dinh tuyén Wi-Fi théng minh) mang
nhan hiéu ndi tiéng Linksys duogc cho 1a dang bi anh hudng boi mot 16 hong bao mat
nghiém trong, qua d6 tiét 16 thong tin ciing nhu cho phép cac truy cap tir xa va khong
dugc xac thyc tiép can dugc véi mot loat dix liu nhay cam vé cac thiét bi dugc két
ndi.

Van dé nay nhin chung rat gibng véi su ¢b bao mat phan mém Linksys SMART
WiFi da ting xuat hién tir nam 2014, dugc theo ddi véi ma dinh danh CVE-2014-
8244, cho phép "ké tan cdng tir xa lay cap thdng tin nhay cam hoac sira doi dir liéu
thong qua cac hoat dong JINAP trong yéu cau INAP/HTTP".

Tuy nhién, theo bao c&o ciia d6i ngii cac nha nghién ciru bao mat tai tir to chirc
Bad Packet do chuyén gia phap y may tinh Troy Mursch dtmg dau, thi mac du duoc
cho la da duoc va thanh cong tir khoang 5 nam trude, nhung hé qua ma CVE-2014-
8244 dé lai thi van con do, va anh huong truc tiép dén céc thiét bi cua Linksys nhu
vira néu trén. Pang trach hon, phia Linksys ciing khong hé dua ra bat ctir khuyén nghi
bao mat cho nguoi dung hay bat ky dong thai va 16i nao. Té hon, nhém bao mat
Linksys di gin thé cho bai béo céo 16 hong cua Troy Mursch 1a "Not
applicable/Won’t fix" va dong chu dé.

Tro lai vai béo céo cua Troy Mursch. Ong va cac cong su da phat hién ra c6 dén
25.617 san pham smart Wi-Fi router caa Linksys chira dung 16 hdng khién ching d&
bi ton thuong trudc cac vu tan cong bao mat, dong thai ¢d thé phoi bay hang loat
thong tin nhay cam cua céc thiét bi duoc két ndi nhur:
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- bia chi MAC cuaa moi thiét bi da tirng két néi vai nd (ban ghi lich sir day du
cua tat ca cac thiét bi da ting két ndi cha khéng chi céc thiét bi dang hoat dong).

- Tén thiét bi (chang han nhu “QUANTRIMANG-PC” hay “My MacBook
Pro”).

- Hé diéu hanh ma thiét bi dang sir dung (chang han nhu Windows 7, Windows
10 hoac Android...).

- Céc thdng sb thiét 1ap mang WAN, trang thai tudng lira, cac cai dat cap nhat
chuong trinh co s¢ va cai dat DDNS.

- Siéu dit liéu bd sung duoc ghi lai nhu loai thiét bi, sé model va mé ta chi tiét
vé thiét bj do.

Nghiém trong hon, nhitng thdng tin nhay cam bj ro ri ¢ thé dugc truy cap dé
dang bang cach mo giao dién dang nhap cua bo dinh tuyén Linksys Smart Wi-Fi c6
chtra 16 hdng bao mat nay trong trinh duyét web, va sau d6 chi cin nhap vao céc yéu
cau JNAP & thanh bén tréi.

Bén canh d6, Troy Mursch ciing d tuyén bd trong béo céo cua minh rang "I
hdng nay c6 thé cho phép tiét 16 thdng tin nhay cam ma khong can xac thuc va co thé
bi khai thac bai mot ke tan cong nghiép du, c6 it kién thuc ki thuat".

Nhom nghién ctu da tim thdy céc router smart Wi-Fi cua Linksys d& bi ton
thuong dang dugc sir dung ¢ 146 qudc gia, trén hé théng mang cua 1.998 nha cung
cap dich vy internet, véi 11.834 trong s d6 duoc phat hién ¢ Hoa Ky, 4.942 ¢ Chile,
2.068 ¢ Singapore va 1.215 ¢ Canada.

Déi véi cac qudc gia con lai, sé lwong router smart Wi-Fi Linksys d& bi ton
thwong hién co thé truy cap duoc tir internet khdng qua nhiéu, da phan & muic dudi
500 thiét bi, bao gdm: 462 & Hong Kong, 440 & Cac Tiéu vuong quoc A Rap Thdng
nhat, 280 & Qatar, 255 Nga, 225 & Nicaragua va 203 ¢ Ha Lan. 3.723 thiét bj khac
nam rai rac ¢ nhiing qudc gia con lai voi sb luong khong dang ké.

Ngoai ra, nhom cta Troy Mursch ciing da phat hién ra hang ngan smart Wi-Fi
router khac cua Linksys dang sir dung mat khau quan tri mac dinh va hoan toan co
thé dé dang bi nhiing ké tan cong tiém ning truy cap trai phép ciing nhu chiém quyeén
sur dung ngay lap tac.

Khi mot tén toi pham mang c6 quyén kiém soat mot trong s6 cac router nay,
chiing sé& 6 thé thuc hién dugc nhitng hanh vi nguy hiém nhu sau:

- L4y cap mat khau SSID va Wi-Fi dudi dang vian ban géc.

- Thay doi cai dat DNS nham sir dung may chiu DNS gia mao dé qua d6 chiém
quyén diéu khién luu lwong truy cap web.

- Mé cac cong trong tuong lira cia router dé nham muc tiéu truc tiép dén céac
thiét bi nam phia sau router d6 (vi du: 3389/tcp for Windows RDP).

- Str dung UPnP dé chuyén hudng luu lugng di dén thiét bi cua ké tin cong.

- Tao tai khoan OpenVPN (cac model dugc hd tro) dé dinh tuyén luu lugng doc
hai thdng qua céc router bi chiém doat.
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- VO hiéu hoa ket noi internet cua router hodc stra doi cac ché do cai dat khac
véi muc dich pha hoai.

Tuy nhién, 6ng Troy Mursch ciing cho biét mac du nhimg dong théi cua doi ngi
bao mat Linksys cho thay ring ¢ thoi diém hién tai ho dang ¢ gang né tranh trudc
yéu cau khac phuc 16 hong bao mat cuc ky nguy hiém trén cac san pham ctaa minh,
thé nhung cong ty "hién di bat tinh ning cap nhat firmware tu dong". Diéu nay c6
nghia la Linksys khong sém thi muon ciing s& va 16 hong nay trong twong lai. Nhiing
thiét bi nam trong danh sach cd chira 16 hong s& nhan duogc ban cap nhat bao mat
cling nhu dugc dat dudi cac quy trinh bao vé tu dong. Su im lang cua Linksys o thoi
diém hién tai cd 1& 1a do cbng ty van chua thé tim ra phwong phap ¢ng phd téi vu
nhat cho 15 hong nay.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can cap nhat firmware méi nhat dé
dam bao an toan théng tin, khdng bat cac tinh nang quan tri Smart Wifi Router qua
internet.

Link tham khao: https://quantrimang.com/router-linksys-chua-lo-hong-ro-ri-
thong-tin-163696

3. Xu hwéng tan cong DDoS blng phat tré lai

Két thic quy 1/2019, s6 vu tan cong tir chdi dich vu (DDoS) ting 84% so voi
quy 4/2018. Sé cudc tan cong kéo dai hon mét gio ciing thoi gian trung binh cho mai
CudC tin cong ciing da ting vuot bac.

Thong tin ndi trén duoc chia sé thong qua so liéu tir bao cdo Kaspersky Lab’s
DDoS, cho thay ky thuat tin céng DDoS d cai thién dang ké, ddng thoi céc tin tac
cling tap trung kéo dai thoi gian cho mdi cudc tin cong hon.

Nam ngoai, s6 vu tin cong DDoS lién tuc giam, va cac chuyén gia caa hang bao
mat Kaspersky Lab cho rang toi pham mang thay vi kiém loi tir cac cudc tan cong
DDoS thi di chuyén su chd y sang nhitng loai tin cong khac (nhu khai thac tién dién
tir).

Tuy nhién, két thic quy 1/2019, s6 liéu cho thay sé luong cac cudc tan cong
DDoS bi phat hién bdi Kaspersky DDoS Protection da tang 84% so véi quy 4/2018,
nghia |4 tin tic van dang dat nhiéu chi y vao nhiing cudc tan cong nay. Dac biét khi
thi truong cho thué DDoS (DDoS-for-Hire websites) vira xuat hién, s lugng cac
cudc tan cong DDoS ciing d3 ting theo cap s6 nhan.

Pang chu ¥, ¢6 cac cudc tan cong DDoS kéo dai hon mét gio. Nhitng cudc tan
cong nay ting gap do6i vé sd lugng, va thoi luong trung binh ciing ting 487%. Cac
chuyén gia tir Kaspersky Lab cho rang tin tic dang phat trién k§ thuat tan cong va
hién c6 thé thuc hién cac cudc tin cong dai hon véi co ché phic tap hon.

Kaspersky Lab khuyén nghi cac té chtic nén thyc hién nhitng budc sau dé bao
vé doanh nghiép khai cac cudc tin cong DDoS:

- Pam bao rang tai nguyén web va céng nghé thdng tin trong t6 chirc ¢ kha
nang tng pho tét khi luu lwong truy cap ting cao.
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- Str dung cac giai phap chuyén nghiép nhu Kaspersky DDoS Protection dé bao
vé to chirc chdng lai cac cudc tan cong. Nhiing giai phap nay c6 kha nang chdng lai
tat ca cac loai tin cong DDoS bat ké d6 phuc tap, sic manh hoic thoi lugng cua
chung.
Khuyén nghi:
Phong ATTT khuyén nghi: Quan tri vién can lién tuc giam séat bat thuong
trong hé théng dé kip thoi xir Iy dam bao an toan cho hé thong.
Link tham khao: https://thanhnien.vn/cong-nghe/xu-huong-tan-cong-ddos-
bung-phat-tro-lai-1084712.html
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 16i québc té M ta ngin Ghi chu
dich vu
1 |IBM CVE-2018-1990 Nhom 06 15 hong trén mot sb san| Da co thong
CVE-2019-4204 pham, tng dung cua IBM (API | tin xac nhan
CVE-2019-4259 Connect, DB2 Linux/ Windows, |y pan va
CVE-2019-4119 Rational Engineering Lifecycle
CVE-2018-1975 Manage, IBM SDK, WebSphere
CVE-2019-4279 Application Server...) cho phép
dbi tugng tan cong thyc hién thu
thap thong tin, khai thac cac 15i
tran bo dém dé chen va thyc thi
ma Iénh, tan cong leo thang.
2  |Cisco CVE-2019-1649 Nhom 56 16 hong trong mot sé6 | Da c6 théng
CVE-2019-1862 san pham cua Apache (JMeter, | tin xac nhan
CVE-2019-1727 Solr, Qpid Broker-J, Apache va ban Va
CVE-2019-1728 ..... [Traffic Server) cho phép doi
tuong tin cong thyuc hién thu
thap théng tin, chen va thuc thi
ma Iénh trong pham vi cta trng
dung.
3 Linux CVE-2018-7191 Nhom 04 16 hong dwa trén mot | Da c6 thdng
CVE-2019-11833 s san pham cua Mozilla tin x&c nhan
CVE-2019-11884 (Thunderbird...) cho phép ke tan va ban Va.
CVE-2019-11085 coéng co quyen truy cap va thuc
thi vao hé théng qua nhiéu giao
thirc khéc nhau gay ra thiéu di
liéu.
4 Microsoft [CVE-2017-18279  |Nhom 15 81 hdng trén mot sb san| Ba cé thdng
CVE-2017-18156  pham cua Microsoft (edge, tin x&c nhan
CVE-2017-18157 Office, Windows 10, chakracore |3 pan va.
CVE-2017-18274 .) cho phep ke tan cong truy cap
...... tir xa, chiém quyén diéu khién,
thuc thi ma doc.

2. Danh sach IP/tén mién doc hai cé nhiéu két ndi tir Vit Nam

STT | Tén mién/IP

1 disorderstatus.ru
2 differentia.ru

3 atomictrivia.ru
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3. Céc can bo ky thuat dau méi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.
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