Phong ATTT Tuan 23/2019

BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. 50000 may chii MS-SQL va PHPMYADMIN bi lay nhiém ma d§c Rootkit

Céc nha nghién ctu an ninh mang tai Guardicore Labs hom nay da cong bd mot
bo céo chi tiét vé chién dich tin cédng ma hoa cac may chu Windows MS-SQL va
PHPMyAdmin trén toan thé gioi.

Chién dich nay duoc goi véi cai tén NanshOu, cudc tin cdng bang ma doc nay
duoc cho 1a do nhdm hacker APT-style dén tir Trung Quéc thuc hién. 50000 may chi
da 1ay nhiém va bi cai dit vao nhan Kernel mot loai ma doc rootkit

Chién dich bt dau vao 26 thang 2. Nhung dén thang 4 mai phat hién ban dau
tién. Cung vai do 1a khoang 20 phién ban khac nhau ctia ma doc nay duoc luu trix
trén cac may chu cung cap dich vu luu trix

Tan cong Brute-forcing nay co thé truy cap cong khai vao cac may cha MS-
SQL, PHPMyAdmin bang 1 trinh quét cong don gian.

Sau khi chiém quyén quan tri, attacker s& thuc thi mot chudi cac cau lénh MS-
SQL trén hé thong va tai vé ma doc tir may cha luu trit tir xa va chay né véi cac dic
quyén cao nhat cua hé thong.

Sau khi tham nhap hé thng, tan dung 15 hong leo thang dic quyén CVE-2014-
4113 dé c6 dugc cac dic quyén cao nhat caa hé thong.

“Sir dung dic quyén Windows ndy s& cai dit ma doc vao quy trinh Winlogon.
Mai doc s& tao thanh 1 quy trinh mai ké thira cac dac quyén cua hé thdng Winlogon,
cung cép cac dic quyén twong duong”

Cong PAYLOAD sau d6 cai dat mot ma doc khai thac tién dién tir trén cac may
chu bi xam nhap dé khai thac tién dién ti TurtleCoin

Bén canh d6, ma doc ciing ty bao vé qua trinh caa nd khoi bi cham dut bang
cach str dung rootkit ché do nhan, dugc ki dién tir dé duy tri - “chung t6i tim thay
trong trinh diéu khién c6 ching chi duoc cip boi cong ty cong nghé Hang Chau
Hootian”

Céc nha nghién ctu ciing da cung cap 1 danh sach day du céc tap lénh dya trén
PowerShell mién phi ma nho vao d6 cac quan tri vién cd thé sir dung dé kiém tra xem
hé théng caa minh ¢d bi nhiém ma doc nay ko.

Vi cudc tan cong loi dung co ché mat khau yéu cia MS-SQL va PHPMyAdmin
nén c4c quan tri vién duoc khuyén céo nang cao do manh va su phuc tap cho mat
khau cua ho.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi quan tri can dé cao canh giac, dat mat khau
manh va d6i mat khau theo dinh ky dé dam bao an toan théng tin. Kiém tra cé4c tap
lénh PowerShell dé kiém tra viéc lay nhiém.

Link tham khao: https://securitybox.vn/7805/50000-may-chu-ms-sgl-va-
phpmyadmin-bi-lay-nhiem-ma-doc-rootkit/
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2. Windows ton tai loi cho phép vwot qua man hinh khoa trong cac phién
Remote Desktop

Chi tiét vé 16 héng méi chua dugc va trong Microsoft Windows Remote
Desktop Protocol (RDP) vira dugc cong bb. L5 hong ndy, CVE-2019-9510, c6 thé
cho phép keé tan cong phia may khach vuot qua man hinh khoa trong cac phién remote
desktop (RD).

Pugc phat hién bsi Joe Tammariello cia Pai hoc Carnegie Mellon (SEI), 15
hong ton tai khi tinh ning Microsoft Windows Remote Desktop yéu cau may khach
xé4c thuc bang Network Level Authentication (NLA), mot tinh ning ma gan day
Microsoft dé xuat dé chéng lai 16 hong BlueKeep RDP.

Theo Will Dormann, mot nha phan tich 15 héng tai CERT/CC, néu mot su ¢b
mang kich hoat ngat két ndi RDP tam thoi trong khi may khach da dwgc két néi véi
may chii nhung man hinh ding nhap bi khoa, thi “khi két ndi lai, phién RDP s& khoi
phuc trang thai mo khoa, bat ké hé thong tir xa nhu thé nao”.

CERT md ta kich ban tan cong nhu sau:

« Nguoi dung muc tiéu két ndi véi hé thong Windows 10 hoac Server 2019
thong qua RDS.

« Nguoi dung khoa phién 1am viéc tir xa va khong cha y dén thiét bi nira.

« Tai thoi diém ndy, ké tan cong c6 quyén truy cap vao thiét bi may khach c6
thé lam gian doan két ndi mang va c6 quyén truy cap vao hé théng tir xa ma khong
can bat ky thong tin xac thuc.

Piéu nay c6 nghia 1a viéc khai théc rat don gian, vi ké tn cong chi can lam gian
doan két ndi mang cuaa hé théng muc tiéu.

Tuy nhién, vi ké tan cdng can co truy cap vat ly vao mot hé thong muc tiéu nhu
vay (tic 12, mot phién hoat dong vai man hinh bi khéa), ban than kich ban han ché
kha ning tan céng & muc do 16n hon.

Tammariello da thong bao cho Microsoft vé 15 hong nay vao ngay 19 thang 4,
nhung duoc phan hdi rang “hanh vi khong dap wng tiéu chi vé an ninh ciia Microsoft”,
c6 nghia 1a ga khong 16 cong nghé khong cé ké hoach khic phuc su cb.

Tuy nhién, nguoi ding cé thé ty bao vé minh trudc kha niang bi khai thac qua
156 hong nay bang cach khoa hé théng cuc bo thay vi hé théng tir xa va ngat két ndi
cac phién remote desktop thay vi chi khda chung.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding va quan tri vién can tat chirc nang
Remote Desktop trén cac hé diéu hanh dé dam bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/windows-ton-tai-loi-cho-phep-
vuot-qua-man-hinh-khoa-trong-cac-phien-remote-desktop.12333/
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3. Canh béao viéc dat mat khau “coé ciing nhw khong” cta dién thoai

DU ban ¢ tin hay khong, "1234" va "0000" la 2 trong sb nhiing mat khau dién
thoai "té hai" nhat ma moi nguoi dung dé bao vé cho thiét bi caa minh.

Chuyén gia an ninh mang Tarah Wheeler gan day da chia sé 1 danh séch nhiing
ma PIN phé bién nhat dugc nguoi dung dién thoai di dong sir dung duya trén dir liu
ma Hoc vién SANS - mot trong nhirng t chirc bao mat 16n nhat thé gidi.

Pay la cac mat khau dé bi tin céng nhat. Va néu mat khau thiét bi caa ban nam
trong s nay, hay thay d6i ngay 1ap tuc.

Theo Wheeler, c6 dén 26% cac dién thoai di dong bi bé khda véi cac mat khau
loai nday. Nhu vay, ci 4 nguoi dung thi s& co 1 ngudi dé dang bi bi hacker bé khoa
thiét bi:

1234

1111

0000

1212

7777

1004

2000

4444

2222

6969

9999

3333

5555

6666

1122

1313

8888

4321

2001

1010

Tt hon hét ban nén doi sang s dung mat khau 6 sé thay vi chi 4 s6 hoac cac
phuong thirc bao mat sinh trac hoc nhu Face ID hodc Touch ID sé& an toan hon.

Céach d6i mat khau trén thiét bi di dong

Thiét bj dung hé diéu hanh iOS:

Vao Settings (Cai dat), réi vao mot trong sé cac tiy chon sau, tly theo model
thiét bi: Face ID & Passcode, Touch ID & Passcode, hoic Passcode. B4t ché do
Passcode On hoic Change Passcode. Ché do mat khau 6 sb dai hon 4 sb s& an toan
hon.

Thiét bi dung hé diéu hanh Android:
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Mo Settings (Cai dat) trén thict bi, nhan vao muc Security & location, Security
(Bao mat) hodac Man hinh khoa hay Sinh triac hoc va Bao mat. Tai day ban cd thé

chon céc hinh thirc bao mat khac nhau.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding dién thoai can dit mat khau manh dé
dam bao an toan théng tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/top-20-mat-
khau-co-cung-nhu-khong-so-xem-ban-co-nam-trong-so-nay-538910.html
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 15i quéc té M6 ta ngan Ghi chu
dich vu
1  Synacor  |CVE-2015-7609  [Nhém 11 156 hong dy trén mot | Da c6 thong
CVE-2018-14013  |s6 san pham cua Synacor tin xac nhan
CVE-2018-14425  (ZxChat, Zimbra, ..) cho phép |3 pan va
CVE-2018-15131  ké tan cong lay théng tin tur cac
tai khoan théng qua 15 hong
XML
2 [IBM CVE-2019-4139  [Nhom 04 15 hong dya trén mot | Ba cd thdng
CVE-2019-4184 56 san pham ciia IBM (APM | tin xac nhan
CVE-2019-4138 API Connect, QRadar SIEM, | \/3 pan va
CVE-2019-4137 ......Cognos Analytics,... ) cho
phép ké tan cong nhing cac
doan ma JavaScript dé lay
thong tin, giai m& (do st dung
giai thuat ma hoa yéu), thu thap
thdng tin nhay cam.
3  Qualcomm [CVE-2019-5930 Nhom 31 16 hong dua trén mot | Ba co thong
CVE-2019-5931 56 san pham ciia Qualcomm | tin xac nhan
CVE-2019-5933  [c6 phép ké tn cong truy ¢ap |4 pan va.
CVE-2019-5934 trai phép vao hé thong gay tran
........ bo deém, 16i truy cap.
4 |Linux CVE-2019-12454  Nhom 09 16 hong trén nhan caa | Ba c6 thong
CVE-2019-12456  [Linux cho phép ddi tuong tn | tin xac nhan
CVE-2019-12378  (cong thyc hién tan cdng tir choi |\,3 pan va.
...... dich vu
5  |Abobe CVE-2019-7018  [Nhom 78 16 hong trén motsé | A cd thdng
CVE-2019-7019  san pham cta Adobe (bridge, |tin x4c nhan
CVE-2019-7020 flash Player, Acrobat) cho phép | /3 pan va.
CVE-2019-7025 khai thac 16i tran bo dém, lo
hong trong viéc truyén tai
duong dan hay xu ly siéu lién
két khdng an toan.
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2. Danh sach IP/tén mién ddc hai c¢6 nhiéu két noi tir Viét Nam

STT | Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

5fuvzbpe.ru

Xjpakmdcfuge.com

Ojuwrg36.ru

kukutrustnet777.info

O 0O N o O | W N| B~

plpanaifheaighai.com

10 iri914a7.ru

3. Céc can bo ky thuat dau méi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.
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