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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Canh bao nhém tan cong mang Platinum quay tré lai

Theo Kaspersky, chién dich kéo dai gan 6 nam va co6 méi lién hé véi cac cudc
tan cdng gan day duoc phét hién trong khu vuc. Dua vao nhitng cong cu va phuong
phap sir dung, Kaspersky tin Platinum - mét nhém hacker nhimg tuéng da nging
hoat dong - 1a nhom diing sau cac cudc tan cong. Dé che gidu hoat dong trong mot
thoi gian dai, Platinum da ma hoa thong tin cia minh bang céch str dung k§ thuat an
mi (steganography) dé che giau théng tin muédn truyén tai.

Ky thuat an ma 12 phuong thirc truyén tai thong diép mot cach bi mat, sao cho
ngoai trir nguoi gui va ngudi nhan thi khong ai biét dén su ton tai cua thong diép.
Céch thuc nay khac voi mat md & chd mat ma chi dung dé che gidu dit liéu. Bang
cach sir dung ki thuat an ma, cac nhém hacker cé thé khién hé thong bi nhidm méa
doc trong mot thoi gian dai ma khdng hé bi nghi ngo.

Pay 1a phuong thirc duoc sir dung boi nhém Platinum, mot nhoém hacker chéng
lai chinh phi1 va cac t6 chic lién quan & khu viec Nam A va Pong Nam A - véi hoat
dong cudi cung duoc biét dén cua ching dién ra vao nim 2017.

Dé phat hién phan mém doc hai, cac nha nghién ctru da phai kiém tra cac chuong
trinh c6 kha nang tai tép Ién thiét bi, sau d6 nhan thay mot hoat dong khac thuong -
nhu truy cap Dropbox va chi hoat dong vao mét sé thoi diém nhat dinh. Theo
Kaspersky, muc dich cia viéc nay 1a dé che giau hoat dong tan cong cia phan mém
doc hai trong gio hanh chinh - thoi diém hanh vi tan cong khdng bi nghi ngo.

Link tham khao: https://thanhnien.vn/cong-nghe/canh-bao-nhom-tan-cong-
mang-platinum-quay-tro-lai-1091993.htmi
2. Ham khuyén méi, nhiéu ngudi chia sé tin nhan lira ting 3.000 déi giay Adidas

Sang 14/6, nhiéu ngudi dung di dong phan anh ho nhan dugc nhiing tin nhan tir
dau s6 la trén cac ung dung OTT nhu WhatsApp, Viber. Noi dung tin nhin phat di
thong diép vé mot chién dich khuyén méai cia nhan hang Adidas.

Theo d6, Adidas dang ting 3.000 doi gidy va 4o phong mién phi dé ky niém 95
nam ngay thanh 1ap céng ty nay. Cung véi thdng tin trén la mot duong dan tré dén
dia chi adidas-sneakers.club. Nhan thay duong dan c6 dau hiéu bat thuong, nhiéu
ngudi ding di dong cho biét ho nghi ngd tin nhin nay dén tir nhitng ké lira dao.

Khi Pv. VietNamNet lién hé vai mot cara hang thudc hé thong phan phdi cua
Adidas trén duong Hai Ba Trung (Ha Noi), nhan vién cira hang khang dinh Adidas
khong hé co chién dich khuyén mai nao giéng nhu tin nhan ké trén.

Nguoi nay ciing cho biét Adidas vira ky niém 70 nam thanh 1ap, do vay théng
tin vé dot khuyén méi nhan dip 95 nam thanh 1ap hang 1 hoan toan khéng chinh xac.

Theo nhan vién ctua Adidas, tat ca chién dich khuyén méi cua Adidas s& dugc
dua 1én fanpage hoic website. Adidas thuong chi nhan tin khuyén mai thong qua tin
nhin di dong thong thuong téi nhitng khach hang da timg mua va dang ky dich vu
nay vai phia hang.
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Tién hanh kiém tra vé dia chi website c6 trong tin nhan, cong cu truy van tén
mién caa iNet cho biét, dja chi adidas-sneakers.club chi méi duoc ding ky ngay
13/6/2019, tuc 1a chi mot ngay trude khi cac tin nhan lira dao duoc gui di. Website
nay ciing khong duoc dang ky cac tiéu chuan bao mat phé bién.

Thuc té cho thay, nhitng ké lira dao thuong danh vao 10ng tham cua nhiéu nguoi
bang viéc tao ra fake news (théng tin gia mao) vé cac chuong trinh khuyén méi cua
nhitng thuong hiéu 16n dé thu hut, 16i kéo nguoi xem.

Theo nhan dinh caa Cuc An ninh mang va phong, chdng toi pham sir dung cong
nghé cao (B Cong an), cac hoat dong str dung khong gian mang dé lra dao dang
dién ra ngay maot phic tap.

Céch thtic cua bon toi pham tap trung chi yéu vao cac hanh vi nhu lira dao qua
tin nhan rac, tin nhan trang thuong, gia danh nguoi nudc ngoai nhan tin 1am quen va
gui qua tang vé Viét Nam, gia danh can bo cong an, vién kiém sat, tda an yéu cau
ngudi dan chuyén tién vao tai khoan.

Khong chi vay, xuat hién nhiéu vu viéc ma cac d6i twong xau da chiém quyén
diéu khién tai khoan mang xa hoi cua nguodi dung, sau do nhén tin lira da0 moi nguoi
trong danh sach ban bé cua nan nhan. Ngoai ra, xuat hién nhiéu hanh vi lra dao tur
hoat dong trao d6i, mua ban qua mang, kinh doanh da cp.

Vi nhimg truong hop nhu tin nhan ké trén, néu click vao duong link lira dao,
ngudi st dung di dong c6 thé vo tinh tai vé cac ma doc 1én chinh thiét bi cua minh.
Do vay, khi nhan duoc tin nhin khdng rd nguén gbc, ngudi dung di dong can hét sic
canh giac, tranh click vao duong link la ma mac muu nhitng ké lira do.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi ding can nang cao canh giac véi cac tin nhan
khong rd ngudn gc, tranh click vao duong link la dé dam bao an toan thdng tin.

Link tham khao: https://viethamnet.vn/vn/cong-nghe/bao-mat/ca-tin-ham-
khuyen-mai-nhieu-nguoi-dinh-tin-nhan-lua-dao-tang-3-000-doi-giay-adidas-
541617.html
3. Hé thong Linux ciia ban c6 thé bi hack chi bang cach mé mat tép trong Vim

hoac Neovim Editor

Nha nghién cttu bao mat noi tiéng Armin Razmjou gan day da phat hién ra 16
hong nghiém trong lién quan dén thyc thi 1énh hé diéu hanh tiy y (CVE-2019-12735)
trong Vim va Neovim - 2 (g dung chinh sira van ban dong Iénh phd bién va manh
mé nhat, thuong duoc cai dat san trén hau hét cac hé diéu hanh duya trén Linux.

Trén céc hé théng Linux, trinh soan thao Vim cho phép nguoi ding tao, xem
hodc chinh stra bat ky tap tin nao, bao gom vin ban, tap 1énh lap trinh va ca tai liéu.

Do Neovim chi la mot phién ban mé rong cua Vim (véi trai nghiém ngudi dung,
plugin va GUI tét hon), dwong nhién 15 héng thuc thi md nghiém trong néu trén ciing
s& xuat hién trong tng dung nay.

Chuyén gia bao mat Armin Razmjou da phat hién ra mét 16 hong trong cach
thire trinh soan thao Vim xir Iy "modelines" - tinh nang duoc bat theo mic dinh dé tu
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dong tim va ap dung mot tap hop cac tuy chon tuy chinh dugc dé cap béi ngudi tao
tép, gan véi dong bat dau va két thic trong tai liéu.

Mac du trinh chinh sira chi cho phép ap dung moét tap hop con céc tuy chon
trong md hinh (vi Iy do bao mat) va st dung sandbox protection néu né co chia biéu
thirc khong an toan, thé nhung Armin Razmjou tiét 16 rang viéc st dung lénh
":source!” (v&i mot sira ddi [!]) ¢d thé vuot qua duoc sandbox protection.

Do d6, ngudi dung chi can md mot tép duoc tao tha cong dic biét bang cach st
dung Vim hoic Neovim ciing da c6 thé cho phép ké tin cong bi mat thuc thi cac Iénh
trén hé théng Linux cua ho, ciing nhu kiém soat hé thong tir xa.

Hién nha nghién ctu bao mat nay ciing da phat hanh céng khai 2 Proof of
Concept (PoC) vé cach thic exploit 16 hdng néu trén. Mot trong sé dé thé hién kich
ban tin cong ngoai doi thuc khi ké tan cdng tir xa c6 quyén truy cap vao reverse shell
tir hé théng caa nan nhan ngay khi anh ta mé tép no.

Céc nha phat trién chiu trach nhiém bao tri cho Vim (phién ban va 8.1.1365) va
Neovim (phat hanh trong v0.3.6) cling da tung ra ban cap nhat cho ca hai tién ich nay
dé giai quyét van dé. Bong thoi khuyén nghi nguoi dung nén cai dat phién ban méi
cang sém cang tét.

Bén canh d6, nha nghién ctu Armin Razmjou ciing da dua ra mot s6 khuyén
nghi b6 sung cho nguoi dung nhu sau:

* V0 hi¢u hoa tinh nang modelines.

* /6 hiéu hoa "modelineexpr" dé khdng cho phép cac biéu thirc xuat hién trong
modelines.

* Chuyén sang str dung "securemodelines plugin" nhu mot su thay thé an toan
cho ca&c mo hinh Vim.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi quan tri can cap nhat phién ban mai nhat cua
Vim va Neovim dé dam bao an toan thdng tin.

Link tham khao: https://quantrimang.com/he-thong-linux-co-the-bi-hack-
bang-cach-mo-tep-trong-vim-hoac-neovim-editor-164426
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

San pham/

CVE-2019-1845
CVE-2019-1872

Network Director (IND)) cho
phep ké tan cong thuc thi ma
Iénh tay y, thu thap thoéng tin

nhay cam.

STT dich vy Ma 16i quoc té Mo ta ngan Ghi chu
1 |HP CVE-2019-11982 [Nhom 106 15 hong trén mot s6| D co thong
CVE-2019-11983  san pham ctia HP (may chii | tin x4c nhan
CVE-2018-7121  |Gen9, May chu Genl10) cho  |va ban va
CVE-2018-7123  |phép khai thac 15i tran bo dém
CVE-2018-7124  [tir Xa, chen va thuc thi ma 1énh
tu Xa.
2 IBM CVE-2019-4257  |[Nh6m 17 15 hong trén mot sé | Da cé thong
CVE-2019-4070  san pham cta IBM (Mdy cha | tin xac nhan
CVE-2019-4069  thong tin InfoSphere, I0C, va ban va
CVE-2019-4068  [ISIQ) cho phép ké tan cong
nhiung cac doan ma
JavaScript dé lay thong tin va
thay d6i chirc ning trong hé
thong, 16 hong 1am 16 théng
tin, dir liéu nhay cam do
khong ma hoa khi truyén di.
3 |[Foxitsoftware CVE-2019-5930  [Nhom 28 15 hong trén mot s | Da co thong
CVE-2019-5931  san pham cua Foxitsoftware | tin xac nhan
CVE-2019-5933  |(Foxit Reader, Foxit va ban VA.
CVE-2019-5934  PhantomPDF, ...) cho phép
........ ké tan cong thuc hién thu
thap thdng tin nhay cam, thuc
thi ma Iénh trong pham vi cua
tién trinh.
4 |Linux CVE-2019-12614 |[Nhom 03 16 hong trén mot sé6 | Pa cd thong
CVE-2019-12615 {thanh phan caa nhan Linux | tin xac nhan
CVE-2019-3846  [cho phép ddi tugng tin ¢ong | va ban va.
...... thuc hién tan cong tir chdi
dich vy, tin cong leo thang
5 |Cisco CVE-2019-1870  [Nhom 09 16 hong trén mot s6 | Pi co thong
CVE-2019-1881  san pham ctia Cisco (Cisco | tin xac nhan
CVE-2019-1842  [Enterprise, Industrial va ban VA.
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Vim

CVE-2019-12735

Lb hong trong trinh soan thao
trén dong Iénh VIM cho phép
d6i twong tan cong thyc thi
lénh cua hé diéu hanh. Loi
nay c6 thé duoc khai thac khi
ngudi dung me mot tap tin

bang vim.

ba co théng
tin Xac nhan
va ban va.

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

646u38Kk6.ru

xjpakmdcfuge.com

rbmeke.info

www.cityofangelsmagazine.com
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plpanaifheaighai.com
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kukutrustnet777.info

3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xir Iy cé&c 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.
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