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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. L& héng trong &ng dung Outlook cho Android anh hwéng dén nguwdi ding

Theo céc chuyén gia bao mat, ing dung Outlook vai cac phién ban truéc 3.0.88
danh cho Android chia 16 hong chén [énh va script doc hai (Cross site scripting XSS)
mé ta trong CVE-2019-1105 theo cac ting dung phan tich thong diép email guri dén.

Néu bi khai thac, ké tan cong tir xa c6 thé thuc thi ma doc tir phia may khéch
trong ung dung doc hai trén cac thiét bi duoc nham muc tiéu chi bang cach giri email
mot tin nhan duoc ché tao dic biét.

“Ké tan cong khai thac thanh cong 15 héng nay sau do6 co thé thuc hién cac cudc
tan cdng XSS trén cac hé thng bi anh hudng va chay cac kich ban trong béi canh
bao mat ctia nguoi dung hién tai.”

Theo Microsoft, 156 hong dugc béo céo 1a rat nguy hiém. Cac nha nghién ctu
bao mat canh bao rang ching c6 kha ning dan dén cac cudc tan cong gia mao.

V& céc khéi niém, chi tiét vé 16 hong, cac ki thuat tin cong hién van chua duoc
cong khai rong rii. Bong thoi Microsoft ciing tuyén bd rang hién chua nam dugc
thong tin vé bat ky cudc tan cdng nao trong ty nhién lién quan dén van dé nay.

Néu thiét bi Android caa ban chwa duoc cap nhat tu dong, ban nén cap nhat tha
cong ung dung Outlook cuia minh tir Cira hang Google Play dé dam bao an toan.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguai dung thiét bi Android can cap nhat ¢ing dung
Outlook cua minh tir Google Play dé dam bao an toan thdng tin.

Link tham khao: https://securitybox.vn/7838/lo-hong-trong-ung-dung-outlook-
cho-android-anh-huong-den-hon-100-trieu-nguoi-dung/

2. Phat hién phwong phap méi cai ma doc dao tién ao

Mai doc 1én dao tién a0 16n nhat duoc phat hién 1a tir hoi thang 12.2017. C4c tin
tic 4am tham xam nhap vao mang Wi-Fi ctra hang Starbucks & Buenos Aires
(Argentina) va phat tan thdng qua nhitng nguoi truy cap. Tham chi, cdng cu khai thac
nay con duoc tim thiy dang chay quang cdo trén YouTube thdng qua nén tang
DoubleClick ciia Google va lay lan dén hon 200.000 thiét bi tai Brazil.

Pén nay, trong mot dién bién mai nhat, cac chuyén gia bao mat tir Trend Micro
vira phat hién nhiing ké tan cong da khai thac 186 hong bao mat tir may cha Oracle
WebLogic va cai dat phan mém doc hai khai thac dong tién a0 Monero (goi tat Ia
XMR), dong thoi an than nhu mot dang ma hoa gay kho khan cho cac chuyén gia an
ninh mang khi tim hiéu dinh dang.

Trend Micro ciing da trich dan thém tir cAc bao céo tir dién dan SANS ISC
InfoSec cho biét 156 hong nay da bi khai thac tir 1au va ciing da tién hanh tha thuat 1én
dao tién a0 tir may tinh nguoi dung.

“Thuyc chat, dang tin cong gia mao cac chiing chi an toan khdng phai 1a méi,
cac tin tac chi stir dung kiéu nguy trang nay cho cac cudc tin cdng an danh, ban hoan
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toan co thé tranh khoi dugc chdng vai diéu kién thiét 1ap an toan vai cac chung chi
nhu HTTPs”, Trend Micro cho biét.

Theo khuyén céo ctia Trend Micro, cac cong ty dang sir dung may chu Oracle
WebLogic phai cap nhat phan mém bao mat Ién phién ban méi nhat dé ting thém
murc do bao mat cho may chu déng thoi ngan chin duoc cac nguy co that thoat vé
tién dién tir cling nhu tai nguyén may tinh ctua doanh nghiép.

Ngoai ra, ngudi dung mdy tinh ciing can luu ¥ cac van dé nhu: Phan traim CPU
usage duoc sir dung nhiéu hon binh thudng; Quat 1am mat chay phét ra tiéng dn nhu
dang chay chuong trinh xir Iy nang; May tinh cham han ma khong rd nguyén do va
RAM bj chiém dung nhiéu hon cac tng dung dang mo.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding khéng tham gia vao viéc dao tién ao,
ludn dé cao canh giac dé tranh may tinh bi loi dung dao tién 4o, ngudi quan tri can
cap nhat ngay phan mém cho may cha Oracle WebLogic dé dam bao an toan théng
tin.

Link tham khao: https://thanhnien.vn/cong-nghe/phat-hien-phuong-phap-moi-
cai-ma-doc-dao-tien-a0-1094513.html
3. Kiém tra email c6 bi 1§ mat khau bing trang web ciia Cuc An toan théng tin

Sau su viéc 1,4 ty tai khoan email bi 16 mat khau vira qua, Cuc An toan théng
tin - BO TT&TT da xay dung trang web https://khonggianmang.vn cho phép nguoi
ding c6 thé kiém tra tai khoan thu dién tir caa minh c6 bi 16 hay khong.

Theo Trung tdm Ung ciu khan cap may tinh Viét Nam (VNCERT) thudc Bo
TT&TT, trong 1,4 ty tai khoan thu dién tir trén khip thé gioi, Viet Nam c6 437.664
tai khoan. Céc thong tin tai khoan str dung thu dién tir va mat khau bi 16 sé& tao diéu
kién cho tin tic chiém doat tai khoan va sir dung vao Viéc tan cong, danh cap va pha
hay hé théng théng tin, dix liéu.

Dé kiém tra xem email caa minh c6 bi 16 mat khau dot 16 théng tin cua 1,4 ty
tai khoan email néu trén khong, nguoi diung co thé truy cap vao trang web
https://khonggianmang.vn, nhap dia chi mail vao 6 “Kiém tra 16 lot théng tin tai
khoan”, sau d6 nhan vao nit “Kiém tra”. Két qua kiém tra sé dugc Cuc An toan thong
tin gui t6i hop thu dién tir ctia nguoi dung.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi diing nén kiém tra viéc 16 mat khau caa email
ngoai ra can tuan thu cac quy dinh dit mat khau manh va d6i mat khau theo dinh ky
dé dam bao an toan théng tin.

Link tham khao: https://quantrimang.com/kiem-tra-email-co-bi-lo-mat-khau-
bang-trang-web-cua-cuc-an-toan-thong-tin-145068
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 15i quéc té M5 ta ngian Ghi chu
dich vu
1 Microsoft CVE-2019-0989 Nhom 88 16 hong duy trén mot | Da c6 thong
CVE-2019-0991  s6 san pham caa Microsoft (| tin xac nhan
CVE-2019-0993  dge, Office, Windows 10, va ban va
CVE-2019-1003  [chakracore ..) cho phép keé tan
CVE-2019-1024  (cong truy cap tir xa, chiém
quyén diéu khién, thuc thi ma
doc.
2 |IBM CVE-2019-4066  [Nhom 08 15 hong dwa trén mot| Ba c6 théng
CVE-2019-4067  [s6 san pham cua IBM (May | tin xac nhan
CVE-2019-4068  [chu thong tin InfoSphere, 10C,| 3 ban va
CVE-2019-4068  [ISIQ) cho phép ké tan cong
nhung ma doc JavaScript dé
ldy thong tin va thay doi chirc
nang trong hé théng, 16 hong
tiét 16 théng tin nhay cam, di
liéu nhay cam khong dugc ma
hoa khi truyén di.
3 |Intel CVE-2019-0175  [Nhém 26 16 hong dua trén mot| Pa cé théng
CVE-2019-0181  s6 san pham cua Intel (Turbo | tin xac nhan
CVE-2019-0164  Boost Max) 16 hong bao vé | va ban va.
CVE-2019-0177  mat khau ko du trong co so dit
........ liéu cho phép ké tan cong lay
thdng tin thGng qua truy cap
cuc bo.
4 |Linux CVE-2019-0157  [NhAm 04 16 hong trén mot sé6 | Pa cd thong
CVE-2019-12818 san pham cua Linux (SGX, ) | tin xac nhan
CVE-2019-10126  cho phép keé tan cong tir chdi | va ban va.
CVE-2019-12819 |dich vu thOGng qua truy cap cuc
...... bo, tran bo dém.
5  |Apache CVE-2018-11800 |[Nhom 05 16 hong trén san ba c6 thong
CVE-2018-11801 |pham caa Apache (SQL, tin x4c nhan
CVE-2019-0196  HTTP Server) cho phép ké tAn | v3 ban va.
CVE-2019-0197  [cdng thuc thi cac 1énh SQL tuy,
CVE-2019-0220 , xir ly yéu cau khdng chinh
Xac.
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2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

klocpdgc7n.ru

Xjpakmdcfuge.com

646u38k6.ru

www.cityofangelsmagazine.com
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34ksilb9u.ru
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kodklg.info

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.
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