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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Ung dung Samsung gia mao trén Android c6 10 triéu lwot tai

Theo SlashGear, ttng dung mang tén Updates for Samsung nay tuyén bé né sé
cap nhat phan mém dién thoai, nhung thuc té lai chuyén hudng nguoi dung dén mot
trang web chira day quang cao va goi yéu cau tra phi thué bao. Ung dung van con ton
tai trén Google Play Store.

Ngoai viéc cung cép cho nguoi ding hang loat quang céo, ung dung dang tinh
phi ngudi dung dé tai xudng cac ban cap nhat chuong trinh co sd ndy, duoc cung cap
mién phi thdng qua cac kénh chinh thic. Ung dung yéu cau nguoi ding cung cap
thong tin thé tin dung cua ho thay vi sir dung dang ky Google Play.

B4o c40 noi rang tly chon tai xubng mién phi wng dung xau c6 gidi han toc do
tai xuéng cham dan dén thoi gian cho doi nhiéu gio cho mot 1an cap nhat. Nan nhan
cua tng dung b&o c&o rang viéc tai xudng cua ho thuong that bai, budc ho phai bat
dau lai hoac tra phi vi that vong.

Péng thoi, tng dung nay huéng ngudi dung dén mot dich vu tuyén bé mé khoa
SIM dién thoai véi muac phi 19,99 USD. Mot s6 ngudi ding da dé lai cac danh gia
trén danh sach Google Play Store cho rang tng dung khién dién thoai cia ho khéng
6n dinh, dan dén viéc khoi dong lai ngau nhién, bo cudc goi, qué ndng va cac van dé
khac.

Do xép hang trung binh rat cao, mac du s6 luong danh gia 1 sao 16n, nhiéu kha
ning cic ca nhan dung sau Gng dung nay da st dung cac danh gia gia dé thém cam
giac hop phép cho san pham lira dao ciia ho. Khong rd c¢6 bao nhiéu trong s6 hon 10
triéu luot cai dat duoc liét ké trén trang cua ung dung 13 xac thuc, nhung con s6 €6
thé rat cao.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi dung dién thoai Samsung khong tai tng dung
néu trén va can kiém tra ky cac tng dung trude khi tai vé dién thoai cia minh dé d¢am
bao an toan thong tin.

Link tham khao: https://thanhnien.vn/cong-nghe/ung-dung-samsung-gia-mao-
tren-android-co-10-trieu-luot-tai-1100568.html

2. Théng tin cam ban hang online trén Facebook ca nhan la gia mao

DPém 3/7, mot su ¢ dién ra voi hé théng caa Facebook khién nguoi ding Viét
Nam va nhiéu noi khéc trén thé gigi khdng thé xem anh trén mang x& hoi nay. Cu
thé, khi dang cac dong trang thai méi Ién Facebook, hinh anh khong hién ra trudc
mat ngudi xem du ndi dung van hién thi.

Hién van chua rd nguyén nhan cua su ¢b ndi trén. Tuy nhién, nhiéu kha niang
day 1a chudi phan wng day chuyén sau su c6 cua Cloudflare, mot trong nhing dich
vu DNS (phan giai tén mién) trung gian 16n nhét thé gigi. Su cb nay khién nhiéu
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website va dich vu lién quan nhu Dropbox, BuzzFeed, Discord, Pinterest, Peloton,

Feedly, OKCupid, SoundCloud,... khéng thé truy cap.

Loi dung tinh hinh nay, nhiéu cha tai khoan mang xa hoi da phat tan thong tin
vé viéc Facebook dang co chién dich ra quét nham cham dat hoat dong ban hang
online trén Facebook céa nhan.

Theo théng tin nay, cac chu tai khoan dang bai, up anh ca nhan lién tuc qué gidi
han cho phép s& bi kiém soat, bai dang chuyén sang trang thai “xoay vong” va khong
thé m¢ dugc nick Facebook.

Nhom nguoi tung tin gia con canh bao vé viéc cac nick vi pham sé& bi Facebook
cho “bay mau”. Dbi twong phat tan tin gia ciing huéng dan nguoi dung dang tai dong
chit “Cmuk” véi 161 htra hen “hién Ién chir do s& khic phuc duogc 16i”.

Ngay sau khi xuat hién, thong tin nay da gy ra tim ly hoang mang, o sg ddi
véi cong dong béan hang online trén Facebook tai Viét Nam. Do Facebook gap phai
su ¢b trong thoi gian néi trén, diéu d6 khién nhiéu nguoi ding cang ¢ niém tin vao
doan thong tin gia mao.

Hién van chua rd muc dich cua nhiing ké phét tan noi dung gia mao. Tuy vay,
ngudi ding mang xa hoi khong can phai hoang mang béi 15i load anh trén Facebook
la su ¢ toan cau. Facebook ciing chua dua ra bat ky thdng tin nao vé viéc that chat
hoat dong ban hang trén Facebook c& nhan cia nguoi dung mang xa hoi.

Bén canh d6, ngudi dung Facebook can hét sirc canh giac, khdng nén nghe theo
hudng dan caa ké tung tin d6n gia mao nham tranh nguy co 1o ri dit liéu c& nhan va
cac rui ro khéc ¢ thé xay ra.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi ding can kiém tra thdng tin trén mang x&
hoi trude khi lam theo va chia sé, ludn canh giac vai cac thong tin lira dao trén mang.

Link tham khao: https://viethamnet.vn/vn/cong-nghe/bao-mat/thong-tin-cam-
ban-hang-online-tren-facebook-ca-nhan-la-gia-mao-547387.html

3. Nguwoi dung can duy tri ché d Protected View ciia Microsoft Office

Ché @6 “Xem an toan” (Protected View) dugc tich hop trong phan mém
Microsoft Office tir phién ban 2010 gitp bao vé ngudi dung khoi cac rui ro an toan
thong tin nhu 1ay nhiém ma doc hai.

Khi ché 46 nay duoc kich hoat, Office s& ma cac tép & ché do chi doc, vo hiéu
hoa cac macro va noi dung ngoai. Thuc té, viéc bo qua ché do xem an toan dé soan
thao tai liéu 1a kha don gian, bai phan 16n nguoi ding khong thuc su danh gia dung
loi ich caa ché do nay. C6 rat nhiéu huéng dan tit han ché ¢ xem an toan, tuy nhién
day 1a hanh dong dé dang dua nguoi dung vao nguy co lay nhiém ma doc.

M@t sé kich ban tan cong

Kich ban thi nhat

Tai kich ban nay, tin tic chén lién két thay cho hinh anh vao mét van ban Word
duogc guri qua thu dién té. Hanh dong nay c6 muc dich theo doi khach hang nao da
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nhan thu quang cdo néu mail client vo hiéu héa tha thuat theo doi thu. URL tro téi

hinh anh s& c6 mot ma dinh danh dé nhan biét khach hang nao doc van ban quang
cd0. Khi phan mém Word mé mét van ban & ché do xem an toan, nd s& chi hién thi
nhitng ndi dung chta trong van ban d6 chir khong tai tir bén ngoai. Piéu nay cd thé
khién cho vin ban khdng hién thi day da, di hinh anh lay tir bén ngoai chi 1a mot
cham nho.

Khi nguoi ding nhan nat “Enable Editing”, tirc 1a d tin tuong vao van ban va
bat dau tai tat ca cac tai nguyén bén ngoai dé hién thi ddy du vin ban. Day chinh la
lGc cudc tan cong thanh céng.

Viéc chuan bi cho cudc tan cong theo kich ban nay kha don gian. Thay vi chén
mét birc anh binh thudng, ké tan cdng chi can nhap mot dia chi lién két vao File name
réi chon Link to File thay vi Insert.

Hon nita, khi Word truy cap may chi cia ké tin cong dé lay hinh anh, han sé
biét duoc ca dia chi IP ciia nan nhan va chudi “user-agent” bao gdbm phién ban cua
hé diéu hanh, Office va Internet Explorer. Nhitng thong tin d6 ¢ thé duoc ding cho
C4c cudc tan cong sau nay, chir khdng chi don gian 1a tiét 16 thdng tin mot khach hang
da xem quang cao.

Kich bdn the hai

Kich ban nay ciing thuc hién theo doi khach hang, nhung co thé dugc thuc hién
theo mot cach khd nhan biét hon. Khi ké tan c¢éng ding mot mau van ban (Word
template) tir xa, nguoi doc s& khong phat hién cac dau hiéu d& nhan thiy trong vin
ban.

Kich bdan tha ba

Kich ban nay gidng nhu kich ban tht nhat 1a dung lién két tro tai may chu bén
ngoai thay cho mét hinh anh binh thuong, nhung lai ¢ thé gilp ké tin cong danh cap
mat khau dang nhap Windows cta ngudi doc. Diém khéc biét d6 1a thay vi dung mot
dia chi HTTP, ké tin cong s& d6i thanh mot duong dan UNC — kiéu duong dan dugc
dung trong cac thu muyc chia sé cia Windows. Céach stra thanh duong dan UNC kha
don gian: sau khi tao lién két tro t6i may chii ciia minh va luu van ban Word, ké tan
cong chi can thuc hién cac budc sau:

- P6i phan mé rong tir .docx thanh .zip réi kich dip vao dé mé nhu mét thu muc
thong thuong.

- Tim va sao chép tép document.xml.rels (gia st tép Word c0 tén la “testfile”
thi s& tim thay tép can tim & duong dan “testfile.zip\word\_rels\document.xml.rels”)
ra thu muyc khac. Sau d6, sir dung Notepad dé d6i dia chi tro téi hinh anh thanh dang
duong dan UNC va luu lai.

- Chép de tép document.xml.rels vao trong tép .zip.

- P6i phan mé rong tép .zip thanh .docx nhu ban dau

Khi ngudi nhan mé van ban va bo qua ché d¢o xem an toan, Word s& cho ring
hinh anh con thiéu nam trén mot may chu chia sé, ¢6 gang truy cap né bang cach gui
tén nguoi ding va gi tri bam cua mat khau dé xéac thuc. Ké tan céng ding cong cu
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responder dé dong gia mot may chu chia sé tép hop 1€ nham lay cap thong tin dang
nhap cua nguoi dung. Mic du, Word s& bao 16i cho ngudi dung, nhung gia tri bim
cuia mat khau ma nguoi dung gui téi c6 thé duoc ké tan cong giai ma bang céng tu
john-the-ripper hay mot cong cu tuong tu.

Céch kich hoat ché dd xem an toan

Trén day 1a 3 kich ban tan cong don gian va d& thuc hién nhat khi nguoi ding
bo kich hoat ché do xem an toan, ngoai ra con nhiéu phuong phap tan cong khac.
Nguoi ding can giir ché d6 xem an toan, ddng thoi biét cach kiém tra xem ché do
nay dang c6 duoc kich hoat hay khéng bang cach: Mo trinh soan thao Word, Excel
hay PowerPoint, chon File/ Options. Trong ctra s6 Options, chon muc Trust Center,
nhan nit Trust Center Settings, chon muc Protected View.

Microsoft Word, PowerPoint va Excel déu c6 3 thiét lap chinh duoc kich hoat
mac dinh la: Enable Protected View For Files Originating From The Internet (&p dung
cho cac tép tu Internet), Enable Protected View For Files Located In Potentially
Unsafe Locations (ap dung cho cac tép m¢ tir nhirng thu muc dugc coi la khéng an
toan nhu Temporary Internet Files) va Enable Protected View For Outlook
Attachments (&4p dung cho cac tép dinh kém trong thu dién tr mé bang Microsoft
Outlook). Néu di bo cac tly chon nay, ngudi ding can nhanh chéng khéi phuc lai
trang thai mac dinh.

Riéng Excel c6 hai thiét 1ap khéc bi bo kich hoat theo mic dinh la: Always Open
Untrusted Text-Based Files (.csv, .dif and .sylk) In Protected View va Always Open
Untrusted Database Files (.dbf) In Protected View.

Tuy nhién, ché d6 xem an toan c6 mot diém gay bat tién cho ngudi ding, 14 hién
thi van ban & ché d6 Read Mode theo mic dinh. O ché d¢ nay, ngudi dung khong
nhin thay thanh di chuyén nén khé khin hon trong viéc xem va sao chép vin ban. Dé
thay lai thanh di chuyén trong vin ban, ngudi ding nhan nat Esc dé quay lai ché do
xem théng thuong (van khdng thé soan thao va duy tri trang thai dugc bao vé). Néu
mudn loai bo ché d6 Read Mode, mdi khi mé nhiing tép c6 nguy co mét an toan,
ngudi ding chon File/ Options roi bo dau chon & muc Open e-mail attachments and
other uneditable files in reading view.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can kich hoat tinh nang Protected View
trong Microsoft Office dé dam bao an toan théng tin.

Link tham khao: http://www.antoanthongtin.vn/Detail.aspx?CatID=751fd4e7-
4dab-4f31-85aa-be0240fe4910&NewsID=ad1b30a0-84a3-4d65-90ad-
eda5dfef9dd4
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 15i quéc té M5 ta ngian Ghi chu
dich vu
1 Cisco CVE-2019-1619 Nhom 04 16 hong dya trén mot| Da cé thong
CVE-2019-1620  s6 san pham cuaa Cisco (Trung | tin xac nhan
CVE-2019-1621  {tdm dix liéu Cisco DCNM) cho|v3 ban va
CVE-2019-1622  phép ké tan cong truy cap tir
xa, chiém quyén diéu khién,
thuc thi ma doc, tn cdng cuc
b0, xac thuc cac Iénh tuy y.
2 [IBM CVE-2018-1858  [Nhdm 37 16 hong dua trén mot| Pa cé théng
CVE-2018-2011  s6 san pham caa IBM (APl |tin xac nhan
CVE-2018-2013  |Connect, PureApplication, va ban va
CVE-2019-4382  [Security Access Manager) cho
phép keé tan cong gia mao yéu
cau thuc hién cac hanh dong
doc hai, thuc hién cac cau lénh
SQL dé x06a va stra d6i théng
tin trong co s& dir liéu, thuc
hién giai ma thong tin c6 do
nhay cam cao.
3  |LiveZilla CVE-2019-12961 |Nhém 07 16 hdng trén may chu| i c6 théng
CVE-2019-12961 |LiveZilla cac phién ban truéc |tin xac nhan
CVE-2019-12939 8.0.1.1 dé bi tan cong DoS, 15 |4 ban va.
CVE-2019-12964 héng trong SQL Injection va
........ dé bi XSS trong mobile.
4 Google CVE-2017-5028  |Nhém 73 15 hdng trén san bai co thong
CVE-2018-16064 pham ciia Google (Chrome) | tin xac nhan
CVE-2018-16069 cho phép ké tan cong tir xa rd |3 ban vA.
CVE-2018-17460 ri dix liéu thong qua trang
...... HTML.
5  |Mcafee CVE-2019-3632  [NhAm 05 16 hong trén mot sé6 | Pa cd thong
CVE-2019-3628  'san pham cua Mcafee tin xac nhan
CVE-2019-3629  |(Security Manager (EMS)) cho| v3 ban va.
CVE-2019-3629  phép nguoi dung xac thuc
quyén nang cao, truy cap vao
mét thanh phan hé théng 13i,
thuc thi ma tuy y.




Phong ATTT

Tuan 27/2019

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

soplifan.ru

4m9k7jhl.ru

Xjpakmdcfuge.com

somicrososoft.ru
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www.cityofangelsmagazine.com

10

kodklg.info

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xt ly cac truy nhap t&i cac tn mién doc hai tai bang 2.




	1. Ứng dụng Samsung giả mạo trên Android có 10 triệu lượt tải

