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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Dell khuyén cao ngudoi ding PC cap nhat SupportAssist

Dell di dua ra mot canh bdo bao mat cho khach hang vé viéc cap nhat
SupportAssist cho cac may PC, dé khac phuc 16 hong bao mat c6 tén Had Hadar. LS
hong nay duge danh gia mirc d6 nghiém trong va dinh danh CVE-2019-12280.

Theo thong bao trén trang web cua Dell, SupportAssist dugc cai dat mac dinh
trén hau hét cac thiét bi Dell chay hé diéu hanh Windows. Diéu nay c6 nghia, néu
phan mém nay khong duoc cap nhat kip thoi, 16 hong Had Hadar s& anh huong dén
hang triéu nguoi dung may tinh Dell.

L5 hong ton tai trong SupportAssist dugc phat hién bai nha nghién ctu bao mat
SafeBreach Labs. Sau khi SafeBreach Labs giri thong tin chi tiét vé 16 hong cho Dell,
thi cac nha nghién ctu lai tiép tuc phat hién ra rang 16 hong ndy anh huéng dén ca
cac OEM bé sung st dung mot phién ban ddi thuwong hiéu (rebranded version) cua
PC-Doctor Toolbox cho cac thanh phan caa phan mém Windows.

Cong ty san xuét va duy tri ¢éng cu sira chita phan mém Pc-Doctor cho biét,
cong ty da biét vé 16 hong Had Hadar. Tuy nhién, s& rat it kha nang mot nguoi ding
c6 du quyén dé khai thac 16 hong nay.

Dé khai thac, nguoi dung hoic quy trinh quan tri s& phai thay d6i bién moi
truong PATH cua hé thng dé bao gom mét thu myc c6 thé ghi bai ngudi ding khong
phai quan tri vién va tao mot DLL khai thac cac dic quyén quan tri. Biéu d6 dan dén
viéc khdng thé khai thac 16 hong nay ma khong thay doi cai dat Windows mac dinh.

L5 hong trong SupportAssist dugc bao cdo lan dau vao ngay 29/4/2019. Theo
béo c4o ban dau caa Dell, 156 hong nay duoc khai thac nham muc tiéu vao dich vu
"H3 tro phan cing caa Dell' véi kich ban: Ké tin cong sé& khai thac dich vu dé chiém
quyén truy cap vao phan ctimg PC dé thuc hién leo thang dac quyén trong hé thng.
Khi d6, ké tn cong c6 thé tai va cai dat cac phan mém doc hai vao thiét bi va che
dau ching ma hoan toan khdng bi phat hién. L6 hong nay anh huong dén Dell
SupportAssist for Business PC phién ban 2.0.1 va Dell SupportAssist cho Home PC
phién ban 3.2.2.

Vao ngay 28/5/2019, cac ban sua 18i duogc cung cap béi PC-Doctor cho cac
phién ban SupportAssist di dugc Dell phat hanh. Theo nhu khuyén céo, thanh phan
PC Doctor trong Dell SupportAssist cho Business Systems va Dell SupportAssist cho
Home PC déu di duoc cap nhat.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding Dell can cap nhat SupportAssist Ién
phién ban mai nhat d¢é dam bao an toan thdng tin.

Link tham khao:
http://www.antoanthongtin.vn/Detail.aspx?NewsID=b2611d2b-b0eb-4956-adde-
c0ccch181051&CatlD=751fd4e7-4da5-4f31-85aa-
be0240fe4910&MenulD=751fd4e7-4da5-4f31-85aa-be0240fe4910
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2. 50 triéu ngwaoi dung bi anh hwéng vi lo hong trén Windows 10

Theo nguon tin tir Forbes, Microsoft da dwa ra 1oi canh bao dén 10 triéu nguoi
dung Windows 10 rang ban cap nhat mai nhat mang tén KB4501375 cd thé gay 15i
cho dich vu Trinh quan Iy két ndi truy cap tir xa (RASMAN). Diéu nay c6 thé s& gay
ra nhirng hau qua nghiém trong cho may tinh ngudi dung.

Mang riéng 40 hay con goi 12 VPN s& bi anh huéng nhiéu nhat vi 13i nay. Dich
vu RASMAN quan ly cac két ndi cia Windows 10 dén hé thong Internet va 1a nén
tang quan trong dé VPN c6 thé hoat dong.

Poi ngii Windows sau d6 da téng hop cac truong hop gap 16i dugc ghi nhan.
Cu thé, dich vu RASMAN s& dot ngot nging hoat dong va quan tri vién hoic nguoi
ding trén hé thong s& nhan dugc théng bao 15i 0xc0000005.

Theo Globenewswire, nhu cau st dung VPN hién nay dang ngay cang ting cao
hon. Véi nhiéu muc dich str dung khac nhau nhu truy cap nén tang xem phim Netflix
hay cac trang web han ché quéc gia, VPN c6 tiém ning dé tic dong manh mé vao
may tinh ca nhan nguoi dung.

Microsoft cho biét cac may tinh dang chay trén nén tang Windows 10 phién ban
1903, dic biét 1a da cai dat ban cap nhat KB4497935 s& co nguy co cao gap phai 15i
nay. Van dé cang nghiém trong hon khi s6 lugng nguoi ding bi anh hudng da 1én toi
con s hon 50 triéu.

Trudc do, vao ngay 7/6, Microsoft va Co quan An ninh Qudc gia My (NSA) di
kéu goi nguoi diing Windows cap nhat hé diéu hanh sau khi phét hién 15 hong nghiém
trong BlueKeep.

Lb hong duge danh gid nguy hiém dén muac Microsoft phai ra ban cap nhat cho
hé diéu hanh bj "khai ti" tir nam 2014, Windows XP. NSA cho biét BlueKeep c6 thé
lay lan trén Internet va tao ra cac cudc tin cong nham muc dich tong tién ngudi ding
nhu ma dgc WannaCry 2 ndm trudc.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding Windows 10 can cap nhat hé diéu hanh
ngay khi c6 phién ban méi dé dam bao an toan théng tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/50-trieu-nguoi-
dung-bi-anh-huong-vi-lo-hong-tren-windows-10-548256.html

3. Phat hién I8 hong bao mat nghiém trong de doa nguéi dung Mac

Nha nghién ciru bao mat Jonathan Leitschuh vira tiét 16 15 hong zero-day nghiém
trong trong tng dung hai nghi truyén hinh Zoom trén may Mac.

Theo Theverge, Leitschuh da chiing minh rang bat ky trang web nao ciing c6
thé mé mot cudc goi kich hoat video trén may Mac véi ung dung Zoom duoc cai dit.
D6 1a vi ung dung Zoom dudng nhu cai dit mot may cha web trén Mac chap nhan
cac yéu cau trinh duyét thong thuong. Trén thuc té, néu ngudi ding g cai dat Zoom
thi may cha web van tdn tai va co thé cai dit lai Zoom ma khdng can sy can thiép
cta nguoi dung.
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Str dung ban demo cua Leitschuh, TheVerge da xac nhan rang 16 hong nay thuc
su dang hoat dong. Khi nhap vao mot lién két néu trude d6 ban di cai dat ang dung
Zoom, n6 s& dwa ngudi dung ty dong tham gia cudc goi hoi nghi truyén hinh véi may
anh trén thiét bi.

Leitschuh cho biét da tiét 16 16 hong cho Zoom vao cudi thang 3 va cho cong ty
90 ngay dé giai quyét van dé. Tuy nhién, Zoom dudng nhu di khong lam hét trach
nhiém cua minh dé xtr ly 16i nay. L& hong ciing duoc tiét 16 cho ca hai nhém
Chromium va Mozilla, nhung vi né khong xuét phat tir trinh duyét caa ho nén moi
thir khong thé xt 1y duoc.

B4o céo cho biét sy ton tai cua may cha web trén may tinh Mac 1a mot van dé
vo cling nghiém trong cho ngudi str dung. Vi du, nd c6 thé ma ra mét cude tan cong
tir chdi dich vu trén may Mac bang céch lién tuc ping may chu web.

Ciing theo Leitschuh, moi nguoi ¢d thé ty vé 16i nay bang cach d¢am bao ung
dung Zoom duoc cap nhat va vo hiéu hoa cai dat cho phép Zoom bat may anh khi
tham gia cudc hop. Luu v, g& cai dit Zoom s& khdng chic khic phuc duoc sy ¢b Vi
maéy chi web van ton tai trén may Mac. T4t may chu web yéu cau chay mot sé 1énh
dau cudi.

Hién tai, Zoom cho biét may chu web 1a mot giai phap hop phap dé dam bao
trai nghiém nguoi ding, cho phép ho c6 thé tham gia cudc hop dé dang bang thao tac
nhap chudt. Tuy nhién, cng ty cho biét s& bao vé ngudi dung trong ban va 15i tuong
lai, va nhimng thay doi s& duoc 4p dung trén tit ca nén tang cia ho. Bén canh do,
Zoom ciling loai bo kha nang ty dong dua nguoi dung tham gia cudc goi hoi nghi
truyén hinh vai may anh trén thiét bi.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding MacOS can dam bao ung dung Zoom
duoc cap nhat va vo hiéu hoa cai dat cho phép Zoom bat may anh khi tham gia cugc
hop dé dam bao an toan thong tin.

Link tham khao: https://thanhnien.vn/cong-nghe/phat-hien-lo-hong-bao-mat-
nghiem-trong-de-doa-nguoi-dung-mac-1101424.htmi
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 15i quéc té M5 ta ngian Ghi chu
dich vu
1 |Cisco CVE-2019-1922  [Nh6m 18 16 hong trén mot s6 | D co thong
CVE-2019-1932  san pham cua Cisco (Phan tin x&c nhan
CVE-2019-1889  mém dién thoai IP SIP, va ban Vi
CVE-2019-1933  |AsyncOS) cho phép ké tan
cong thuc hién tan cong tur
chdi dich vy, chén va thuc thi
ma Iénh, tan cong leo thang dé
chiém quyén kiém soét thiét
bi.
2 [IBM CVE-2019-4057  [NhAm 26 16 hong dua trén mot| Pa cé thong
CVE-2019-4154  s6 san pham cta IBM (DB2, | tin x4c nhan
CVE-2019-4322  Security Guardium, va ban va
CVE-2019-4369  |WebSphere Application
Server) cho phép keé tan cong
xac thuc cuc bo thuc thi ma
tly y trén hé thong, gay tran
bo dém. Truy cap tai khoan
DB2 thuc ma tly y va ldy
thong tin nhay cam.
3 |Wordpress [CVE-2019-5971  [Nhom 13 16 hong trén may chi Da co thong
CVE-2019-5962  sir dung Wordpress cho phép |tin xac nhan
CVE-2019-12826  ké tan cong khia thac 15i va ban Va.
........ CSRF, XSS dé lay thong tin
xac thuc va chiém quyeén quan
tri vién, thay doi cai dat ung
dung.
4 etbrains CVE-2019-12842 INhom 21 156 hong trén san D3 c6 théng
CVE-2019-12845 |pham cua Jetbrains (JetBrains | tin xac nhan
CVE-2019-12846 |Hub, IntelliJ IDEA, Ktor) cho |va ban va.
...... phép nguoi dung tao két ndi
khong duoc mé hoa lam 16
thong tin ding nhap, mot s6 15
hong cho phép thuc hién tan
cong tir xa thuc thi ma khi cdu
hinh dang chay.
5  |D-Link CVE-2019-13373 [NhAm 19 16 hong trén mot sé6 | Pa cd théng
CVE-2019-13374  san pham cua D-Link (Central | tin xac nhan
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s khac nhau, thuc thi cac

doan ma PHP doc hai, khai
thac 13i tran bo dém dé cai
cam ma doc vao thiét bi.

CVE-2019-13375 |WiFi Manager CWM, D-Link
DCS-1100, DCS-1130) cho
phép ddi tuong khai thac 15i
SQL Injection qua nhiéu tham

va ban va.

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

differentia.ru

disorderstatus.ru

atomictrivia.ru

soplifan.ru

somicrososoft.ru

www.cityofangelsmagazine.com

kodklg.info

morphed.ru
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bharatisangli.in
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www.corpnox-technologie.fr

3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xir Iy cé&c 16 hong phat hién tai bang 1 (néu co).
- Chan, xir ly cac truy nhap téi cac tén mién doc hai tai bang 2.
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