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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Phién ban méi ciia FinSpy danh cip théng tin trén iOS, Android

Theo thdng tin tir Kaspersky, mot phién ban mai cua b céng cu doc hai FinSpy
duogc phat hién danh cip thng tin tir cac chinh phi, co quan thuc thi phap luat va to
chtc phi chinh phu trén toan cau.

FinSpy 1a b c6ng cu phan mém doc hai nguy hiém duoc st dung dé giam sat
muc tiéu. N6 duogc sir dung bang cach diéu chinh hanh vi cua timg ma doc trong bo
cdng cu dé phl hop véi muc tiéu hoic nhém muc tiéu cu thé, cho phép tin tic danh
cap thdng tin tir cac thiét bi trén toan thé gidi.

Theo théng cao bao chi ngay 10/7 cua Kaspersky, phién ban méi caa b cong
cu doc hai nay hoat dong trén ca thiét bi iOS va Android. Chiing cho phép tin tic theo
ddi hoat dong cua hau hét cac dich vu nhan tin phd bién, bao gom ca dich vu dugc
ma hoa, ddng thoi che gidu dau vét tét hon phién ban trude do.

B6 cong cu doc hai ndy c6 thé an di cac ddu hiéu cua viéc bé khoa trén iOS va
gianh quyén root trén thiét bi Android. Ma doc trén Android cé chirc ning tuong tu
nhu trén i0S, nhung ciing ¢6 kha nang gianh quyén root trén mot thiét bi chwa dugc
root, bang cach khai thac DirtyCow - tinh ning sin cd trong bd cong cu. Cac mau ma
doc caa FinSpy trén Android da bi phéat hién trong mot vai nam qua. Dua trén dir liéu
chung thu caa phién ban cudi cing duoc tim thdy, mau méa doc nay da bat dau hoat
dong vao thang 6/2018.

Alexey Firsh - nha nghién ctu bao mat caa Kaspersky cho biét, cac nha phat
trién dung sau bo céng cu doc hai FinSpy lién tuc theo ddi cac ban cap nhat bao mat
cho céc nén tang di dong va cé xu huéng nhanh chéng sira doi ma doc dé vo higu hoa
cac ban sura 16i.

Hon nita, cic nha phét trién nay theo ddi cac xu hudng va trién khai chirc nang
trich xuat dit liéu tir cac tng dung hién dang phd bién. Kaspersky cho biét, s lugng
nan nhan mai cta bo cdng cu doc hai FinSpy gia tang hang ngay. Do d6, ngudi dung
can theo ddi va cai dat cac ban cap nhat nén tang di dong sém nhat c6 thé. Cho du,
cac tng dung cd thé an toan dén murc nao hay ngudi ding bao vé dit liéu tét dén dau,
maot khi dién thoai da duoc root hoic bé khéa thi nguy co 1y nhiém ma doc la rat
cao.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung thiét bi di dong khéng root may va can
cap nhat phién ban méi nhat cua hé diéu hanh dé d¢am bao an toan thong tin.

Link tham khao: http://www.antoanthongtin.vn/Detail.aspx?CatlD=c74b5c11-
1141-471b-95c8-a05fe6e7d3a6&NewsID=3167b35c-5ea5-4420-8514-
9d71cb74bd20
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2. Phat hién wng dung FaceApp gia mao “tiém” ma dgc vao thiet bi ngwai dung

Nhitng ngay gan day, tng dung chinh saa hinh anh FaceApp lién tuc bi canh
bao vé van dé bao mat. Theo dng Yeo Siang Tiong, Tong giam doc Kaspersky khu
vuc Pong Nam A, hién tai, viéc mot tng dung duoc ban tan rat nhiéu trén mang xa
hoi va tré thanh hién tugng dang dién ra rat thuong xuyén.

“0 thoi dai ma nguoi dung dé bi cudn hit bei mot xu huéng cd tinh giai tri va
hop thoi dai nhu hién nay, trang thai FOMO hoac Fear of Missing Out (lo so bi bo
15) c6 thé 1am xao lang nhitng thoi quen bao mat co ban - nhu canh gi4c trong viéc
cap quyén cho tng dung”, 6ng Yeo Siang Tiong chia sé.

Ciing theo thong tin tir Kaspersky, mot nghién ciu cua hing nay cho thay 63%
ngudi ding khong doc thoéa thuan st dung va 43% nguoi dung danh dau vao tat ca
y&u cau truy cap dir liéu khi cai dit tng dung méi. Mac du cudc khao sat nay da dugc
thuc hién 3 nam trude, nhung cac chuyén gia Kaspersky tin rang nhitng con sé néu
trén van co gia tri thé hién thoi quen kg thuat sé cua ngudi dung hién nay.

V& co ban, viéc tham gia cac thir thach truc tuyén hay cai dat ang dung mai sé
khong gay hai. Sy nguy hiém nam ¢ chd ngudoi ding dé dang cip quyén cho céc tng
dung duoc truy cap vo han vao danh ba, hinh anh, tin nhan riéng tu... Viéc nay cho
phép cac don vi san xuat ang dung cd thé truy cap vao nhirng dix liéu nhay cam mot
cach hop phép. Khi dit liéu nhay cam bi hack hoac sir dung sai muc dich, cac g
dung c6 thé xuét hién 16 héng ma tin tac loi dung khai thac dé phat tan ma doc.

Pé khong phai dbi mat véi tinh hudng dang lo ngai ké trén, chuyén gia
Kaspersky khuyén ngudi diing can ludn can than va dé cao canh giac khi truc tuyén.
Nham giam thiéu kha nang bi tin cdng mang, Kaspersky khuyén nghi nguoi ding ép
dung cac cach nhu: chi tai xuéng tng dung tir nhitng nguén dang tin cay, doc danh
gia va xép hang cua cac tng dung trudc khi tai vé; xem xét va lua chon ki ludng
nhitng @ng dung trude khi cai dat 18n thiét bi; doc ki thoa thuan st dung trude khi
cap phép quyén truy cap, chl ¥ dén nhitng quyén ma tng dung ciia ban yéu cau truy
cap; tranh viéc nhap chudt theo quén tinh véi cac yéu cau khi cai dat ang dung.

Ngoai ra, nguoi dung cling dugc khuyén nén cai dat giai phap bao mat trén thiét
bi cua minh.

Ciing trong thong tin méi phat ra, Kaspersky cho biét, cac chuyén gia cua hang
da phat hién mét ung dung FaceApp gia mao dugc sir dung dé tiém ma doc vao thiét
bi ctia nguoi dung.

Cu thé, Kaspersky da xac dinh mét ¢ing dung gia mao duoc tao ra dé danh lua
ngudi ding, khién ho nghi rang day 1a phién ban chinh thirc ciia FaceApp. Trén thuc
té, tng dung gia mao nay khién thiét bi di dong cua nan nhan bi nhiém ma doc voi
moé-dun phan mém quang cao mang tén MobiDash. Khi tng dung tir nhitng nguon
khong chinh thire duoc tai xubng cai dat, ching sé bao 15i gia va duoc g& bo ngay
sau d6. Tiép theo, mot mo-dun doc hai trong tng dung s& dugc cai cim kin dao va
bat dau hién thi quang céo trén thiét bi cua ngudi ding.
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Theo dir liéu cua Kaspersky, khoang 500 ngudi dung da gap su co nay chi trong
hai ngay, véi phét hién dau tién xuat hién vao ngay 7/7/2019. C6 gan 800 mo-dun
khac nhau da duoc xac dinh.

Ong lgor Golovin, nha nghién ctu bao mat tai Kaspersky cho biét: “Nhiing
nguoi dimg sau MobiDash thuong an mé-dun phan mém quang céo cua ho dudi vo
boc nhitng tng dung va dich vu phé bién. Biéu nay c6 nghia la cac hoat dong cua
FaceApp gia mao dang dién ra manh mé, voi hang traim muc tiéu tan céng chi trong
vai ngdy. Chiing t6i khuyén ngudi ding khong nén tai xudng cac tng dung tir nhiing
ngudn khéng chinh thirc, dong thoi nén cai dit cac giai phap bao mat trén thiét bi cua
minh dé tranh moi thiét hai do ma doc gay ra”.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can kiém tra nguon goc nha phét hanh,
doc ky céc chinh sach cua tng dung trude khi cai dit dé dam bao an toan thdng tin.

Link tham khao: https://ictnews.vn/cntt/bao-mat/phat-hien-ung-dung-faceapp-
gia-mao-tiem-ma-doc-vao-thiet-bi-nguoi-dung-185911.ict
3. Mé tai liéu bang LibreOffice c6 thé khién may tinh bi hack

LibreOffice tén tai mot 15 hong thuc thi ma nguy hiém va chua c6 ban va, co
thé 1én 1at cai ma doc vao hé théng cua ngudi ding ngay khi ho ma file do hacker
tao ra.

LibreOffice 1a mot trong nhirng lua chon phan mém ma nguén ma va thay thé
cho cac bo Microsoft Office phd bién nhat hién nay, dung trén cac hé diéu hanh
Windows, Linux va macOS.

Nha nghién ctru Alex Infiihr, nguoi phat hién ra 16 hong cho biét, dau thang
07/2019, LibreOfffice di phat hanh phién ban phan mém mai nhat 6.2.5 dé xi Iy hai
156 hong nghiém trong (CVE-2019-9848 va CVE-2019-9849), nhung ban va cho 15
hong cii hién da bi qua mit.

DU nha nghién cau Infiihr chua tiét 16 chi tiét ki thuat cho phép minh qua mat
duoc ban va, nhung c6 giai thich vé anh huang cua 16 hong nay nhu sau:

- CVE-2019-9848: L5 hong van ton tai trén phién ban méi nhat, nam trong
LibreLogo - m6i truong lap trinh Python dugc mac dinh di kem LibreOffice.

L5 hong c6 thé cho phép ké tin cong tao maot file tai liéu chira ma doc, am tham
thuc thi Iénh python tily y ma khdng hién thi bat ky canh bao nao dén nguoi ding
muc tiéu.

L3i hong nay da c6 PoC.

- CVE-2019-9849: L4 hong cho phép dua doan mé khai thac tir xa vao mot tai
liéu, ké ca khi ché do “stealth mode” (ché do tang hinh) duoc bat. LSi nay c6 thé
duoc khic phuc bang cach cai dat ban cap nhat mai nhat.

L5 héng da dugc bao cao cho doi ngii LibreOffice nhung cho dén khi c6 ban
va, nguoi dung duoc khuyén cao cap nhat hoic cai dit lai phan mém ma khéng dung
dén macro hoic it nhat 1a tinh nang LibreLogo, bang cach thuc hién cac budc sau:

M& muc setup va bat dau qua trinh cai dit
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Lua chon cai dat “Custom”

Lua chon mé rong “Optional Components”

Tick vao LibreLogo va lua chon “This Feature Will Not Be Available"

Chon Next va sau d6 cai dat phan mém

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung LibreOffice nén cap nhat hoic cai dat
lai phan mém ma khong dung dén macro hoic it nhat 12 tat tinh nang LibreLogo theo
huéng dan & trén dé dam bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/mo-tai-lieu-bang-libreoffice-co-
the-khien-may-tinh-bi-hack.12513/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal} pham/ Mai 15i quéc té M0 ta ngin Ghi chu
dich vu
1  Microsoft  |CVE-2019-1001  [Nhém 77 16 hong trén mot sb | D co
CVE-2019-1092  san pham, phan mém cua thong tin
CVE-2019-1104  Microsoft (Chakracore, Edge, |y4c nhan va
Office, IE, Windows 10, ban vé'
Windows 7, Windows Server '
2012... ) cho phép ddi tuong
tan cong chén va thuc thi ma
lénh tir xa, tin cong leo thang.
2  |Adobe CVE-2019-7850  [Nhom 11 16 hong trén mot sé6 | DBa co
CVE-2019-7843  isan pham cua Adobe thong tin
CVE-2019-7847  |((Campaign Classic, Bridge CC|y4c nhan va
Dreamweaver, Experignce ban vé.
Manager) cho phép doi tugng
tan cong chén va thuc thi 1énh
doc hai, thu thap théng tin
nhay cam.
3  Centos CVE-2019-13359 [Nhdm 08 16 hong trén CentOS | Chua c6
Webpanel CVE-2019-13383 \Web Panel cho phép nwgoiwf | thang tin
CVE-2019-13605 (dung tai tap tin tay y 1én thu | vac nhan va
muc /tmp, truy cap trai phép ban vé‘
vao hé thong vai quyeén cua '
ngudi dung théng thuong ma
khong can xac thuc, tim kiém
nguoi ding co trén hé thng.
4 (IBM CVE-2019-4194  INhém 07 16 hong trén mot sé6 [P co
CVE-2019-4430  'san pham cua IBM (IBM théng tin
CVE-2018-2021  |Campaign, QRadar SIEM, x4c Nhan va
IBM Jazz, IBM Maximo Asset ban vé'
Management) cho phép doi
tuong tan cong khai thac 15i
Path Traverse dé truy cap trai
phép vao tap tin trén hé théng,
16i XSS thuc thi cac doan ma
Java, thu thap thong tin nhay
cam
5  (Cisco CVE-2019-1873  |[NhAm 08 16 hong trén mot sé6 | P co
CVE-2019-1932  'san pham, ing dyng cua Cisco | thang tin
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CVE-2019-1921

(10S Access Points, Small
Business Switches, FindIT
Network Management
Software, ldentity Services
Engine, Industrial Network
Director) cho phép dbi tuong
tan cong truy cap vao giao
dién console cua thiét bi vai
quyén Root, khai thac 151 SQL
InjectionCentOS Web Panel,
XSS, chuyén hudng ngui
dung dén trang web doc hai,
mét s6 16i cho phép thuc thi
hang dong trai phép thong qua
REST APT

Xac nhan va
ban va.

Tp-link

CVE-2019-13613
CVE-2019-1010104
CVE-2019-13569
CVE-2019-12934

02 L6 hong trén thiét bj TP-
Link Wireless Router Archer
Router va TP-Link Archer
C1200 cho phép khai thac 15i
tran bo dém dé thuc thi ma
Iénh.

Chua co
thong tin xac
nhan va ban
va

Wordpress

CVE-2019-1010104
CVE-2019-13569
CVE-2019-12934

Nhom 03 15 hong trén mot sb
plugin caa Wordpress
(TechyTalk Quick Chat, Email
Subscribers & Newsletters,
wp-code-highlightjs) cho phép
khai thac 16i SQL Injection,
XSS.

Chua c6
thong tin xac
nhan va ban
va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

n.hmiblgoja.ru

mokoaehaeihgiaheih.ru

produkktc.com

mel.cloudcontentsmak.com

and30.blabladomdom.com

ajkeahkcueafuiaeuf.ru
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dghfhfgjfhjghj6699.net
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and28.aviationdreamflighteringl.com

9

https://realhotchickss.com/xefyzznumsa

10

bszotsjovih.com

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xt ly cac 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.




