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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Tan cong DDoS van ting trong quy 2

Theo d6, s6 vu tin cdng DDOS trong quy 2/2019 giam hon 44% so véi quy
1/2019. Biéu nay khéng nam ngoai dy doan vi cac cudc tin cong DDoS thudng khdng
dién ra manh thoi diém cudi mua xuan va mia hé. Tuy nhién, sb lugng cac cudc tan
cong DDoS trong quy 2/2019 van ting 18% so voi quy 2/2018 va ting 25% so véi
quy 2/2017.

S6 luwong tan cdng tang ung dung khong bi tac dong dang ké bai xu hudng giam
tan céng DDoS theo mua, vai ty 1& giam chi 4% so véi quy trude. Nhitng kiéu tan
cong nay nham vao cac tinh nang hodc tng dung API nhat dinh dé pha hiay khong
chi mang ma con ca tai nguyén may chua. Ngoai ra, chiing ciing kho bi phat hién va
ngan chin hon, vi chiing an dudi cac yéu cau hop phap.

S6 lwong tan cong tang tng dung d3 ting gan 32% so Vi quy 2/2018 va chiém
46% trong tong sé cac cudc tan cong DDoOS trong quy 2/2019. Ty 1 sé luong tin
cdng tang ung dung trong tong luong tin cong DDOS vao quy 2/2019 ting 9% so voi
quy 1/2019 va tang 15% so vai quy 2/2018.

Theo sé liéu théng ké qua cac botnet s dung hé théng Kaspersky DDoS
Intelligence, tong s6 vu tan cong DDOS tai Viét Nam di ting nhe tir 108 vao quy
2/2018 Ién 114 vao quy 2/2019.

Phan tich cac 1énh ma botnet nhan duoc tir co s ha tang chi huy va kiém soéat
(C&C) cho thay cudc tan cong DDoS dai nhat trong quy 2/2019 kéo dai 509 gio -
gan 21 ngay. Pay la cudc tan cong dai nhat ké tir khi Kaspersky bat dau theo dai hoat
dong botnet vao nam 2015. Trude do, cudc tan céng dai nhat kéo dai 329 gid duoc
thuc hién vao quy 4/2018.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi quan tri can luén dé cao canh giac trudc
nhitng kha ning bi tan cdng DDoS hién nay dé dam bao an toan théng tin cho hé
théng.

Link tham khao: https://thanhnien.vn/cong-nghe/tan-cong-ddos-van-tang-
trong-quy-2-1111766.html
2. Ld hong BlueKeep de doa hon 800 nghin hé théng

BlueKeep 12 mot 15 hong thuc thi ma tir xa trong Dich vu két ni May tinh tur
xa cia Windows (Windows Remote Desktop Services), cho phép tin tic kiém soat
toan quyén mot may tinh. L& hong nay anh huéng dén cac may tinh st dung hé diéu
hanh tir Windows XP dén Windows 7 va Windows Server 2003 dén Server 2008 R2.

L5 hong BlueKeep c6 dinh danh CVE-2019-0708, duoc danh gid muc do
nghiém trong. Pang lo ngai, tin tac c¢d thé sir dung 16 hong nhu mot phuong thirc dé
phat tan ma doc dao tién a0, trojan ngan hang hoic céc loai ma doc khac, ma khong
can sy tuong tac clia nguoi dung.
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Theo thong ké cua cong ty an ninh mang BitSight (co tru s¢ chinh tai My), tinh
dén ngay 02/7 van ton tai 805.665 hé théng bi anh huong (giam 17% so voi ngay
31/5). Uéc tinh trung binh mdi ngay giam 5.224 s lwong hé théng bi anh huong.
Bang céch theo ddi cac hé thong riéng I¢ van ton tai 16 hong va két ndi vai Internet,
sau do xac dinh thoi diém ching duoc cap nhat ban va, cong ty nay cé thé uéc tinh,
trung binh it nhat 854 hé théng duoc va mdi ngay. Su chénh léch gitta hai uéce tinh
nay thé hién sé lugng hé thong khdng con tiép xtc véi dich vu Internet hoic cac hé
thdng thay d6i dia chi IP thudng xuyén.

Trung Qudc va My 1a nhitng qudc gia c6 sé luong hé théng bi anh huang nhiéu
nhat, mac di ca hai déu c6 mac giam manh nhat trén toan cau lan luot 1a 24% va
20%.

Céc linh vuc ¢6 muc d6 giam sé lwong hé théng bi anh huang nhiéu nhat trén
thé giGi 1a nganh phép ly (33%), cac to chie phi lgi nhuan/ phi chinh pha (27%) va
hang khong vii tru/ qudc phong (24%). Tréi lai, nhitng nganh c6 muc giam it nhat 1a
tiéu dung (5%), tién ich cong cong (10%) va céng nghé (12%).

BitSight ciing dua ra canh béo, céc to chirc nén co céch tiép can chi dong hon
di véi cac bén tha ba co thé chiu anh huong boi 16 hong BlueKeep. Cong ty cho biét
thém, c6 nhiéu cach dé quan tri vién hé théng khic phuc viéc anh hudng dén céc hé
théng bén ngoai. Viéc dau tién va quan trong nhat chinh 1a cap nhat ban vé cho hé
théng bi anh huong, boi Microsoft da phat hanh ban va cho 16 hong nay dugc 02
thang. Ngoai ra, cd thé loai bo két ndi vai Internet, hoac ap dung danh séch kiém soat
truy cap phu hop dé han ché quyén truy cap t6i cac hé thong bi anh huong.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding va ngudi quan tri can thuong xuyén
kiém tra va tai vé cac ban cap nhat caa hé diéu hanh dé dam bao an toan théng tin.

Link tham khao: http://www.antoanthongtin.vn/Detail.aspx?NewsID=fbd63db9-
19cf-4e86-9185-7105726bfda0& CatlD=a36fcclc-e27c-4424-82¢8-
622de7fa7f9a&MenulD=222f9fad-ff28-43b9-8fe3-0612c407cc72
3. Twitter xuat hién “15i” khién thong tin nguwdi ding bi nha cung cip quang

cao bén thir 3 tiép can

Méi day, mot blog vi mé ciia Twitter da chinh thuc tiét 16 théng tin rang mot s6
dbi tac quang c&o bén thar 3 da cb gang lam dung mét 16 hdng trong trong hé théng
cuia nén tang truyén thong xa hoi nay nham trich xuat thong tin nguoi ding ma khong
c6 sw d6ng y cua cha tai khoan. Pay c6 thé duoc coi 1a hanh vi vi pham dir liéu noi
bo twong ddi nghiém trong.

Hién 16 hong nay da dugc v thanh cong vao ngay 5 thang 8 nam 2019, chua c6
bat ctr thiét hai dang ké nao dugc ghi nhan. Twitter cam két véi ngudi ding rang ho
s& theo ddi sat sao vu viéc va gui thong bao chi tiét vé tinh hinh thuc té cho tat ca cac
tai khoan bi anh huéng bai hanh vi thu thap di liéu trai phép ciia nha cung cap quang
cao bén tha 3. Thong bao chinh thuc cua @TwitterSupport nhur sau:



http://www.antoanthongtin.vn/Detail.aspx?NewsID=fbd63db9-19cf-4e86-9185-7105726bfda0&CatID=a36fcc1c-e27c-4424-82c8-622de7fa7f9a&MenuID=222f9fad-ff28-43b9-8fe3-0612c407cc72
http://www.antoanthongtin.vn/Detail.aspx?NewsID=fbd63db9-19cf-4e86-9185-7105726bfda0&CatID=a36fcc1c-e27c-4424-82c8-622de7fa7f9a&MenuID=222f9fad-ff28-43b9-8fe3-0612c407cc72
http://www.antoanthongtin.vn/Detail.aspx?NewsID=fbd63db9-19cf-4e86-9185-7105726bfda0&CatID=a36fcc1c-e27c-4424-82c8-622de7fa7f9a&MenuID=222f9fad-ff28-43b9-8fe3-0612c407cc72
http://www.antoanthongtin.vn/Detail.aspx?NewsID=fbd63db9-19cf-4e86-9185-7105726bfda0&CatID=a36fcc1c-e27c-4424-82c8-622de7fa7f9a&MenuID=222f9fad-ff28-43b9-8fe3-0612c407cc72
http://www.antoanthongtin.vn/Detail.aspx?NewsID=fbd63db9-19cf-4e86-9185-7105726bfda0&CatID=a36fcc1c-e27c-4424-82c8-622de7fa7f9a&MenuID=222f9fad-ff28-43b9-8fe3-0612c407cc72
http://www.antoanthongtin.vn/Detail.aspx?NewsID=fbd63db9-19cf-4e86-9185-7105726bfda0&CatID=a36fcc1c-e27c-4424-82c8-622de7fa7f9a&MenuID=222f9fad-ff28-43b9-8fe3-0612c407cc72

Phong ATTT X , ‘ Tuan 32/2019

“Mot loi bao mat nho xuat hién trén nén tang Twitter cho iOS da vo tinh cho
phép cé4c nha cung cap quang cao bén tht 3 thu thap va chia sé di liéu vi tri cia nguoi
dung. Ching tdi hién da va 15i, va dam bao s& cung cap chi tiét moi thong tin lién
quan dén vu viéc cho cac tai khoan bi anh hudng”.

Theo diéu tra, Sy ton tai cua 16 hong nay da dugc mot sé ddi tac quang cao cua
Twitter biét dén lan dau tién ké tir thang 5 nam 2018, nhung Twitter d3 khong ¢
nhitng bién phéap xt 1y can thiét. Thoi diém do6, trang blog vi mé van chwa nam rd chi
tiét cu thé vé vu viéc.

Dit liéu vi tri caa mdi tai khoan thuong dugce Twitter luu trit “an toan” trong co
s& dir liéu nguoi dung nhu mot phan caa chinh sach bao mat dir liéu, nhung trén thuc
té, chua thé khang dinh ring liéu cac nha quang cao dbi tac cua trang mang xa hoi
nay co duoc cap quyén truy cap vao kho dit liéu d6 hay khong.

Dir lidu vi tri cia nguoi dung thuong dugc su dung cho quy trinh khéi phuc tai
khoan, va khong dugc thiét ké, dong thoi ciing khong phai 13 mot loai “hang hoa” ¢6
thé duoc phép “ban” cho cac nha quang céo. Tuy nhién két qua diéu tra cho thay khi
tai khoan nguoi dung Twitter bi anh huéng boi 16 hong néu trén, viéc trich xuét dir
lieu vi tri tham chi con cé thé dugc thuc hién tly y bai mot ddi tac quang céo cua
Twitter ngay ca khi ngudi dung khong dong ¥ (da sé 1a khong hé hay biét).

Céch ddy hon 1 nam, Uy ban Chau Au (EC) d3 cho ban hanh va thuc thi mot
cach quyét liét Quy dinh bao vé dit liéu chung (GDPR) d6i v&i moi québc gia thanh
vién EU, ciing nhu tat ca cac cong ty dd va dang phuc vy cdng dan EU ké tir ngay 25
thang 5 nam 2018. R4t nhiéu 6ng Ién trong linh vuc cung cip dich vy internet da bi
“s& gay”, bao gom Facebook, Google, va ca Microsoft. Hang ty do la tién phat da
duogc 4p dung, va néu vu vi pham dit liéu trén duoc ching minh 1 bat nguén tir 15i
chu quan cua Twitter va ¢ lién quan dén cong dan EU, mot &n phat nang rét cé thé
s& duoc &p dung. Pa phai mat téi hon mot ndm dé x4c nhan sy ton tai caa 16 hong,
va trong d6 chac chan bao gom théng tin tai khoan caa mot cong dan EU.

“Chiing t6i c6 thé da hién thi cho ban cac quang céo dua trén nhiing suy luan
lién quan dén thiét bi ma ban str dung ngay ca khi chua hoi y kién. Tuy nhién day chi
la mot phan trong qua trinh thir nghiém thuat toan nham dua ra quang c&o phd hop
hon cho nguoi ding Twitter va cac dich vu khac caa ching t6i ké tir thang 9 nam
2018” doi ngh Twitter giai thich.

Céc cudc diéu tra van dang tiép tuc va nham dén cac nhom phu trach cong nghé
bén trong va bén ngoai trang mang x& hoi nay dé xac dinh toan bo pham vi tac dong
cua 16 hong, tham chi ca dbi tAc ciia Twitter cling nam trong tam ngam.

V& phan minh, Twitter cam két rang bat ky phat hién méi nao ciing déu s& duoc
tiét 1o cong khai ngay lap tirc, khdng cé ngoai 8.

Nguoi ding Twitter néu mudn lién hé véi dai dién trang mang x& hoi nay dé
cap nhat thém théng tin cu thé déu c6 thé st dung biéu mau tly chinh ma céng ty
cung cap. T4t ca vin con dang trong qua trinh diéu tra va ching toi s& théng bao dén
ban ngay khi c6 théng tin méi nhat.
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Khuyén nghi:
Phong ATTT khuyén nghi: Nguoi ding mang x& hoi can dé cao canh giac,
khong dua nhitng thdng tin quan trong nhay cam Ién mang xa hoi.
Link tham khao: https://quantrimang.com/twitter-xuat-hien-loi-khien-thong-
tin-nguoi-dung-bi-tiep-can-165867
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal} pham/ Mai 15i quéc té M0 ta ngin Ghi chu
dich vu
1  [Cpanel CVE-2019-14408 |[Nhom 249 156 hong trén cpanel | Bi co
CVE-2018-20863 |- ing dung phd bién st dung | thong tin
CVE-2018-20869 de quan Iy web, cho phép doi | yac nhan va
tuong tan cong khai thac 10i ban vé'
SQL Injection, XSS, chén va '
thuc thi ma 1énh qua nhiéu
thanh phan khac nhau, tan
cong leo thang.
2  |[EspoCRM  [CVE-2019-14329 |[Nhom 06 16 hong trén phan | Mot s6 16
CVE-2019-14330  |mém ESpoCRM - phan mém | héng di co
CVE-2019-14349  quan ly khach hang cho phép | cach khic
doi tugng tan cong khai thac ohuc
l61 XSS qua nhiéu thanh phan o
khac nhau, thuc hién tan cong
Vét can dé danh cap thong tin
tai khoan.
3 Jenkins CVE-2019-10356 [Nhom 14 16 hong trén mot sé6 | i co
CVE-2019-10362  |plugin cua Jenkins (phan mém | thong tin
CVE-2019-10344  nguon mé cho phép Xay dung | yac nhan va
va trién khai ty dong g s
dung, ding nhiéu trong phat ban va
trién pham mém) cho phép dbi
tugng tan cong khai thac 15i
XSS, thu thap thdng tin xac
thuc do Iuu trir khdng méa hda,
truy cap trai phép vao di liéu
trén hé thong, mot sé 16 hong
cho phép chen va thyc thi ma
[énh.
4  |D-Link CVE-2019-14334 INh6m 08 15 hong trén mot sé [P co
CVE-2019-14336 [san ph§,m cua D—]_ink cho thong tin
CVE-2019-14333  phép doi twong tan cong thuc | y4c nhan va
hién khai thac 16i XSS, thu ban vé'
thap thdng tin xac thuc, lay
thong tin cau hinh cua thiét bj,
mot s6 16 hong cho phép cheén
va thyc thi 1énh nguy hiém
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5 [Elastic CVE-2019-7615  [NhAm 03 16 hong trén san Chua c6
CVE-2019-7614  pham cua Elastic géom thong tin
CVE-2019-7616  [Elasticsearch, Kibana va APM | y4c nhan
agent cho phép doi tuong tan ban Vé-
céng thuc hién tan cong nghe '
1én, khai thac 16i SSRF, truy
cap di liéu nhay cam cua
ngudi dung khac trén cung hé
thong.
6 [IBM CVE-2019-4062  [Nh6m 07 15 hong trén mot s6 Pa cd thong
CVE-2019-4275  san pham, Gtng dung cta IBM tin xac nhan
CVE-2019-4285  ((i2 Intelligent Analyis va ban va

Platform, Jazz for Service
Management, Spectrum
Protect for Enterprise
Resource Planning, BM
WebSphere Application
Server) cho phép d6i tuong tan
cong thu thap théng tin, tan
cong tir chdi dich vy, lay théng

tin mat khau ¢ dang rd.

2. Danh sach IP/tén mién doc hai c6 nhiéu két noi tir Viét Nam

STT

Tén mién/IP

differentia.ru

disorderstatus.ru

atomictrivia.ru

soplifan.ru

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

25hjlurb.ru

somicrososoft.ru

Xjpakmdcfuge.com
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uagbzunani.info

10

www.cityofangelsmagazine.com

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.




