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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. L& héong Bluetooth nghiém treng khién céac thiét bi dé bi tan cong

Theo Engadget, t6 chirc gidm séat cac tiéu chuan caa cdng nghé Bluetooth,
Bluetooth SIG, d3 dwa ra mot thdng bao bao mat cho cudc tin cong ma cac nha nghién
cuau goi la Key Negotiation of Bluetooth hoac KNOB.

N6 cung cap cho nhitng ké xau can thiép vao quy trinh ghép néi Bluetooth, cho
phép chiing tao khdéa ma hoa cua két ndi ngan hon so vai du kién. Tir d6, ké tan cong
dé dang xam nhap vao két ndi va co thé theo ddi dir liéu duoc chia sé giita cac thiét
bi, nhu gitra dién thoai véi loa hoac dién thoai va dién thoai khéac.

Viéc nhitng ké tan cong cd thé khai thac 16 hong ngay ca ddi véi céc thiét bi da
duoc ghép ndi trude d6 khién no thuc su tdi té. Theo bai b4o ma cac nha nghién ctu
cdng bé, 16 hong nay anh hudng dén cac thiét bi sir dung két ndi Bluetooth BR/EDR
(hoic Bluetooth Classic). Cudc tan cong s& chi hoat dong néu ca hai thiét bi thiét 1ap
két ndi c6 16 hong. Pang chi v, tat ca chip Bluetooth ma cac nha nghién ciu da thir
nghiém déu dé bi tin cong.

B4o céo cho hay, cudc tan cong KNOB c6 thé xay ra do 13i trong thdng sb ky
thuat Bluetooth. Do d6, moi thiét bi Bluetooth tuan tha tiéu chuan déu c6 thé bj ton
thuong, véi dan chimg hon 17 chip Bluetooth trén 24 thiét bi khac nhau déu bi tan
cong. Cac chip déu dé bi tan cong bai KNOB trai rong tir cac nha san xuat Broadcom,
Qualcomm, Apple, Intel va Chicony.

Nhiing ga khong 16 cdng nghé nhu Apple va Microsoft da tung ra cac ban va dé
khic phuc 16 hong va Bluetooth Core Specification da dugc thay d6i dé yéu cau do
dai khoa ma hoa téi thiéu. Nhitng bién phap nay dugc dwa ra dé chong lai nhiing gi
ma céc nha nghién ctu goi 13 “mdi de doa nghiém trong d6i voi bao mat va quyén
riéng tu cua tat ca nguoi dung Bluetooth”.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can cap nhat cac ban va méi nhat caa
thiét bi dang sir dung dé khic phuc 16 hong va ¢am bao an toan thong tin.

Link tham khao: https://thanhnien.vn/cong-nghe/lo-hong-bluetooth-nghiem-
trong-khien-cac-thiet-bi-de-bi-tan-cong-1115875.html
2. Microsoft cong bd 4 16 hong Remote Desktop méi anh hwéng nhiéu phién

ban Windows

Microsoft vira cho biét hé diéu hanh Windows c6 chta bén 16 hong nghiém
trong trong Dich vu Remote Desktop, twong tu nhu 156 hong RDP 'BlueKeep' duoc va
gan day.

Puoc phat hién bai nhédm an ninh caa Microsoft, ca bon 16 hong, CVE-2019-
1181, CVE-2019-1182, CVE-2019-1222 va CVE-2019-1226, déu c6 thé bi khai thac
bai nhitng ké tin cong trai phép tir xa dé chiém quyén diéu khién hé théng may tinh
bi anh huong ma khéng yéu cau bat ky tuong tac ngudi ding.
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Giong nhu 10 hong RDP BlueKeep, ca bon 16 hong déu ¢ thé bi phan mém doc
hai khai thac dé ty dong lan truyén tir mot may tinh ton tai 16 hong sang may tinh
khac (wormable).

"K¢ tin cong cd thé thuc thi ma & cap hé thdng bang cach gui goi RDP tu tao
dac biét téi may chu RDS bi anh huong”, Microsoft canh béo.

"Cac phién ban Windows bi anh huong la Windows 7 SP1, Windows Server
2008 R2 SP1, Windows Server 2012, Windows 8.1, Windows Server 2012 R2 va tat
ca cac phién ban Windows 10 dugc hd tro, bao gdm ca phién ban may cha”.

Mic di hai 16 hong CVE-2019-1181 va CVE-2019-1182 anh hudng dén tat ca
cac phién ban duoc hd tro cua Windows, hai 16 hong CVE-2019-1222 va CVE-2019-
1226 chi anh huong dén Windows 10 va Windows Server Editions.

Cac 156 hong khéng anh huéng dén Windows XP, Windows Server 2003 va
Windows Server 2008 ciing nhu khéng anh huéng dén chinh Giao thuc Remote
Desktop (RDP) ma Microsoft di phét trién cho Remote Desktop Services.

Thay vao d6, cac 16 hong nam trong Dich vu Remote Desktop, trudc day duoc
goi 1a Terminal Services, c6 thé bi khai thac bai nhirng ké tan cong trai phép tir xa
bing cach guri cac yéu cau tu tao dic biét qua giao thie RDP dén mot hé thong muc
tiéu.

Microsoft ciing thong tin rang khdng tim thay bét ky bang chiing cho thay nhiing
16 hong nay da dugc bat ky bén thir ba biét dén hay dang bi khai thac trong thuc té.

"Biéu quan trong la céc hé théng bi anh huong phai duoc va cang sém cang tét
Vi C4C riii ro lién quan dén céc 16 hong nhu thé nay”, Microsoft khuyén cao manh mé.

Néu khong duoc v4, cac 16 hong nay cd thé cho phép ké tan cong phat tan phan
mém doc hai theo cach tuong tu nhu WannaCry va NotPetya khét tiéng da lan rong
trén toan cau vao nam 2017.

Ban cap nhat Patch Tuesday thang 8 nam 2019

Bén canh bdn 16i an ninh quan trong nay, trong ban cap nhat Patch Tuesday
thang 8, Microsoft ciing va 89 15 hong, 25 trong sé d6 duge danh gid 1a nghiém trong
va 64 15i & mtrc do quan trong.

Ban cap nhat Patch Tuesday thang 8 ndam 2019 bao gom ban va cho céac phién
ban Windows duoc hd tro khac nhau va céc san pham khac cua Microsoft gom
Internet Explorer, Edge, Office, ChakraCore, Visual Studio, Online Services va
Active Directory Microsoft Dynamics.

Tat ca cac 16 hong nghiém trong duoc liét ké trong thang nay déu anh huong
dén cac phién ban khac nhau caa Windows 10 va phién ban Server va chii yéu nam
trong Chakra Scripting Engine, mot s nam trong Windows Graphics Device
Interface (GDI), Word, Outlook, Hyper-V va VBScript Engine, LNK va Windows
DHCP Server.

Mot s6 16 hong duoc xép hang quan trong ciing dan dén céc cudc tan cong thuc
thi ma tir xa, trong khi phan 16n 16 hong con lai cho phép nang cao dac quyeén, tir chéi
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dich vu, tiét 16 thong tin, vugt qua bién phap bao vé, gia mao va tan cong kich ban
chéo.

Nguoi dung va quan tri vién hé thong duoc khuyén cdo cap nhat cac ban va an
ninh mé&i nhat cang sém cang tét dé ngan chan toi pham mang va tin tic kiém soat
may tinh cuaa ho.

Pé cai dit cac ban cap nhat méi nhat, ban c6 thé vao Settings — Update &
Security — Windows Update — Check for updates trén may tinh ctia ban hoac ban
c6 thé cai dat cac ban cap nhat theo cach thua cong.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi diing va nguoi quan tri can cap nhat cac ban
va méi nhit cua hé diéu hanh dé dam bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/microsoft-cong-bo-4-lo-hong-
remote-desktop-moi-anh-huong-nhieu-phien-ban-windows.12574/

3. Hai hung véi sac iPhone gia mao kiéu méi: Cim vao la thoai mai hack, diéu
khién may nan nhan tir xa

Cam day sac iPhone vao iPhone rdi két ndi voi may tinh, d6 1a chuyén qua ddi
quen thudc dbi voi nhimg ai dung dd Apple. Tai nhac offline, nap pin tam khi khéng
c6 cu sac, kiém tra théng tin may... hang ti ti th c6 thé 1am nho sy két hop cua 2
thiét bi. Chi can mot budc xac nhan trén iPhone rang cha nhan cé chap nhan cho phép
két ndi hay khong va XONG, tat ca hoan thanh chi trong mét ndt nhac.

Thé nhung, thé giGi ngay nay khong don gian va dé& doan dén vay khi méi day,
mot loai hinh day sac gia doi 16t hang that da dwgc phat hién. Thay vi chi cam va lam
moi thtr nhu chung ta nghi thong thuong, soi day gia nay cé thé gitp hacker diéu
khién thiét bi ciia nan nhan tir xa nhd nhiing thanh phan cha ¥ duoc thém vao bén
trong sgi day cap.

"Trong nd y hét nhu moi chiéc day sac Apple khac, va cling hoan toan tuong
thich khi két ndi véi céc thiét bi. Moi thix chi trg nén bat thuong néu ching ta du trinh
d6 phat hién ra d6 1a @b gia va co can thiép dé xam nhap trai phép," mot chuyén gia
véi bi danh MG chia sé vai phdng vién Motherboard tai su kién an ninh céng nghé
Def Con.

Mot ké hoach xau xa c6 thé duoc 1én phuong an va thyuc hién dé dang chi qua
vai ¢t chi va hanh déng nho, chang han nhu nhanh tay tréo day sac hoic ting bo sac
nay 1am qua cho muc tiéu. S& chang ai may may nghi ngé gi vi kién thirc chuyén mon
cuaa ho chua da nhay bén téi mic do.

Sau khi con méi da sap bay va str dung soi day nay dé két néi vai may tinh trong
mét khoanh khic nao do, ké gian tir xa c6 thé xam nhap va tién hanh mot loat hanh
dong tuy y thich. Pung nhu cach ma MG thtr nghiém tai Def Con, anh ta cho thay
minh c6 thé truy cap dit liéu thong qua dia chi két ndi cua soi day, sau d6 tu tay chay
hang ta chuong trinh riéng ctaa hacker. "No giup tbi thao tac véi may tinh cta muc
tiéu nhu thé toi dang ngdi ngay tai ban 1am viéc noi dit may tinh d6 ma chu nhan
khdng hé hay biét vay," MG chia sé.



https://whitehat.vn/threads/microsoft-cong-bo-4-lo-hong-remote-desktop-moi-anh-huong-nhieu-phien-ban-windows.12574/
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Chua hét, néu phat hién nguy co bi lan ra, ké gian c6 thé tu huy ching cé bang
cach vo hiéu hoa thanh phan va chirc niang xam nhap bén trong soi day. Céc thanh
phan nay thyc ra 1a linh kién cuc nho duoc lap dat thu cong, sau d6 boc 16p cao su ra
ngoai cling mot cach tinh vi sao cho trong y hét san pham gdc cua Apple. MG ciing
tiét 16 khong sém thi mudn minh ciing lam duoc cac soi day sac twong ty nhung lam
gia duogc ca hang thuong hiéu khac.

200 USD la murc gia MG dat cho mét sgi day sac dac biét nay, nhung s€ gidi
han nguoi dung dudi muc dich phuc vu nghién cu an ninh mang chir khéng danh
cho muc dich x4u, khoi diém 1a cho cong ty Hak5 ma anh dang lam viéc.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can st dung hang chinh hang, khéng
mua hang khéng rd ngudn goc xuat xir va dé cao canh giac dé tranh nguy co mat an
toan thong tin.

Link tham khao: http://ttvn.vn/cong-nghe/hai-hung-voi-sac-iphone-gia-mao-
Kieu-moi-cam-vao-la-thoai-mai-hack-dieu-khien-may-nan-nhan-tu-xa-
212019128145514304.htm



http://ttvn.vn/cong-nghe/hai-hung-voi-sac-iphone-gia-mao-kieu-moi-cam-vao-la-thoai-mai-hack-dieu-khien-may-nan-nhan-tu-xa-212019128145514304.htm
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

Mo ta ngan

Ghi cha

1

Cpanel

CVE-2017-18386
CVE-2017-18460
CVE-2017-18474

Nhom 117 16 hong trén Cpanel
cho phép dbi twong tan cong
chen va thuc thi ma Iénh doc
hai qua nhiéu thanh phan khac
nhau (PostgreSQL, SQL.ite,
scripts/maildir_converter,
BoxTrapper APL...). Viét Nam
c6 it nhat 210 may cha Cpanel
dang cong khai trén Internet.
Pi c6 canh bao 249 15 hong
cua Cpanel trong tuan 31.

ba co
thong tin
Xac nhan va
ban va.

Magento

CVE-2019-7890
CVE-2019-7930
CVE-2019-7851

Nhém 71 16 hong trén
Magento (nén tang nguén mé
ho tro xay dung website
thuong mai dién tir) cho phép
truy cap trai phép vao hé
thong, khai thac 16i file update
dé cai cam ma doc trén hé
thong. L6 hong CVE-2019-
7930 c6 diém CVSS 14 9.0

ba co
thong tin
Xac nhan va
ban va.

OpenEMR

CVE-2019-14529

L6 hong trén OpenEMR cho
phép dbi tuong tan cong khai
thac 16i SQL Injection thong
qua /forms/eye_mag/save.php.
OpenEMR 14 phan mém quan
ly h so sir dung trong linh
vuc y té, néu tng dung nay bi
khai théc thi c6 thé gay ra cac
vu 10 lot thdng tin cta bénh
nhan tai cac bénh vién.

ba co
phuong an
khic phuc

D-Link

CVE-2019-6968
CVE-2019-6969

Nhom 02 16 hong trén
firmware cua thiét bi D-Link
DVA-5592 20180823 cho
phép khai thac 16i XSS, truy
cap trai phép vao thiét bi dé
ldy théng tin nhu mat khau

Wi-Fi, s6 dién thoai (néu sir

Paco
thong tin
xac nhan va
ban va
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dung VoIP)
Jira CVE-2018-20826 [Nhom 03 16 hong trén phan i c6 thong
CVE-2018-20827 |meém quan ly du anJiracho  fin xac nhan
CVE-2019-11581 phép doi tuong tan cong khai |va ban va

thac 10i XSS, chén va thuc thi
ma Iénh trén hé théng. C6 22
may chu cta Viét Nam dang
public trén Internet c6 st dung
Jira. L6 hong CVE-2019-
11581 da duoc Cuc ATTT
canh bao truc tiép dén 1 sd
don vi dang c6 may chu Jira bi
anh huong tu 23/7/2019.

Cisco CVE-2019-1971  Nhom 32 156 hong trén mot so
CVE-2019-1910  san pham ung dung cua Cisco
CVE-2019-1918  |((NFVIS, I0S XR Software,
Firepower Threat Defense
software, 10T Field Network
Director, Small Business 220
Series Smart Switches... ) cho
phép dbi twong tan cong thyuc
hién tan cong tir chdi dich vy,
khai thac 16i XSS, CSRF, chén
va thyuc thi ma Iénh, tin cong
leo thang

Da cd thdng
tin xac nhan
va ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT | Tén mién/IP

n.hmiblgoja.ru

mel.cloudcontentsmak.com

mokoaehaeihgiaheih.ru

realhotchickss.com

ajkeahkcueafuiaeuf.ru

pradanewstyle.com

bszotsjovih.com

strikotunrev.top

O 00| N| o O | W N -

letstryitnowx.online

10 willem@alternativa.nl:444134

3. Cac can bo ky thuat dau moi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
6
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- Chan, xtr ly cac truy nhap téi cac tén mién doc hai tai bang 2.



