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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Apple vo tinh 'mé cira’ cho tin tic danh cap dir liéu nguwoi dung

Apple di "quén" khong va mét 13i trong hé diéu hanh iOS khién nguoi dung véi
ban cap nhat i0S 12.4 méi nhat c6 thé bé khoa dién thoai (jailbreak), nhung ciing
khién ho dé bj tan cong.

L3i nay duoc cac nha nghién ciru bao mat phat hién vao cudi tuan qua. Trudc
day, n6 da tirng dugc cac nha phéan tich caa Google phat hién va Apple va lai trong
ban iOS 12.3. Nhung mdt qué trinh chuyén d6i gan day sang ban iOS 12.4 phét hanh
vao thang 7, 16 hong nay da xuat hién tro lai.

Trang Motherboard dan 16i cac nha nghién ctu gidu tén cho biét, 156 hong bao
mat trén i0S 12.4 1am giam dang ké rao can ddi vai cac tin tic tim cach danh cap dix
liéu ctia ngudi dung.

'Do 12.4 14 phién ban iOS méi nhat hién c6 va 1a phién ban duy nhat ma Apple
cho phép nang cap Ién, trong vai ngay t6i (cho dén ban 12.4.1 phét hanh), tat ca cac
thiét bj dang chay phién ban hé diéu hanh nay (hoac bat ky phién ban iOS 11.x va 12
x dudi 12.3) s& dé bi bé khoa - diéu d6 c6 nghia 1a dién thoai iPhone ciing d& bi ton
thuong,' Jonathan Levin, mot nha nghién ciu bao mat noi véi Motherboard.

Vé mit ly thuyét, céc tin tac co di trinh do dé co thé khai thac 16 hong nay trong
Safari hoic, 'tao ra mot phan mém gian diép hoan hao.’

Mai doc khai thac 15 hong ciing c6 thé duoc nhiing vao mot ang dung, diéu nay
s& khién bat ctr ai tai ma doc nay bi hack hoac két hop vai mot cude tin cong trinh
duyét.

C6 thé s& mat vai ngay trude khi Apple phéat hanh iOS 12.4.1 dé stra ban va bit
tro lai 16 hong nguy hiém nay.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding dién thoai iPhone can cap nhat cac ban
va méi nhat dé dam bao an toan thong tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/apple-vo-tinh-
mo-cua-cho-tin-tac-danh-cap-du-lieu-nguoi-dung-560776.html
2. Phan l6n cugc tan cong Job attack trén Microsoft SQL server nham vao

Chau A

Microsoft SQL Server duoc cac cong ty trén thé gii st dung nham quan 1y co
so dir lieu. V&i mirc dd phd bién nhu vay, cing véi viéc khong c6 co ché bao vé du
manh, Microsoft SQL Server tré thanh muc tiéu cua nhitng ké tan céng voi nhiéu
muc dich khac nhau.

M6t trong nhitng cudc tin cdng phé bién nhat trén Microsoft SQL Server 12 tan
cong dua trén cac Job doc hai. Du di xuat hién duoc mot thoi gian, nhung céc ké tan
cdng van tan dung hinh thirc nay dé truy cap vao cac may tram théng qua mat khau
quan tri yéu.
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Theo so liéu duoc thong ké, Viét Nam la nude ¢6 so luong cudc tan cdng nhieu
nhat, chiém 16%. Tiép theo d6 1a Nga v&i 12%, An Do 1a 7%, Tho Nhi Ky va Brazil
& muc 5%.

Theo Kaspersky, cac cudc tan cong Microsoft SQL Server thudng 16n va khong
c6 muc tiéu cu thé. Cac ké tin cong quét cac mang con (sub-network) dé tim kiém
cac may chu cd mat khau yéu.

Sau khi kiém tra tir xa dé xac dinh cai dat SQL Server, ké tin cong sé& brute force
mat khau dé truy cap vao hé thong.

Budc tiép theo 12 sira ciu hinh may chu dé truy cap vao dong lénh, cho phép ké
tan cdng ngam ngam dua phan mém doc hai vao hé thong dich thong qua cac Job cua
SQL Server.

Job biéu thi mot chudi cac 1énh boi SQL Server va cé thé bao gom nhiéu hanh
dong khac nhau, mot sé trong d6 c6 thé bi tan dung dé thuc thi ma hoic céc hoat
dong doc hai khéc.

Vi duy, céc ké tan cong co thé cai dit Job ¢d nhiém vu download ma doc bang
tién ich ftp.exe tidu chuan, tai phan mém doc hai tir ngudn tir xa bang JavaScript hoic
viét va thuc thi phan mém doc hai trén hé théng.

Phan tich vé cac payload cua cac cudc tan cong vao MS SQL Server thong qua
Job doc hai cho thay hau hét 1 cac ma doc dao tién ao hoic backdoor truy cap tir xa.
Mot sé payload khac c6 nhiém vu Iy mat khau hozc leo thang dac quyén.

Dé an toan, quan tri vién nén can nhic viéc sir dung mat khau manh cho cac tai
khoan SQL Server. Kiém tra Agent SQL Server cho cac Job cua bén thir ba ciing c6
thé gitp phat hién cac xam nhap co thé xay ra.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi quan tri can tuan tha viéc dat mat khau manh
va d6i mat khau theo dinh ky dé dam bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/phan-lon-cuoc-tan-cong-job-
attack-tren-microsoft-sqgl-server-nham-vao-chau-a.12611/

3. Hacker mao danh doanh nghiép chuyén phat dé lira phat tan email chira ma
doc

Theo nhan dinh cua chuyén gia Cong ty CyRadar, sir dung email dé phat tan ma
doc 1a hinh thic khdng con méi tap trung vao sy thiéu canh giac cia ngudi dung. Su
thiéu canh giac nay duoc tao ra nho ndi dung ¢ tinh thuyét phuc va gay td mo cho
nguoi dung.

Méi day, qua hé thong giam sat SOC cua CyRadar, viéc hacker tan céng mot
khach hang caa CyRadar 1a doanh nghiép chuyén phét théng qua hinh thac phat tan
email cai ma doc da bi phat hién. Mot luong Ion email doc hai da duoc gui dén nhan
vién caa doanh nghiép nay véi noi dung gay kha nhiéu su to mo.

Khi nguoi dung thuc hién tai, giai nén va mé tép tin co chira ma doc, ma doc sé
duoc thuc thi 1y nhiém trén may nan nhan.
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Chuyén gia Do Quang Thang cua CyRadar phan tich, vé hanh vi ma doc thuc
hién nhiéu thao tac nguy hiém nhu an cip thong tin ngudi ding, tao cong sau cho keé
tan cong nham chiém quyén diéu khién may tiép tuc lay nhiém sau vao bén trong hé
théng.

Mi doc duoc két ndi ¢én may cha doc hai. Thay vi ding ky tén mién, hacker st
dung DNS mién phi nham linh hoat trong viéc thay d6i t&n mién, ciing 1 dé qua mat
mot s6 bién phap bao vé. Tuy thudc vao lénh tra vé ma doc sé thuc hién nhitng hanh
vi ddc hai khac nhau.

Dé tranh trg thanh nan nhan cua thu rac doc hai, chuyén gia CyRadar khuyén
nghi, ngudi dung khéng nhap vao lién két trong email, vin ban, tin nhan hozc bai
dang trén mang xa hoi néu chiing dén tir nhimg ngudi hoic to chirc ma ban khéng
biét, hoic co dia chi dang ngd. Ngudi dung ciing nén kiém tra lai ki cac thong tin, to
chuc doanh nghiép.

Déi véi d6i nglt CNTT va hé théng doanh nghiép can ¢ nhitng bién phap chat
ché& trong viéc giam sat, phat hién trong nhimg treong hop nay vi né co thé xay ra bat
ctr luc nao. Bong thoi nang cao nhan thirc cho ngudi ding qua truyén théng hoic cac
khoa dao tao nhan thaec...

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung khong nhap vao lién két trong email,
van ban, tin nhan hoic bai dang trén mang xa hoi néu chiing dén tir nhitmg ngudi hodc
t6 chac ma ban khong biét, hodc cé dia chi dang ngd, can kiém tra ky cac thong tin
trudc chia nguoi gui trudge khi nhan vao lién két.

Link tham khao: https://ictnews.vn/cntt/bao-mat/hacker-mao-danh-doanh-
nghiep-chuyen-phat-de-lua-phat-tan-email-chua-ma-doc-188941.ict
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

Mo ta ngan

Ghi cha

1

Microsoft

CVE-2019-1151
CVE-2019-1144
CVE-2019-1181

Nhom 88 16 hong trén san
pham, ung dung caa Microsoft
(Remote Desktop Service,
Office, Windows 10, Azure
Active Directory, Defender,
DHCP Client, Microsoft
Edge ) cho phép dbi tuong tan
cong thu thap thdng tin, chen
va thuc thi ma 1énh, tan cong
leo thang,

Mot s6 16 hong nghiém trong
(CVE-2019-1181, CVE-2019-
1182) da dugc Cuc ATTT
canh bao trong van ban canh
béo s6 751/CATTT-NCSC

ba co
thong tin
Xac nhan va
ban va.

Atlassian

CVE-2019-11581
CVE-2019-15053
CVE-2018-20826
CVE-2019-8448

Nhom 05 16 hong trong mét s6
san pham cua Atlassian (Jira,
Confluence Server, Jira Server
and Data Center, ...) cho phép
d6i tuong tan cong thiét lap
Reporter, khai thac 15i XSS,
chén va thuc thi ma Iénh.

L5 hong CVE-2019-11581 da
dugc Cuc ATTTT canh bao
truc tiép dén té chic dang
public may chu Jira trén
[nternet trong vin ban s6
705/CATTT-NCSC

baco
thong tin
Xac nhan va
ban va.

Wordpress

CVE-2019-14948
CVE-2017-18515
CVE-2016-10889

Nhém 136 16 hong trong nhiéu
plugin(newstatpress,wpstatisti
cs,events-manager, FV
Flowplayer Video Player,
nextgen-gallery, subscriber,
wpgoogle-map-plugin,...)
ciaWordpress cho phép dbi
tuongtan cong thu chién khai
thac 16i SQL Injection,

ba co

thong tin
xac nhan
va ban va
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7

Huawei

CVE-2019-5223
CVE-2019-5299
CVE-2019-5280

Nhom 03 16 hong trén mot s6
san pham cua
Huawei(PCManager, Huawei
CloudLink Phone, Huawei
mobile phones Hima) cho phép
d6i twong tan cdng chén v
thure thi ma 1énh, tan cong nghe
Ién

baco
thong tin
Xac nhan va
ban va

Adobe

CVE-2019-8062
CVE-2019-7870
CVE-2019-8063

Nhom 09 16 hong trén mét so
san pham cua Adobe (Adobe

Premiere Pro CC,
AdobePrelude CC, Creative
Cloud Desktop Application)
cho phép d6i twong tan céng
thu thap thong tin, chén va thuc
thi ma Iénh, tin cdng leo thang

D3 c6 thdng
tin xac nhan

Experience Manager, Adobe |va ban va

Bluetooth

CVE-2019-9506

Lb hong trong tat ca thiét bi hd
tro két nbi Bluetooth BR/EDR
trong qua trinh thiét 1ap khoa
mat ma cho phép d6i tuong tan
cong lay do doan khoa ma hoa
dé giai ma dix liéu trao doi tir
d6 c6 thé thu thap thong tin va
tan cong leo thang.

D3 co thdng
tin xac nhan
va ban va

HTTP/2

CVE-2019-9512
CVE-2019-9513
CVE-2019-9511

Nhom 09 LS hong trong viée
thuc thi HTTP/2 cho phép thuc
hién nhiéu h.nh thirc tan cong
tir chdi dich vu.
L3 hong nay c6 thé duoc khai
thac trén dién rong dé thyc
hién tan cong tur chdi dich vu
quy mo lon
Anh huong téi nhiéu tmg
dung, may chu tham khéo chi
tiét tai:
https://vuls.cert.org/confluence
pages/viewpage.action?pagel

D3 c6 thdng
tin xac nhan
va ban va

d=56393752

2. Danh sach IP/tén mién doc hai cé nhiéu két ndi tir Vit Nam

STT | Tén mién/IP

1 disorderstatus.ru

2 differentia.ru
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3 atomictrivia.ru

knOugjov.ru

soplifan.ru

Xjpakmdcfuge.com

xdgzpbcgrvkj.ru

75ulgnwb.ru
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3. Céc can bo ky thuat dau mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.





