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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Ung dung mao danh “B§ Cong an” kiém soat thong tin nguwoi ding dién thoai

Mot irng dung mao danh “Bd Cong an” vira bi phat hién. Khi nan nhén cai tng
dung mao danh “Bd Cong an” vao dién thoai, tat ca tin nhan, ma OTP chuyén tién
ctia chu nhan dién thoai déu bi ddi tuong lira dao kiém soat.

Ngudn tin tir Phong An ninh mang va phong chdng toi pham str dung cdng nghé
cao, Cong an TP Ha Noi cho biét, co quan coéng an vira phat hién mot ang dung gia
danh "B6 Cong an" ¢ hinh dai dién 1a huy hiéu Bo Cong an dé hira dao chiém doat
tai san.

Vu Viéc duoc phat hién khi co quan cong an nhan duoc trinh b4o cia mot sb
nan nhan bi lira dao tién, c6 nguoi bi danh cép hang tram tri¢u déng sau khi cai dat
ung dung mao danh vao dién thoai.

Nan nhan khi cai tng dung mao danh nay vao dién thoai thi ddi twong hra dao
c6 quyén nhan, doc, gui va xem tin nhin van ban SMS cua dién thoai caa nan nhan,
dbi twong lira dao cd thé doc duoc tin nhan OTP cua ngan hang va tir d6 thyuc hién
cac giao dich chuyén tién nhu chu tai khoan ngan hang. Khi truy cap, tng dung s&
hién thi "Hé thdng bao vé Bo Cong an” vai cac muc chon nhung déu bao 15i. Mot sb
nan nhan di bi danh cap tién trong tai khoan sau khi cai ung dung nay.

Gan day, cac ngan hang lién tuc dua ra canh béo véi khach hang vé céc thii doan
pho bién dang duoc t6i pham sir dung 1a gia danh ngan hang, goi dién, nhén tin tir s6
dién thoai la thong bao khach hang da tring thusng 16n, sau d6 gui duong dan téi
c4c website gia mao ngan hang va yéu cau ho hoan tat thi tuc nhan thuéng bang céch
cung cap céac théng tin bao mat cua tai khoan, bao gom: S6 CMND, dién thoai, dia
chi email, mat khau dang nhap, ma OTP, SmartOTP, sé theé..

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding khéng cai tng dung la, can kiém tra ky
thong tin trudc khi cai dat mot ing dung méi dé dam bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/ung-dung-mao-danh-
%E2%80%9Cbo-cong-an%E2%80%9D-kiem-soat-thong-tin-nguoi-dung-dien-
thoai.12624/

2. Ma doc tong tién trén Android lay lan qua SMS va Reddit

Méi day, cac nha nghién ctru cia Cong ty An ninh mang ESET (c6 tru so chinh
tai Slovakia) da canh bao vé mot ma doc tdng tién nguy hiém trén hé diéu hanh
Android, 1ay lan qua cac lién két doc hai trong tin nhian SMS va céac bai dang trén
dién dan Reddit.

Lukas Stefanko, nha nghién ctru ma doc caa cong ty ESET cho biét, ma doc
téng tién trén Android nay co tén Android/Filecoder.C, bat d¢au hoat dong cham nhat
ké tir ngy 12/7/2019. Ma doc dugc phét tan qua cac bai dang trén dién dan Reddit
va mot dién dan danh riéng cho cac nha phat trién Android c6 tén “XDA Developer”.
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NO c0 thé lay lan rong hon bang tin nhan SMS chura cac lién két doc hai va sir dung
danh sach lién lac cia nan nhan.

Vi pham vi muc tiéu mi doc nay dang nham dén chua rong réi va con ton tai so
hd khi thuc hién tin céng, nén muc do tac dong ciia ma doc tong tién mai nay van
con han ché. Tuy nhién, néu tin tic bat dau nham vao cac nhom nguoi ding rong
hon, thi ma doc téng tién nay cd thé tré thanh mdi de doa nghiém trong.

Tin tac s& gui cac tin nhan toi danh séch lién lac caa nan nhan c6 néi dung thong
bao rang anh cua ho da duoc tim thiy trong mot tng dung. Khi ngudi ding truy cap
g dung, ma doc nay s& ma hoa hau hét cac tép tin va doi tién chudc.

Hau hét c4c dién dan va cac bai dang doc hai trén Reddit ¢ noi dung lién quan
dén chu d& nhay cam hay cong nghé. Céc lién két ciing co thé duoc rt gon, hoac sir
dung mi QR dé tré dén ma doc.

Dé t6i da pham vi tiép can, ma doc tdng tién duoc thiét ké co toi 42 phién ban
ngdn ngir khac nhau cua mau tin nhan. Trudce khi guri, ma doc s& lya chon phién ban
ngdn ngir phi hop véi cai dit ngdn ngir trén thiét bi nan nhan va st dung tén chinh
Xac cua nan nhan.

M3 doc chira théng tin vé dia chi cua may chu C&C va dia chi Bitcoin dugc ma
hoa cang (hardcode) trong ma ngudn. Tuy nhién, tin tic cé thé thay d6i nhiing dia
chi nay bat cw IGc ndo bang cach sir dung dich vu Pastebin mién phi. Néu ngudi dung
x6a tng dung c6 chira ma doc tong tién thi cac tép tin s& khong thé giai ma duoc.

Theo ESET, du ma doc tong tién thdng bao rang dit liéu bi anh huong sé bién
mat sau 72 gio, nhung trong ma ngudn ciia ma doc khong cho thay diéu nay. Khoan
tién chuoc 1a twong ddi nho, khoang 94-188 USD. ESET ciing kéu goi ngudi dung
Android chi nén tai xudng cac tng dung tir cira hang Google Play chinh thuc, ludn
cap nhat phién ban méi nhat caa hé diéu hanh, cht ¥ dén quyén ma cac ung dung yéu
cau va tai phan mém diét virus cho cac thiét bi di dong.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding Android chi tai xung cac tng dung tir
ctra hang Google Play chinh thuc, ludn cap nhat phién ban mai nhat cua hé diéu hanh,
chu ¥ dén quyén ma cac tng dung yéu cau dé ¢am bao an toan thong tin.

Link tham khao: http://www.antoanthongtin.vn/Detail.aspx?CatlD=c74b5c11-
1141-471b-95c¢8-a05fe6e7d3a6&NewsID=605273e6-79b4-43fd-a626-
827453e0bd2f
3. Phat hién ma dgc trong wng dung Android CamScanner véi hon 100 tri¢u

ngwoi dung

K¢ tan cong c6 thé tir xa chiém quyén diéu khién thiét bi Android cua ban va
danh cap di liéu dugc luu trix trén thiét bi néu ban dang sir dung CamScanner phién
ban mi&n phi, mot ung dung tao PDF trén dién thoai rat phd bién véi hon 100 triéu
lwot tai xudng trén Google Play Store.

Pé an toan, ban chi can g& tng dung CamScanner khoi thiét bi Android, vi
Google da go bo ung dung nay khoi Play Store chinh thuc.
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Gan day cac nha nghién cuu tim thay mo-dun Trojan Droppper an trong ung
dung CamScanner c6 thé cho phép ké tan cong tir xa bi mat tai xudng va cai dat
chuong trinh doc hai trén thiét bi Android caa ngudi ding ma ho khong biét.

Mo-dun doc hai khdng thuc sy nam trong ma caa chinh (ng dung CamScanner
cho Android; thay vao d6, né 1a mot phan cua thu vién quang cao bén thir 3 gan day
da duoc gidi thiéu trong tng dung tao PDF.

Van dé dugc dua ra 4nh sang sau khi nhiéu ngudi ding CamScanner phét hién
ra hanh vi dang ngo va dang cac danh gia tiéu cuc trén Google Play Store.

Phan tich md-dun Trojan Dropper doc hai cho thay c6 thanh phan tuong tu trong
mét s6 tng dung duoc cai dat san trén dién thoai Trung Quéc.

Cac nha nghién cttu cua Kaspersky da bao cao phat hién cia minh cho Google,
sau d6 Google da nhanh chong g& bo trng dung CamScanner khoi Play Store va cho
biét thém "co vé nhu cac nha phat trién (ng dung da loai bé ma doc véi ban cap nhat
CamScanner méi nhat".

Vi phién ban tra tién cua tng dung CamScanner khong bao gom thu vién quang
co cua bén thu 3 va do d6 khong bi anh huong béi moé-dun doc hai nén van cé san
trén Google Play Store.

Mic du trong vai nam trd lai ddy Google di ting cuong nd luc loai bé céc ting
dung c6 kha ning gy hai khoi Play Store va thém céc bién phap kiém tra phan mém
ddc hai nghiém ngat hon cho cac tng dung méi, cac tng dung lira dao van ton tai va
nhiam muyc tiéu dén hang triéu nguoi dung.

Do d6, nguoi dung nén ludn cai sin phan mém diét virus trén thiét bi Android
dé c6 thé phat hién va ngin chan cac hoat dong doc hai trudc khi ching c6 thé lay
nhidm vao thiét bi cua ban.

Ngoai ra, luén luén xem xét cac danh gia ing dung do nhirng nguoi dung khac
dé lai va ciing xac minh cac quyén cua tng dung trudc khi cai dat bat ky tng dung
va chi cap c&c quyén dé co lién quan cho muc dich cia ang dung.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi diung Android can g& bo tng dung
CamScanner dé dam bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/phat-hien-ma-doc-trong-ung-
dung-android-camscanner-voi-hon-100-trieu-nguoi-dung.12626/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal} pham/ Mai 15i quéc té M0 ta ngin Ghi chu
dich vu
1  |Adobe CVE-2019-7965  [NhAm 79 16 hong trén mot so| Ba co
CVE-2019-8003  phién ban cua Adobe Acrobat thong tin
CVE-2019-8009 and Reader, Creative Cloud y4c nhan va
Desktop Application cho phép ban vé'
doi twong tan cong thuc thi mg '
Iénh tuy y
2 Google CVE-2019-2126  Nhom 16 16 hong trén hé dieu Ba co
Android CVE-2019-2127  hanh Android cho phép doi théng tin
CVE-2019-2128  ftwong tan cong chen va thuc thil y 4 nhan va
ma Iénh Mot so6 1o hong co ban vé.
diém CVSS 9.3 Anh huong toi '
cac phién ban: Android-7.0,
7.1.1,7.1.2,8.08.1,09.
3 IBM CVE-2019-4294  [Nhom 31 15 hong trén mot so| Ba co
CVE-2019-4481  san pham cua IMB  (API|thong tin
CVE-2019-4483  |Connect, Intelligent Operations| y4: nhan
Cente DataPower Gateway,| s i 4
Contract Management, vaban va
Informix  Dynamic  Server
Enterprise Edition...) cho phép
d6i twong tan cong thu thap
thong tin, khai thac 16i SQL
Injection dé twong tac trai phép
VGi co so dir liu back-end, 16i
XSS, Path Traversal, tin cong
leo thang. Mot sé 16 hong cho
phép chén va thuc thi ma Iénh.
4 |Atlassian Jira (CVE-2019-11585 [Nhom 10 16 hong trén Jira cho| Pa c6
CVE-2019-11588 phép dbi tuong tan cdng khail thong tin
CVE-2019-11586 thac 16i XSS, CSRF, thu thap yac nhan va
thdng tin tai khoan nguoi dung, ban vé.
chuyén hudng nguoi dung dén
trang web doc hai.
5  [Cisco CVE-2019-1883  [Nhém 27 16 hong trén mot sg{ Ba co
CVE-2019-1907  san pham cua Cisco (NFVIS, théng tin
CVE-2019-1900  [Firepower Threat Defense, y4c nhan va
HyperFlex Software,Integrated ban vé'
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Management Controller...) cho
phép ddi twong tin cong thu
thap thdng tin, tin cdng nghe
Ién, chen va thuc thi méa Iénh,
tan cong leo thang.

6 [Dlink

CVE-2019-15526
CVE-2019-15527
CVE-2019-15528

Nhom 05 16 hong trén mot so
firmware san pham caa D-Link|
DIR-823G cho phép ddi tuong
tan cong chén va thuc thi mj
lénh dé kiém soat thiét bi.

ba co
thong tin
xac nhan va
ban va

"/ Lenovo

CVE-2019-6178
CVE-2019-6159
CVE-2019-6177

Nhom 05 16 hong trén mot so
san phdm, Ung dung cua
Lenovo (Lenovo Solution
Center, ThinkPad ) cho phép
dbi twong tan cong thu thap
thong tin, khai thac 161 XSS, tan|

cong leo thang.

baco
thong tin
Xac nhan va
ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

soplifan.ru

xdgzpbcgrvkj.ru

Xjpakmdcfuge.com

knOugjov.ru

ixhtiv.info
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somicrososoft.ru

3. Céc can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.






