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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. 50 triéu sé dién thoai ciia ngwoi dung Facebook Viét Nam bi céng khai trén
mang

Theo trang TechCrunch, mot may cha chta dix liéu cua hon 419 triéu hd so
ngudi diing Facebook trén toan thé gioi bi ro ri trén mang. Trong s6 nay c6 133 triéu
nguoi dung My, 18 triéu nguoi dung Anh va hon 50 triéu nguoi dung Viét Nam.

Diéu dang noi la may cha nay khong duoc bao vé bang mat khau nao, khién bat
Ky ai cling co thé truy cip co s dit liéu nay.

M3i hd so chira mot ID ngudi ding Facebook va sé dién thoai dugc lién két voi
tai khoan. Mac du sé dién thoai nguoi dung d3 khong duoc cong khai trong hon 1
nam trude tir khi Facebook tuyén bb han ché quyén nay.

TechCrunch di xac minh mot s6 hd so trong co s& dir liéu bang cach khép sb
dién thoai cta ngudi dung Facebook di biét véi ID Facebook dugc liét ké cua ho.
Ngoai ra, ho ciing kiém tra cac ban ghi khéc bang cach khap cac sé dién thoai voi
tinh nang dit lai mat khau Facebook. Mot s6 hd so con ¢ ca tén ngudi dung, gidi
tinh va tén qudc gia.

Pay 1a bé bdi bao mat méi nhat lién quan dén dit liéu nguoi dung Facebook sau
loat sy ¢ ké tir vu Cambridge Analytica, véi hon 80 tridu ho so ngudi dung bi loi
dung trong cudc bau cir tong thbng My nam 2016.

Ké tir d6, Facebook dinh hang loat sy ¢ lién quan ngudi ding, bao gom ca
Instagram, ma hang nay da thtra nhan.

Vu r0 ri s6 dién thoai mgi nhét tir hang tram triéu nguoi dung Facebook nay
khién ho dung trudc nguy co bi Cac cudc goi spam, quay rdi... Tham chi tin tic c6
thé lira nha mang Chuyén sb dién thoai cua nan nhan sang dién thoai ké tan cong dé
dat lai mat khau céc tai khoan bat ky dugc lién két véi sé dién thoai do.

Sanyam Jain, mgt nha nghién ciu bao mat va thanh vién cua GDI Foundation,
da tim thay co so dit liéu trén nhung khong thé tim ra chu so hitu. Khi phong vién
cua TechCrunch lién lac dugc véi may cha web, co so dit liéu nay da bi ngat két ndi
Internet. Jain cho biét, anh da tim thay ho so vai s6 dién thoai cia mot s6 ngudi noi
tiéng.

Nguoi phat ngon cua Facebook, Jay Nancarrow cho biét, dit liéu trén da bi loai
bo tir trudc khi Facebook tat quyén truy cap vao sé dién thoai ciia nguoi dung.

"Dir liéu nay da cii va dwong nhw chiing dwoc thu thdp trieéc khi ching toi tat
tinh ndng tim kiém nguwoi ding Facebook qua sé dién thogi hoi nam ngodi. Tap dit
liéu nay da bi gérva chiing toi khong thay bang chizng nao vé viéc tai khodan Facebook
nguoi dung bi xam pham®, Nancarrow cho biét.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/hon-50-trieu-so-
dien-thoai-cua-nguoi-dung-facebook-viet-nam-bi-cong-khai-tren-mang-
565115.html



https://vietnamnet.vn/vn/cong-nghe/bao-mat/hon-50-trieu-so-dien-thoai-cua-nguoi-dung-facebook-viet-nam-bi-cong-khai-tren-mang-565115.html
https://vietnamnet.vn/vn/cong-nghe/bao-mat/hon-50-trieu-so-dien-thoai-cua-nguoi-dung-facebook-viet-nam-bi-cong-khai-tren-mang-565115.html
https://vietnamnet.vn/vn/cong-nghe/bao-mat/hon-50-trieu-so-dien-thoai-cua-nguoi-dung-facebook-viet-nam-bi-cong-khai-tren-mang-565115.html

Phong ATTT o Tuan 36/2019
2. Hang loat dién thoai Huawei, LG, Samsung dinh 16 hong nguy hiem

Theo Engadget, hdng nghién ciru bao mat Check Point d phat hién ra 16 hong
trong dién thoai cua Huawei, LG, Samsung va Sony, cho phép ké tan cong sir dung
SMS tuy chinh dé chan tat ca luu lwong email trén céc thiét bi muc tiéu. Cudc tan
cdng st dung phién ban Open Mobile Alliance pho bién dé truy cap email. Céc cudc
tan cdng yéu cau nhitng phuong thirc khac nhau tlly thudc vao dién thoai va théng tin
c6 san (nhu s6 IMSI va yéu cau ma PIN), nhung két qua 1a nhu nhau: ké xam nhap
ltra ngudi dung dé xam pham dién thoai cua ho thdng qua céc tin nhin thay dbi cai
dat mang.

Vén dé bat nguén mot phan tir cach thic cung cap hoat dong. Mac du né hd tro
cung cap thong qua cic phuong thiic tuong dbi an toan nhu méa PIN, nhung n6 khong
y&u cu chung. Thuong cac nha cung cap riéng lé quyét dinh céch trién khai dinh
dang nay thay vi nhiing nén tang nhu Google, dan dén bao mat khéng nhat quan.
Chang han, céc thiét bi Samsung bi anh huang khong can bét ky xac thuc nao dé tro
thanh nan nhan.

Sy da dang nay cling anh hudng dén mirc d an toan cua thiét bi. Mot sé nha
cung cap da giai quyét van dé tot hon nhitng ngudi khac. Samsung da sta 15i ndy
thdng qua ban cap nhat thang 5, trong khi LG phat hanh ban véa vao thang 7. Tuy
nhién, Huawei cho biét ho s& khong cung cap cac ban sira 16i giao dién, con Sony “tir
chéi thira nhan 15 hong” va cho biét ho tuan theo théng sé ky thuat cia Open Mobile
Alliance...

Mic du cac nha cung cp néi trén dai dién cho hon mot nira sé dién thoai
Android nhung ngudi ding c6 thé tu bao vé minh bang cach tir chéi cac tin nhan nhu
mo ta.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi ding cac san pham néu trén can canh giac
Vi cac tin nhan la, ludn cap nhat cac ban va méi nhat ciia nha cung cap dé dam bao
an toan thong tin.

Link tham khao: https://thanhnien.vn/cong-nghe/hang-loat-dien-thoai-huawei-
lg-samsung-dinh-lo-hong-nguy-hiem-1123659.html
3. Firefox 69 va 16i thuc thi ma nghiém trong

Tuan nay, Mozilla di phat hanh Firefox 69 va 20 16 hong, bao gom mat I8i thuc
thi ma mae d6 nghiém trong.

Khi Firefox duoc khoi dong boi mot chuong trinh khac, cac tham sé dong 1énh
lién quan dén ghi nhat ky khong duoc xur Iy ding cach. Piéu nay thuong xay ra khi
ngudi ding nhap chudt vao mot lién két trong mot tng dung tro chuyén.

Ké tan cong co thé tao ra cac lién két doc hai, duoc sir dung dé ghi file vao mot
vi tri thy y, vi du thu muc “Startup” ctia Windows. L3 hong CVE-2019-11751 chi
anh hudong dén Firefox trén cac hé diéu hanh Windows.

Theo Trung tdm Bao mat Internet (CIS): “khai thac thanh cong [...] cho phép
thuc thi ma tdy y. TOy thudc vao cac diac quyén lién quan dén ngudi ding, ké tin
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cong sau do co thé cai dat cac chuong trinh; xem, thay doi, hoac xéa dit liéu; hoac
tao cac tai khoan méi véi day du quyén ngudi dung”.

CIS ciing danh gia rang, cac 16 hong nay mang lai rai ro cao cho céc té chuc phi
chinh pha/ doanh nghiép vira va Ién, nhung chung chi c6 tac dong trung binh ddi voi
c4c t6 chuc phi chinh phu va doanh nghiép quy md nhé.

Ngoai ra, Firefox 69 ciing da xtr Iy 11 16 hong nghiém trong cao, 5 16i nguy co
trung binh va 3 15 hong muc do nghiém trong thap.

Céc van d& nghiém trong duogc giai quyét bao gom CVE-2019-11746 (15 hong
use-after-free co thé xay ra khi thao tac video), CVE-2019-11744 (tan c6ng XSS do
mot s6 thanh phan HTML chtra ddu ngoic ma khong duoc coi 1a danh dau), va CVE-
2019-11752 (16 hong use-after-free nam trong kha ning x6a gia tri khéa IndexedDB
va trich xuat trong qué trinh chuyén d6i).

Cac 156 hong khac bao gdm vi pham chinh sach bao mat same-origin policy
(CVE-2019-11742) cho phép danh cap hinh anh cross-origin, thao tac tép va leo
thang dic quyén véi dich vy bao tri Mozilla (CVE-2019-11736), va leo thang dac
quyén véi dich vu bao tri Mozilla tai mét vi tri cai dat Firefox tiy chinh (CVE-2019-
11753).

Mozilla ciing giai quyét mot van dé qua mit sandbox trén Firefox Sync (CVE-
2019-9812) va c0 lap addons.mozilla.org cuing accounts.firefox.com, gitip ngan chan
thao tac doc hai (CVE-2019-11741).

Céc van dé nghiém trong cao con lai 1a 15i an toan bo nhé, mot sé 161 dugc phat
hién anh hudng dén Firefox ESR 68.1 (CVE-2019-11735), va Firefox ESR 68.1 ciing
nhu Firefox ESR 60.9 (CVE-2019-11740). CVE-2019-11734 chi anh huong toi
Firefox 68.

Céc 16 héng rui ro trung binh dugc xir i trong lan nay 1a CVE-2019-11734
(cross-origin), CVE-2019-11748 (quyén WebRTC trong ngit canh bén thir ba), CVE-
2019-11749 (thdng tin camera c6 san khong can sir dung getUserMedia), CVE-2019-
5849 (ngoai gidi han doc trong Skia). ..

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding hé diéu hanh Windows can cap nhat
phién ban mai nhat cua Firefox dé ¢am bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/firefox-69-va-loi-thuc-thi-ma-
nghiem-trong.12682/



https://whitehat.vn/threads/firefox-69-va-loi-thuc-thi-ma-nghiem-trong.12682/
https://whitehat.vn/threads/firefox-69-va-loi-thuc-thi-ma-nghiem-trong.12682/

Phong ATTT

Tuéin 36/2019

TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal} pham/ Mai 15i quéc té M0 ta ngin Ghi chu
dich vu
1  |Adobe CVE-2019-7968  [Nhom 34 16 hong phién ban | P co
CVE-2019-7969  isan pham cua Adobe | théng tin
CVE-2019-7970  |Photoshop CC cho phép doi | yac nhan va
tuwong tan cong thuc thi ma ban vé'
Iénh tuy y '
Tuan 34 da canh béo 79 16 hong
trong san pham  Adobe
Acrobat.
2  |DLink CVE-2019-15526 [Nhom 08 16 hong trén mot s6| Mot s6 16
CVE-2019-15527 san pham cta DLink ( Router hong di co
CVE-2019-15528 \Wifi DIR-823G, DIR-825AC|thang tin
G1) cho phép doi tugng tan wac nhan va
cong chen va thyc thi ma lénh| -
qua nhidu tham sé khac nhau/ 23N va
thuc hién, thu thap va chuyén
dir liéu gitra cac vung mang co
lap khac nhau.
3 |Linux Kernel CVE-2019-15504 Nhém 05 16 hong nghiém ba co
CVE-2019-15505  [trong trong nhén’Linux cho thong tin
CVE-2019-15666  phép doi twong tan cong gida | y4c nhan
mao luong dix lieu USB, khai | 5 ... .-
thac 16i O%t of Bounds dé doc vaban va
dir liéu trén hé thdng, tan cong
tir chdi dich vu
Lb hong co diém CVSS 9.8
4 [Xymon CVE-2019-13451 [Nhom 08 16 hong trén hé diéu | Da co
CVE-2019-13452 |hanh Xymon cho phég khai | théng tin
CVE-2019-13455  thac loi tran b dém de chen | yvac nhan va
va thuc thi ma Iénh. ban vé.
Lo hong ¢6 diem CVSS 7.5
5 |Atlassian CVE-2019-11589 [Nhom 12 16 hong trén mot s6 | Da co
CVE-2019-8445  san phan cua Atlassian thong tin
CVE-2019-14999 |(Jira,Atlassian Universal | x4c nhan va
Plugin Manager) cho phép doi ban Vé-
tuong tan céng khai thac loi
XSS, CSRF, thu thap thong tin
tai khoan ngudi ding, chuyén
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huéng nguoi dung dén trang
web doc hal.

Mot s6 16 hong da duoc canh
béo trong tuan 34

6 Ricoh

CVE-2019-14305
CVE-2019-14307
CVE-2019-14308

Nhom 04 16 hong trén nhiéu
dong may in cua Ricoh cho
phép ddi twong tan cong khai
thac 13i tran bo dém dé chén va
thuc thi mé lénh, tir d6 c6 thé
thu thap duoc nhiéu théng tin
quan trong trén cac may in nay.

ba co
thong tin
Xac nhan va
ban va

7  Wordpress

CVE-2015-9372
CVE-2019-15774
CVE-2019-15836

Nhom 75 16 hong trén nhiéyl
thanh  phan plugin  cua)
Wordpress (Membership Add-
on for iThemes Exchange, nd-
booking, wp-ultimate-recipe,
...) cho phép ddi tuong tan cong
khai thac 16i XSS, CSRF, SQL
Injection, sira doi thong s cai

dat,

Mot so 16
hong da co
thong tin
Xac nhan va
ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

y3w75xctac.ru

xjpakmdcfuge.com

soplifan.ru

v99ay4wuo.ru

p84epcnjzy.ru
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xdgzpbcgrvkj.ru
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ixhtiv.info

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- X ly cac 16 hdng phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.






