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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Ra mit cong dong két ndi hacker mii tring va chuyén gia bao mat

Vietnam Bug Bounty chinh thic dugc dua vao hoat dong tai dia chi
https://bugbounty.vn. Su ra doi cia Vietnam Bug Bounty duoc xem 1a mot budc tién
l6n trong nd luc xay dung cong ddng bao mat Viét Nam. Pay 1a mot nén tang két ndi
gitta cac chuyén gia, hacker mil trang trong linh vuc bao mat an toan thong tin véi
cac doanh nghiép, t6 chirc ¢6 nhu cau tim kiém 156 hong bao mat tiém tang trong hé
théng van hanh caa don vi.

Doanh nghiép théng qua Trung tdm Giam sat an toan khong gian mang qudc
gia s& dua ra cac chuong trinh tim kiém 16 héng clng c4c muc tién thuong trén
Vietnam Bug Bounty. Sau d6, cic chuyén gia bao mat tham gia ra soat hé théng, tan
cong thar nghiém, khai thac 16 hong theo pham vi va chinh séach chu quan hé thong
dua ra. Néu phéat hién dugc 16 hong, diém yéu co gia tri, chuyén gia d6 s& dugc don
vi cha quan tra thuong ximg dang theo chinh sach cong bé ban dau.

Véi m6 hinh hoat dong nay, cac hacker mii trang, chuy@n gia bao mat s& cd san
choi chuyén nghiép, lanh manh dé lién tuc thuc hanh, nang cao trinh do cling nhu c6
co hoi tao ra mac thu nhap 6n dinh. Con ddi véi doanh nghiép, ho ciing giam duoc
cac chi phi dich vu, t6i wu phi van hanh va nhanh chéng nhan duoc thong bao dé kip
thoi dbi phd, xtr ly su ¢ an toan thdng tin.

Hé thong Vietnam Bug Bounty dugc xay dyng trén Microservices - mot nén
tang hién dai dang tré thanh xu hudng trén thé gisi va dugc ung dung tai nhiéu tap
doan cong nghé 16n nhu eBay, Amazon, Netflix.... Nhitng nghiép vu trén hé théng
déu duoc tu van, hd trg boi doi ngii chuyén gia dén tir Trung tam Giam sét an toan
khéng gian mang quédc gia va VSEC dé viéc tim kiém 15 hong duoc thuc hién lién
tuc, song song véi qué trinh phat trién phan mém.

Link tham khao: https://thanhnien.vn/cong-nghe/ra-mat-cong-dong-ket-noi-
hacker-mu-trang-va-chuyen-gia-bao-mat-1124131.html
2. Ban cap nhat méi nhat cia Microsoft va 4 16i nghiém trong trong Windows

RDP Client

Microsoft vira phat hanh ban cap nhat Patch Tuesday thang 9/2019, va tong
cong 79 16 hong , trong d6 17 18i duoc danh gia nghiém trong, 61 18i quan trong va
1 16i c6 murc do nghiém trong vira phai.

C6 hai 16 hong dugc liét ké "da duoc biét dén cong khai" tai thoi diém phat
hanh, mét trong s6 d6 12 13i leo thang dic quyén (CVE-2019-1235) trong Khung dich
vu van ban Windows (TSF), nhiéu kha ning lién quan dén 16 hong 20 nam tudi da
dugc mot nha nghién ciu cua Google tiét 16 vao thang trudc.

Hai 16 hong khac da bj tin tic khai thac trong thuc té, ca hai déu 14 156 hong leo
thang dic quyén - mot nam trong hé diéu hanh Windows va mét nam trong Trinh
diéu khién hé thdng tép nhat ky chung caa Windows (Windows Common Log File
System Driver).
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Bén canh d6 1a ban va cho bon 16 hong RCE nghiém trong trong g dung
Remote Desktop Client duoc tich hop trong Windows, c6 thé cho phép may chi RDP
doc hai xam nhap may khéach.

Céc 16 hong nay déu nam & phia may khéach, ké tn céng phai lra nan nhan két
ndi v&i may chu RDP doc hai thdng qua tan cong social engineering, DNS poisoning
hoac Man in the Middle (MITM).

Ban cap nhat ciing giai quyét 16 hong thuc thi ma tir xa (CVE-2019-1280) trong
cach hé diéu hanh Windows xr Iy cac tép shortcut .LNK, cho phép ké tan cong xam
nhap cac hé thong muc tiéu.

Ban cap nhat ciing va 12 15 hong nghiém trong khac, tat ca déu dan dén cac cudc
tan cdng thyuc thi ma tir xa va nam trong cac san pham khac nhau caa Microsoft gom
Chakra Scripting Engine, VBScript, SharePoint server, Scripting Engine, Azure
DevOps va Team Foundation Server .

Mot s6 16 hong duoc xép hang quan trong ciing dan dén céc cudc tan cong thuc
thi ma tir xa, trong khi cac 16 hong khac cho phép nang cao dic quyén, tiét 16 théng
tin, tan cong XSS, vuot qua tinh nang bao mat va tan cong tur chéi dich vu.

Bén canh d6, néu ban co cai dit Yammer, mang xa hoi doanh nghiép cua
Microsoft trén dién thoai Android ctia minh, ban nén cap nhat tir Google Play Store
dé va 16 hong.

Nguoi ding va quan tri vién hé théng duoc khuyén cdo cai dit cac ban va
Windows méi nhat tir Microsoft cang som cang tét dé ngan chan t6i pham mang va
tin tac kiém soat may tinh cua ho.

Pé cai dat cac ban cap nhat méi nhat, ban ¢ thé vao Settings — Update &
Security — Windows Update — Check for updates trén may tinh cta ban hoac ban
c6 thé cai dit cac ban cap nhat theo cach tha cong.

Adobe ciing vira tung ra ban cap nhat khac phuc hai 16 hong thuc thi ma tir xa
trong Adobe Flash Player va mot 15i chiém quyén diéu khién DLL trong Adobe
Application Manager (AAM). Nguoi ding phan mém Adobe bi anh huang nén cap
nhat cac goi phan mém Ién phién ban méi nhat cang sém cang tét.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding hé diéu hanh Windows can cap nhat
cac ban va mégi nhat dé dam bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/ban-cap-nhat-moi-nhat-cua-
microsoft-va-4-loi-nghiem-trong-trong-windows-rdp-client.12692/

3. Ung dung Android déc hai xuat hién hai lan trén Google Play

Ung dung doc hai c6 tén 1a Radio Balouch, dugc phat hién chira ma doc
Android/Spy.Agent. AOX. Giao dién ung dung dugc md phong nhu mot irng dung
nghe radio bang Internet, chuyén phét nhac cta nguoi Baloch dinh cu tai Iran,
Afghanistan va Pakistan.

Tuy nhién, nha nghién ciu Lukas Stefanko thudc cong ty ESET da chi ra rang,
g dung nay duoc tao ra dé theo ddi nhitng ngudi da tai ung dung. Trong khi ngudi
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dung sur dung wrng dung, ma doc gian diép tien hanh cac hoat dong danh cap théng
tin danh ba va thu thap cac tép duoc luu trit trén thiét bi.

Ngay sau khi dugc ESET da bao cdo, Google da x6a trng dung doc hai Radio
Balouch trong vong 24 gio, nhung 10 ngay sau tng dung nay duoc nha phat trién ban
dau dang lai trén cira hang tng dung Google Play.

Ong Stefanko cho biét, cong ty cling dd phat hién va bao co trudng hop thir hai
ctia ma doc va sau d6 nd cling dugc gd bo nhanh chong. Tuy nhién, viéc Google cho
phép cling mot nha phat trién dang lai mot ma doc da bi phét hién 18n cira hang tng
dung nhiéu lan 1a diéu dang lo ngai.

Ung dung Radio Balouch xuat hién lan dau tién trén Google Play vao ngay 2/7,
lan thir hai vao ngay 13/7 va déu nhanh chéng bi g& bo. Mdi lan ding trén Google
Play, itng dung da dugc hon 100 nguoi cai dat.

Radio Balouch cd thé 1a tng dung chira ma doc gian diép Android ngudn mé
dau tién xuat hién trén Google Play, nhung khong co gi dam bao day 1a ung dung
cudi cung. Vi tng dung doc hai van c6 thé tra lai cira hang tng dung Google Play
mot cach dé dang sau khi bi x6a, nén Google can dua ra cic bién phép bao mat
nghiém ngat hon.

Néu Google khéng nang cao kha ning bao vé an toan cho ngudi ding, thi mot
ban sao méi cua Radio Balouch hoic bt ky ma doc dua trén cong cu gian diép
AhMyth c6 thé s& sém xuét hién trén Google Play. Radio Balouch da bién mét khoi
Google Play, nhung n6 van cé thé ¢ trén cac ctra hang tng dung khac.

ESET cho biét, tng dung Radio Balouch d& duoc quang c&o trén mot trang web
chuyén dung, Instagram va YouTube. Cong ty di bao cao su nguy hiém cuaa chién
dich tan cong nay cho céc nha cung cap dich vy, nhung khong nhan dugc bat ky phan
hdi nao.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding Android can luu ¥ - khdng cai ang dung
la va doc ky céc chinh sach cua ang dung méi khi cai dat dé ¢am bao an toan thong
tin.

Link tham khao: http://www.antoanthongtin.vn/Detail.aspx?CatlD=c74b5c11-
1141-471b-95c8-a05fe6e7d3a6&NewsID=fd78965a-ch0a-462f-a0a8-9f2b8ce504c4
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

Mo ta ngan

Ghi cha

1

Exim

CVE-2019-15846

Lo hong nghiém trong trong
Exim phién ban 4.92.2 tro vé
trudc cho phép ddi tuong tan
cong thuc thi m& Iénh vai
quyén nguoi ding cao nhat trén
hé théng. C6 33.187 may chu
ciaa Viét Nam sir dung Exim
dang public trén Internet c6 kha
nang bi khai thac.

ba co
thong tin
Xac nhan va
ban va.

Freebsd

CVE-2019-5608
CVE-2019-5609
CVE-2019-5610

Nhom 05 16 hong trén hé diéu
hanh Freebsd cho phép ddi
twong tan cong khai thac 15i
tran bo dém, tan cong tir chdi
dich vu.

ba co
thong tin
Xac nhan va
ban va

Android

CVE-2019-9245
CVE-2019-9248
CVE-2019-9442

Nhom 46 16 hong trén hé diéu
hanh Android cho phép ddi
twong tan coéng thuc hién thu
thap thong tin, tan cong leo
thang,

baco
thong tin
Xac nhan va
ban va

Cisco

CVE-2019-1968
CVE-2019-1969
CVE-2019-1976

Nhom 12 16 hong trén mot so
san pham cua Cisco (Cisco
NX-OS Software, Unified
Contact Center Express, ) cho
phép d6i tugng tan cong khai
thac 16i SSRF, tan cong tir chdi
dich vy, thu thap thong tin trai
phép, mot sé 16 hong cho phép
chen va thuc thi ma 1énh.

baco
thong tin
Xac nhan va
ban va

D-link

CVE-2019-10891
CVE-2019-10892

Nhom 02 16 hong trén thiét bi
D-Link DIR-806 cho phép ddi
tuong tan cong chén va thuc
thi ma Iénh qua thanh phan
"SOAPAction:
http://purenetworks.com/HNA

P1/GetDeviceSettings/"

Chua co
thong tin
Xac nhan va
ban va
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2. Danh sach IP/tén mién ddc hai c6 nhiéu két noi tir Viét Nam
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3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chan, xt ly cac truy nhap toi cac tén mién doc hai tai bang 2.






