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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Microsoft kéu goi ngudi dung Windows cai dit ban va bao mat khan cap

Theo TechCrunch, Microsoft cho biét 15 hong bao mat trong mét sé phién ban
Internet Explorer c6 thé cho phép ké tan cong chay ma doc tir xa trén thiét bi bi anh
huong. Ngudi ding c6 thé bi lay nhiém Ién 1Gt bang céch truy cap trang web doc hai
hoac bi ltra nhap vao lién két trong email.

Ciing theo Microsoft, mot ké tan cong khai thac thanh cong 16 hdng nay c6 thé
kiém soat hé théng bi anh huong. Mac di chi tiét vé 16 hong chua dugce cong khai
nhung Microsoft cho biét né dang dugc khai théc tich cuc.

Dir liéu gan day tir NetMarketShare cho thay, hon 7% luong ngudi dung trinh
duyét dang chay cac phién ban bi anh huéng bai 16 héng, gdm Internet Explorer 9,
10 va 11. Tat ca phién ban Windows dang ndm trong danh muc duoc hd tro déu bi
anh huong, gdm Windows 7, 8.1 va 10, ciing nhu mot s6 phién ban Windows Server.
Hau hét nguoi dung cd thé cai dat cac ban va bang Windows Update.

Microsoft ciing da dua ra mot ban sta 16i cho trinh quét phan mém doc hai tich
hop Windows Defender, vén tdn tai 156 hong ma néu bi khai thac cd thé da gay ra tinh
trang tir chdi dich vu (DDoS) dan dén tng dung khdng hoat dong.

Puoc biét, that hiém khi Microsoft phat hanh cac ban va bao mat khan cap ngoai
chu ky vé hang thang dién hinh. Cong ty thudng phét hanh cac ban sia 16i bao mat
vao thu ba caa tuan thir hai mdi thang, con duoc goi 1a Patch Tuesday, nhung ho ciing
s& phat hanh ban sira 16i cho cac 16 hong dang ké néu phat hién mot cudc tan cong
manh nham vao no.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding hé diéu hanh Windows can cap nhat
cac ban va mai nhat d¢é ¢am bao an toan thang tin.

Link tham khao: https://thanhnien.vn/cong-nghe/microsoft-keu-goi-nguoi-
dung-windows-cai-dat-ban-va-bao-mat-khan-cap-1129962.html
2. Canh bao 16 hong bao mat trén Jenkins gitip hacker chiém quyén diéu khién

may tinh caa doanh nghiép

Ong Truong Ptrc Lugng — Tong Giam d6c Cong ty ¢o phan An ninh mang Viét
Nam (VSEC) cho biét VSEC di phat di canh béo 16 héng bao mat nghiém trong trén
ing dung ma ngudn ma Jenkins, ¢ thé gay anh hudng nghiém trong téi hé thong
may tinh cua cac doanh nghiép Viét Nam.

Theo VSEC, 156 hong c6 mi CVE-2019-10392, duoc chuyén gia bao mat nguoi
Ha Lan Francesco Soncina phat hién. Vi 16 hong duge déanh gia mic do nguy hiém
8/10 nay, hacker s& d& dang chiém duogc quyén diéu khién may chu, kiém soét toan
bo hé thdng thdng tin caa doanh nghiép va thuc hién cac hoat dong trai phép.

Céc chuyén gia bao mat VSEC di nhanh chéng tién hanh nghién ciu va cong
b cach thic hoat dong cua 16 héng. Cu thé, dé khai thac thanh cong hacker can tai
khoan ngudi ding cliing quyén ciu hinh “Job/Configure (USE_ITEM)” va “Git Client
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Plugin” tir phién ban 2.8.4 tr¢ veé trudce. “Viéc khong kiém soat gia tri dau vao tai
tham s6 Repository URL trong Git Client Plugin chinh 1a mau chét gip hacker thyuc
thi ma Iénh trai phép trén may chu”, chuyén gia VSEC cho hay.

Chia sé véi ICTnews vé mirc d6 anh huong cua 16 héng bao mat (rng dung ma
ngudn mé Jenkins ddi vai cac doanh nghiép Viét Nam, chuyén gia VSEC cho biét,
hé théng CI (Continuous Integration) 1a mot trong nhitng hé théng phé bién nhit tai
cac doanh nghiép cong nghé Viét Nam, 80% doanh nghiép c6 hé théng CI déu su
dung ung dung Jenkins dé gilp tu dong hoé trong nhiéu cong doan phét trién phan
mém va cac san pham cé nhiéu nguoi dung nhu mang x& hoi, tng dung chat hay cac
trang thuong mai dién ta.

Khai thac 15 hong bao mat trén Jenkins, cac hacker s& d& dang chiém duoc quyén
diéu khién may chu, kiém soét toan bo hé thdng théng tin quan trong cua doanh
nghiép va thuc hién cac hoat dong trai phép nhu danh cap thong tin, phat tan dix liéu
mat, thuc hién cac hanh vi giao dich trai phép tir tai khoan khach hang. ..

Chuyén gia VSEC cho biét, theo thong ké, hién c6 hon 200.000 may chu cai dt
Jenkins phién ban bi 16i cong khai trén Internet.

Do mirc d6 nghiém trong cua 16 hong, VSEC khuyén céo cac to chirc, doanh
nghiép cap nhat Git Client Plugin cua Jenkins phién ban méi nhat va nhanh nhat c6
thé. Ngoai ra, céc doanh nghiép can han ché cong khai nhiing hé thong dang st dung
trong mang noi bd, ciu hinh Whitelist cac IP dwogc truy cap vao cac hé théng quan
trong, dong thoi cai dat mat khau manh di véi tai khoan hé thdng ké ca tai khoan c6
quyén han thap.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi quan tri can cap nhat Git Clinet Plugin cua
Jenkins phién ban mégi nhat ¢é dam bao an toan thong tin.

Link tham khao: https://ictnews.vn/cntt/bao-mat/canh-bao-lo-hong-bao-mat-
tren-jenkins-giup-hacker-chiem-quyen-dieu-khien-may-tinh-cua-doanh-nghiep-
190749.ict
3. VMware va 6 16 hong trong nhiéu san pham

VMware vira tung ban va cho cac 16i thuc thi ma, chén Iénh (command
injection), tiét 16 théng tin va tan cong tir chdi dich vu (DoS) trong cac san pham cua
hdng bao gom ESXi, vCenter Server, Workstation, Fusion, VMRC va Horizon
Client.

Pau tién 1a 4 16i anh huong dén ESXi va vCenter Server. Nghiém trong nhat 1a
16 hong CVE-2019-5532 va CVE-2019-5534 dé 16 thdng tin & mic do cao anh hudng
dén vCenter Server.

Cac 156 hong duoc VMware phan loai & mirc d6 “quan trong”, lién quan dén cac
may a0 Open Virtualization Format (OVF) ¢ thé cho phép ké xau c6 quyén truy cap
thong tin dang nhap duoc st dung dé trién khai OVF. Nhitng thong tin ding nhap
nay thuong dugc danh cho céc tai khoan root cua may ao.
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Nguoi dung cling da dugc thong bao dé cap nhat ban va cho 16 hong chen 1énh
Busybox anh huong dén ESXi, cho phép ké tan cong lira quan tri vién thyc thi cac
lénh shell bang viéc cung cap cho ho mot file doc hai.

VMware ciing xt ly 16i trong ESXi va vCenter Server vSphere cho phép keé tan
cdng cuc b hoic man-in-the-middle (MitM) chiém quyén kiém soat cua mot VM
console (dong lénh dé chay may 40) néu nguoi dung dang xuét khi phién dang nhap
hét thoi gian.

Bén canh d6, VMware ciing dua ra khuyén co vé hai 15 hong khac. Mét trong
s6 d6 1a CVE-2019-5527, c6 muc do nghiém trong cao lién quan dén thiét bi &m
thanh ao duoc sir dung bai ESXi, Workstation, Fusion, VMRC va Horizon Client.
Thanh phan nay bi anh huéng bai 16i use-after-free (cho phép thuc thi ma tir xa néu
nguoi dung twong tac voi ndi dung doc hai), ¢ thé bi khai thac bai ké tin cong cuc
bo khéng c6 quyén quan tri truy cap dén may khach dé thuc thi ma ty y trén may
host.

LS hdng nay chi co thé bi khai thac néu khau xt Iy am thanh hop 1& khéng co
két ndi.

L héng thir hai dugce dénh gid & mic “trung binh” anh huéng dén Workstation
& bat ky nén tang nao va Fusion trén macOS, cd thé bi khai thac dan dén tan cong
DoS bang cach giri cac goi IPv6 ty tao tir may khach dén hé thong VMware Network
Address Translation (NAT).

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudoi quan tri va nguoi sir dung céc dich vu
VMware can cap nhat ban vd méi nhat ¢é dam bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/vmware-va-6-lo-hong-trong-
nhieu-san-pham.12732/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

Mo ta ngan

Ghi cha

1

Microsoft

CVE-2019-1208
CVE-2019-1221
CVE-2019-1246

Nhom 79 16 hong trén cac san
pham, phan mém caa Microsoft
(Office, IE, Windows 7/10,
Microsoft Edge...) cho phép
dbi twong tan cong thuc hién
nhiéu hinh thuc tn céng khéac
nhau bao gém: thu thap théng
tin, tin cong tir chdi dich vy,
chén va thuc thi ma tir xa, tan
cong leo thang. Nhiéu 16 hong
c6 diém CVSS cao (9.3, 7.6)

ba co
thong tin
Xac nhan va
ban va.

Adobe

CVE-2019-8069
CVE-2019-8070
CVE-2019-8076

Nhom 03 156 hong trén san
pham cua Adobe (Flash Player,
Adobe application manage)
cho phép dbi tuong tin cong
chén va thuc thi ma Iénh 02 L6
hong trén Flash Player c6 diém
CVSS la 10.0 Anh hudng dén
nhiéu phién ban Adobe.

ba co
thong tin
Xac nhan va
ban va

WordPress

CVE-2019-16217
CVE-2019-16218
CVE-2019-16219

Nhoém 18 16 hong trén nhiéu
thanh phan cua WordPress cho
phép d6i tuong tan cong khai
thac 16i XSS, SQL injection,
truy cap trai phép vao thong tin
ngudi dung trén hé thong hay
chuyén hudéng nguoi dung dén
trang web doc hai

ba co
thong tin
Xac nhan va
ban va

Android

CVE-2019-9461
CVE-2018-6240
CVE-2019-9345

Nhom 32 156 hong trén hé diéu
hanh Android cho phép déi
twong tan céng thuc hién thu
thap thdng tin, tan cong leo
thang qua nhiéu thanh phan
khac nhau

ba co
thong tin
Xac nhan va
ban va

Apache

CVE-2018-17200
CVE-2019-0189
CVE-2019-10074

Nhom 06 16 hong trén mot s6
san pham, phan mém cua
Apache (nhu OFBiz, Solr,
Apache Traffic Control) cho

baco
thong tin
xac nhan va
ban va
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phép ddi twong tan cong khai
thac 16i Stored XSS, truy cap
trai phép vao hé thong ma chi
can thdng tin username.

6 [Dlink

CVE-2019-10891
CVE-2019-10892
CVE-2019-16190

Nhom 03 16 hong trén mot s6
phién ban firmware cua thiét
bi Dlink (DIR-806, DIR-868L
REVB) cho phép ddi tuong ta
céng chén va thyc thi 1énh doc
hai qua nhiéu thanh phan khac
nhau

02 16 hong c6 diém CVSS la

10.0

ba co
thong tin
Xac nhan va
ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

soplifan.ru

6kie9jomo.ru

Xjpakmdcfuge.com

xdgzpbcgrvkj.ru

www.cityofangelsmagazine.com
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dklxjmtbnmn.info

[
o

morphed.ru

3. Céc can bo ky thuat dau méi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xir Iy cac truy nhap téi cac tén mién doc hai tai bang 2.






