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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Phan mém déc hai sir dung &ng dung web bién PC thanh ngudn tan cong

Cac nha nghién ciru tir Talos (Microsoft) va Cisco di xac dinh mot chung phan
mém doc hai méi sir dung cac (ng dung web dé bién cac hé théng thanh proxy cho
luru Iwgng truy cap internet doc hai.

Theo Engadget, cudc tin cdng khién nan nhan chay tap tin HTA (&ng dung
HTML) théng qua quang céo lira dao hoic tai xudng va khai chay mét chudi su kién
phic tap. JavaScript trong trinh HTA tai mot tap tin JavaScript riéng biét, xong lan
lugt chay mét 1énh PowerShell dé tai va chay mét loat céng cu, bao gdm ca nhiing
cdng cu vo hiéu hda Windows Defender, yéu cau kiém soét nhiéu hon, cac goi dix
liéu chup va tao proxy du dinh.

Diéu quan trong, su 1y nhiém phu thudc vao cac chuong trinh hop phap dé
hoan thanh nhiém vu ctia minh, cho du chung dugc tich hop vao Windows hay duoc
tai xuéng tir bén thir ba. Cach tiép can khién cac nhém bao mat kho khin hon trong
viéc nghién ciru ma va dua ra cc bién phap d6i pho.

Chua 16 nhém dtng sau phan mém doc hai c¢é tén Nodersok (hoac Divergent)
noi trén nhung dudng nhu d6 1a do tin tic thong thuong ma khdng phai do cac to
chtrc chinh phu hau thuan. Cisco tin rang phan mém doc hai dugc thiét ké chu yéu dé
gian 1an nhap chudt hoic thuc hanh ty dong tao cac nhap chudt quang cao dé ting
doanh thu tir cac trang web. Hau hét cac muc tiéu 1a ngudi ding ¢ chau Au va My
ma khong phai nguoi dung doanh nghiép hoac chinh pha.

Ca Microsoft va Cisco déu mudn phét huy kha ning cua cac hé théng phong thia
cap doanh nghiép cua ho dé ngan chan phan mém doc hai. Tuy nhién, hau hét moi
ngudi khéng c6 quyén truy cap vao nhimg tai nguyén dé va phan mém chéng vi-rat
dua trén chir ky théng thuong cham chap hon nhiéu trong viéc d6i pho véi phan mém
doc hai nhu vay. Theo Microsoft, Nodersok dd nham muc tiéu dén hang ngan may
tinh trong nhitng tuan gan day.

Link tham khao: https://thanhnien.vn/cong-nghe/phan-mem-doc-hai-su-dung-
ung-dung-web-bien-pc-thanh-nguon-tan-cong-1131606.html
2. Toi pham ngan hang: Mao danh Western Union lira dao nha ban hang online

Thoi gian gan day, cac ngan hang lién tuc dua ra canh béo vai khach hang vé
thu doan ctia bon toi pham cdng nghé cao lién tiép ding céc thi doan hra dao tinh vi
loi dung théng tin lira cung cip ma OTP, hoic yéu cau ding nhap vao cac trang web
gia mao dé chiém doat tai khoan cua khach hang va gay ton hai dén uy tin cua cac
ngan hang.

Tuy nhién tinh trang lra d4o van tai dién, méi day nhat, mot nha ban hang online
& Ha Noi di bi ké gian dan dat nham myc dich lira dao, nhung rat may chi da khong
sa bay cua bon toi pham.

Cu thé, chi Q.P, mot ngudi kinh doanh online qua Facebook & Ha Noi cho biét,
vao tbi ngay 27/9/2019, khi dang chuan bi di ngu thi chi nhan duoc tin nhan cua
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nguoi la qua Facebook (nick Nguyen Thi Hong) hoi mua 4kg sen khd Hug, sau khi
thng nhat gia ca gitra hai bén, nick Nguyén Thi Hong nhian mot dia chi & Tran Ph,
Vinh Yén, Vinh Phc va sé dién thoai caa mot ngudi nhan tén 1a Nguyén Thi Huong.

Chi Q.P n6i s& chuyén hang theo hinh thicc COD (giao hang thu tién) thi nguoi
mua noi 13 doi ¢d dy nhd chuyén tién vao tai khoan réi hdy chuyén hang, vi co ay
dang & Nhat. Sau d6 c6 ta xin s6 dién thoai va tai khoan ngan hang caa chi Q.P. Hai
bén thong nhat sau khi chi Q.P nhan dugc tién s& chuyén hang ngay cho ngudi mua.

Sang ngay 28/9/2019, chi Q.P nhan dugc mot SMS vao dién thoai ¢6 ndi dung
"KH nhan tién tir DV chuyén tién Western Union. Truy cap kiém tra théng tin nhan
tién tai website: xyz..."

Sau d6, nick Nguyén Thi Hdng nhan tin qua Facebook bao chi Q.P ch¢ tin nhan
b&o vé rdi chup hinh chd ¢6 ta hudng dan. Mot lat sau dién thoai cua chi Q.P ¢ tiép
mot SMS tir VERIFY béo sb tai khoan ngan hang cua chi da nhan dugc 1.520.000
VND. Nhung chi Q.P chua thay tai khoan cia minh bao 6 tién trong tai khoan.

Sau d6, nick Nguyén Thi Hong tiép tuc huéng dan chi bam vao duong link trong
tin nhan dau tién dé lam theo hudng dan, theo 101 ngudi ndy muc dich dé kiém tra
dung thong tin tai khoan ngan hang cua chi Q.P dé bén nudc ngoai con con duyét
giao dich. Cd ta héi thic chi kiém tra nhanh di, chi 5 phit sau 1a tién s& vao tai khoan
cua chi.

Khi badm vao duong link 13 mot trang c6 rat nhiéu logo cua cac ngan hang Viét
Nam, nick Nguyén Thi Hong tiép tuc huéng dan chi Q.P chon ngan hang cua chi, sau
d6 hudng dan nhap tén, tudi, s6 CMND, dién thoai va s tai khoan ngan hang tiép.
Do theo di thdng tin trén bao chi vé cac chiéu lira dao cua toi pham ngan hang, chi
Q.P da khong lam theo huéng dan.

Khéng may mén nhu chi Q.P, chi P.T chi mot shop d6 phuot online & Ha Noi
méi day da bi bon toi pham lay cap 7 triéu dong trong tai khoan véi chiéu thuc lira
dao mua hang, chuyén tién qua Western Union tuong tu nhu trén.

Da phan nan nhan déu lam theo huéng dan cua ké gian, sau khi c6 ma OTP cua
ngan hang, bon ching s& hudng dan cung cip OTP dé danh cap tién trong tai khoan
cua nan nhén sang tai khoan cua chung.

Haoi thang 6/2019, Hang cung cap giai phap bao mat toan cau Trend Micro cho
biét, Viét Nam nam trong Top 3 khu vuc Pong Nam A (ASEAN) bi tan cong boi cac
loai ma doc ngan hang. Trong quy 1/2019, Viét Nam dang trong s6 nhitng nudc bi
tan cong bai nhiéu méi de doa bao mat hang dau ciia Pong Nam A bao gdm ma doc
téng tién (Ransomware), ma doc ngan hang (Banking Malware), ma doc Macro
(Macro Malware) va mbi de doa email. Viét Nam dtng dau vé ma doc téng tién tai
khu vuc Pong Nam A, xép trén Indonesia va Phillipines. Trong d6, khéi ngan hang
Viét Nam tiép tuc 1a muc tiéu tn cdng cuaa toi pham CNTT. Véi tong s6 loai ma doc
ngan hang duoc phat hién la 1.989 loai, Viét Nam dung thir 3 sau Thai Lan, Malaysia
vé nguy co bi tan cong boi c4c loai ma doc ngan hang.
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Thaoi gian gan day, cac ngan hang ctia Viét Nam da lién tuc dua ra khuyen cédo
tgi khach hang cia minh vé mot sé tha doan lira dao noi 18n gan day nhu sau: Lira
khach hang tu chuyén tién (nhu truong hop chi Q.P méi gip & trén), théng béo tring
thudng, yéu cau hoan tat tha tuc nhan thudng bang cach nap tién vao sé dién thoai
chi dinh va chuyén truéc mét khoan phi nhan thuong vao tai khoan caa bon toi pham.

Bon chung thudng dung chiéu thac ding email gia mao gui tir cac té chic thé
quéc té: Visa, Mastercard, Amex, JCB. .. v&i ndi dung théng béo giao dich bi tir chdi,
trong khi khach hang khong hé thuc hién giao dich qua thé, hoic email thong béo thé
cuia quy khach bi khoa va yéu cau quy khach cung cap lai thdng tin c& nhan, théng
tin thé dé kich hoat, m¢ lai thé hoic yéu cau cung cap bd sung thdng tin c nhan,
thong tin tai khoan thé vao link san co.

Bon toi pham con gia danh nguoi than, ban bé nho nhan tién tir nuéc ngoai
chuyén vé. Qua d6, yéu cau khach hang ding nhap vao dudng din trang web dugc
cung cap san bang tén dang nhap (username) va mat khau tai khoan Internet banking
cta khach hang, va sau d6 nhap tiép ma OTP dugc ngan hang g vao sb dién thoai
hoac email cua khach hang.

Mot chiéu thire khac, do 1a bon toi pham gia danh Ia nhan vién ngan hang yéu
cau khach hang cung cap s6 thé, mat khau va ma xac thuc OTP da dugc giri vao dién
thoai cua khach hang do cd khoan tién treo can chuyén vé tai khoan. Hoic gia danh
nhan vién ngan hang thdng béo tai khoan bi t6i pham xam nhap va yéu cau cung cap
s6 tai khoan, mat khau, OTP giao dich.

Trén thyc té cac Ngan hang, to chuc tin dung “khong bao gio” yéu cau khach
hang cung cap cac théng tin ca nhan hoic thong tin bao mat nhu sd tai khoan ngan
hang, s6 PIN the¢ ATM, ma truy cap, ma OTP va mat khau Internet Banking qua email
hay dién thoai. Vi vay, néu nhan dugc nhitng yéu cau dang nay dong nghia vai viéc
ké gian dang tim cach chiém doat tai san caa khach hang gui tai ngan hang.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can canh giac khi nhan dugc nhiing tin
nhan cé ndi dung yéu cau cung cap thdng tin thé ngan hang, gap nhiing truong hop
nghi ngo can lién hé vai ngan hang hozc ngudi ¢d chuyén mén dé tranh nguy co bi
ltra dao.

Link tham khao: https://ictnews.vn/cntt/bao-mat/toi-pham-ngan-hang-mao-
danh-western-union-lua-dao-nha-ban-hang-online-191026.ict
3. CVE-2019-16928: L§ hong trong mail server Exim cho phép thuc thi ma tir

xa

Mot 15 hong an ninh nghiém trong vira duoc phat hién va va trong may chi mail
Exim, c6 thé cho phép ké tan cong tir xa thuc thi ma ty y trén may chi muc tiéu.

Theo cac nha phat trién Exim, 15 hong nay, CVE-2019-16928, anh hudng dén
cac phién ban tir 4.92.2 tré vé trudc.

Pay 1a 15i tran vung dit liéu heap trong ham string_vformat ton tai trong file ma
ngudn string.c cuaa Exim. Bang cach khai thac 16 hong nay, ké tan cong cé thé gay ra
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mot cudc tan cong tir choi dich vu vao Exim server hoac thuc thi ma tir xa téi Exim
server.

Theo thdng béo chinh thirc tir Exim, hién tai ma khai thac 16 hong nay da duoc
tiét 16 cong khai nhung ma nay chi gy ra mot cudc tan cong tir chi dich vu téi Exim
server ma khong c6 kha nang thyuc thi ma tur xa.

Exim d3 phat hanh phién ban 4.92.3 dé va 13i nay.

Exim 12 mét trong nhitng dich vu mail server Ion nhat hién nay. Theo thng ké
trén trang Shodan, hién khoang 5 triéu may, chii yéu tai My. Chinh diéu nay khién
Exim tré thanh muc tiéu hap dan cua ké xau.

VAo giira thang 6 nim nay, cac chuyén gia va cac cong ty canh bao vé 15 hong
CVE-2019-10149 cua Exim (d3 c6 ban va) bi khai thac dé phat tan ma doc ddo tién
40. V& gan day nhat 12 15i hong CVE-2019-15846 cua Exim cho phép thuc thi ma tir
xa voi dac quyén root.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi quan tri can cap nhat ban va méi nhat dé d¢am
bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/cve-2019-16928-lo-hong-trong-
mail-server-exim-cho-phep-thuc-thi-ma-tu-xa.12765/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

Mo ta ngan

Ghi cha

1

Advantech

CVE-2019-13550
CVE-2019-13558
CVE-2019-13552
CVE-2019-13556

Nhom 04 16 hong trén cac san
pham, phan mém cua
Advantech (WebAccess
versions 8.4.1) cho phép ddi
tuwong tan cong thuc hién nhiéu
hinh thuc tan céng khac nhau
bao gom: thu thap thong tin,
chén va thuc thi ma tu xa. 2 16
hong co diém CVSS cao 12 9.0

ba co
thong tin
Xac nhan va
ban va.

Linux

CVE-2019-14821
CVE-2019-16413
CVE-2019-15031

Nhoém 06 16 hong trén san
phém cua Linux (Linux kernel,
SUSE Linux Enterprise Server
12) cho phép dbi tugng tan
cong tir chdi dich vy, chén va
thue thi ma tir xa. 1 16 héng c6
diém dac biét ngiém trong 13
10.0

ba co
thong tin
Xac nhan va
ban va

Draytek

CVE-2019-16533
CVE-2019-16534

Nhém 02 Lo hong trén phién
ban firmware cua thiét bi
Draytek (vigor 2925, firmware
3.8.4.3) cho phép d6i tuong tan
cong truy cap trai phép va khai
thac XSS.

Chua c6
thong tin
Xac nhan va
ban va

Dlink

CVE-2019-16057

Nhom 01 16 hong trén mot so
phién ban firmware cua thiét bj
Dlink (DNS-320) cho phép ddi
tuong tin cdng chén va thuc thi
lénh doc hai qua nhiéu thanh
phan khac nhau; 156 hong c6
diém CVSS la 10.0 dic biét
nghiém trong

baco
thong tin
Xac nhan va
ban va

Cisco

CVE-2019-12620
CVE-2019-1975

Nhom 02 16 hong trén mot s6
san pham, phan mém cua
Cisco (HyperFlex
Software)cho phép d6i tuong
tan cong thuc thi ma 1énh tir

xa, huéng ngudi dung dén

ba co
thong tin
xac nhan va
ban va
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trang web doc hai

Apache CVE-2019-0195  [Nhém 03 15 hdng trén mot sé | P co
CVE-2019-0207  [san pham, phan mém cia thong tin
CVE-2019-10071 |Apache cho phép d6i twong | yac nhan va

tan cong khai thac duong link ban vé'
cua cac tép trong hé thong dé

tiém ma doc trén nén tang

Windows, thuc thi ma Iénh tu

Xa.

Wordpress [CVE-2016-11008 |Nhém 24 16 hong trén nhiéu | Chua co
CVE-2016-11010 [thanh p,hén cua V}/ordPress cho| théng tin
CVE-2014-10397  phep doi twong tan cong khai | y4c nhan va

thac 1oi XSS, truy cap trai ban vé.
phép vao thong tin nguoi dung

trén hé thong hay chuyén

huéng nguoi dung dén trang

web doc hai, chen va thyc thi

ma tir Xa, tan cong leo thang.

Gitlab CVE-2019-15721 [Nhom 21 16 hong trén mot s6 | Pa co
CVE-2019-15722 phién ban cua Gitlab (Gi’gLab théng tin
CVE-2019-15724  |Community) cho phép doi x4c nhan va

tuong tan cong khai thac va ban vé‘
chinh stra cai dat, thu thap

thong tin, dia chi IP ctia nguoi

st dung, tan cong tir chéi dich

vu, thuc thi ma Iénh tur xa.

Codesys CVE-2019-13538 [Nhom 02 16 hong trén mot s6 [P co

CVE-2019-9008  san pham va thanh phan ciia | thang tin
Codesys cho phép doi twong | yac nhan va
tan cong khai thac noi dung ban vé‘
thu vién trong hé thong va tan
cong tir chdi dich vu, thuc thi
ma Iénh tur xa.

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT | Tén mién/IP

1 disorderstatus.ru
2 differentia.ru

3 atomictrivia.ru
4 soplifan.ru
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5 2iq7vrzg.ru

6 Xjpakmdcfuge.com

7 xdgzpbcgrvkj.ru

8 www.cityofangelsmagazine.com
9 morphed.ru

10 ktOOqugt.ru

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chin, xir 1y cac truy nhap téi cac tén mién doc hai tai bang 2.





