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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. TeamViewer bij tin tic APT41 cia Trung Quédc xam nhap, cho phép truy cap
va cai backdoor 1én hé théng

Phan mém diéu khién tir xa ni tiéng TeamViewer dd bi hack tir nhiéu nim
trudc va mot s6 may tinh ngudi dung d3 bi tin tic kiém soat va cai dat cac caa hau
dé danh cap dir lidu.

Hién tai, TeamViewer van chua thira nhan rang may chu da bi tin cong. Nguoc
lai, cac nha phat trién cho biét nguoi ding bi tan cong chu yéu bang cach ro ri ID va
mat khau tir xa. Tuy nhién, diéu gay séc la cong ty bao mat FireEye da mot lan nira
tiét 16 rang TeamViewer da bi hack. Ké tan cong c6 thé diéu khién tat ca cac may
tinh ddng nhap vao phan mém va van hanh né tly .

Méi day, kién trac su an ninh hang dau dén tir cong ty bao mat hang dau
FireEye, da viét trén Twitter raing TeamViewer da bi hack va rd ri mat khau tai khoan
cua ngudi dung. Nhom tin tic nay 1a APT41. Fire Eye cho biét trén Twitter riang tin
tic cd thé truy cap nd trén bat ky may tinh nao da cai dat TeamViewer.

Tir nhitng btic anh dugc phat hanh boi FireEye, day s& la mot bai thuyét trinh
dugc trinh bay tai hoi nghi bao mat do Fire Eye t6 chirc va hang nay khdng tiét 16 chi
tiét cu thé. Tuy nhién, cong ty bao mat nay 1a mot nhém nghién ciu bao mat noi tiéng
trong nganh, vi vay do tin cay cua tin tirc duoc cong bd 1a 100%, s6 liéu cu thé vé
nan nhan bi anh hudéng va phuong thirc khai thac caa nhom tin tic khong dugc tiét
16.

Theo hinh anh duoc tiét 16 boi FireEye thi cudc tan cong nay dién ra vao nim
2017-2018. B&o céo tiét 16 TeamViewer da bi hack vao nam 2016 khi mot sé luong
I6n ngudi duing bi tn cong va danh cap théng tin tai chinh chi trong 24 gio.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi dung va ngudi quan tri can tuan tha cac
chinh sach an toan thong tin d ban hanh, khdng st dung TeamViewer dé tranh nguy
co cho hé théng.

Link tham khao: https://whitehat.vn/threads/teamviewer-bi-tin-tac-apt41-cua-
trung-quoc-xam-nhap-cho-phep-truy-cap-va-cai-backoor-len-he-thong.12814/

2. Apple gii dir liéu duyét web trén iPhone cho cong ty TQ

Cu thé, trinh duyét Safari trén iPhone bi t6 1a “toi d6” trong truong hop nay.
Safari dugc tich hop co ché kiém soat an ninh giup ngan chin cac hanh vi doc hai
nhu ltra dao phishing.

Trén Safari, goi cong cu gilp bao vé nguoi dung nay co tén Fraudulent Website
Warning. Dé tinh ning c6 thé hoat dong chuan xac, Safari can thu thap va gui dir liéu
to1 Google Safe Browsing.

S¢ di 1am thé 12 bai Safari can so sanh cac duong lién két véi danh sach den cua
Google Safe Browsing, tir d6 xac dinh trang web c6 an toan hay khong.
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Tuy nhién, ngoai viéc gui théng tin téi Google, Apple con gui dir li¢u tuong tur
tgi Tencent, cai tén gan lién vai ché do kiém duyét va co lién quan mat thiét vai chinh
phu Bic Kinh. Hién chua rd goi thong tin Safari gtri cho Tencent gom nhiing gi.

Nguoi ding iPhone c6 thé tit tinh nang Fraudulent Website Warning trong phan
Settings > Safari > Privacy & security > Fraudulent Website Warning. Tuy nhién,
lam vay ciing sé tat ludn viéc déi sanh duong link véi kho dit liéu cua Google.

Apple chua tirng cdng bd viéc hdng nay ¢ quan hé hop tac voi Tencent. Tinh
nang Fraudulent Website Warning duoc bat ty dong trén tat ca iPhone va iPad chay
hé diéu hanh iOS 13.

Diéu nay co6 nghia dit liéu duyét web trén iPhone dugc bi mat guri toi Google va
Tencent.

Link tham khao: https://viethamnet.vn/vn/cong-nghe/bao-mat/apple-gui-du-
lieu-duyet-web-tren-iphone-cho-cong-ty-tq-577326.html
3. Trién khai danh gia bao mat trang web mién phi

Cong ty co phan An ninh mang Viét Nam (VSEC) chinh thic trién khai chuong
trinh “Panh gia bao mat website mién phi” t&i tit ca doanh nghiép dang hoat dong
tai thi trrong Viét Nam.

Theo thong tin tir Bo Thong tin va Truyén thong, 6 thang dau nam 2019 tai Viét
Nam xay ra 3.159 vy tdn cdng mang vao cac hé thong thong tin, trong d6 c6 968 cudc
tan cong thay doi giao dién (Deface), 635 cudc tan cong cai cam ma doc (Malware),
1.556 cudc tan cong lira dao (Phishing).

Tuy hinh thirc tin cdng théng qua cac 16 hong don gian nhung giy ra nhiing
thiét hai Ion t&i doanh nghiép nhu hé théng bi té liét, bi xda dix liéu, thoi gian khoi
phuc l1au... Nguy hiém hon, cac tin tic s& tién hanh khai thac mot cach am tham va
ldy cap nhiéu thong tin nhay cam nhu: danh sach khach hang, danh sach nhan vién,
tai liéu dy an...

V6i ky vong néng cao nhan thic va bao mat an toan thong tin mang khi st dung
website cua doanh nghiép Viét, VSEC phat dong chuong trinh “Danh gia website
mién phi” cho déi tugng hudng ti 1a cac doanh nghiép dang hoat dong tai Viét Nam.

Theo d6, bang cdng nghé ra soat bao mat va giam sat website toan dién, VSEC
s& tién hanh ra soat website dé phét hién 16 hong bao mat tiém an nguy co bi tan cong,
tir d6 cac chuyén gia cia VSEC s& dua ra cac canh bao vé nguy co tan cong website
va dé xuat giai phap. Ngoai ra, VSEC ciing s& 0 chia sé va huéng dan céc k§ ning
can thiét vé bao mat va bao vé website dya trén tinh hinh thyc té cua tirng doanh
nghiép.

Chuong trinh ddnh gia website mién phi s& bat dau dién ra tir ngay 15.10 dén
31.12.2019.

Link tham khao: https://thanhnien.vn/cong-nghe/trien-khai-danh-gia-bao-mat-
trang-web-mien-phi-1136883.html
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

M0 ta ngin

Ghi cha

1

Adobe

CVE-2019-8073
CVE-2019-8074
CVE-2019-8072
CVE-2019-8075

Nhom 04 16 hong trén mot so
san pham, thanh phan cua
Adobe (Coldfusion, Flash
Player ...) cho phép d6i tuong
tan cong thu thap thdng tin trai
phép, thuc thi méa Iénh tur xa.
02 16 hong c6 diém dic biét
nghiém trong la 10.0

ba co
thong tin
Xac nhan va
ban va.

Linux

CVE-2019-16994
CVE-2019-16995
CVE-2019-17054

Nhom 09 16 hong trén hé diéu
hanh Linux (linux_kernel) cho
phép ddi tugng tan cong thuc
thi ma lénh tuy y, thu thap
thdng tin, tan cong tir chdi dich
Vu.

Chua c6
thong tin
Xac nhan va
ban va

Dlink

CVE-2019-16920

Nhom 01 15 hong trén mot s6
san pham cua thiét bj Dlink
(DIR-655C, DIR-652, DIR-
886L...) cho phép ddi twong
tan cong thyuc thi ma 1énh tur
xa, c6 duoc quyén truy cap hé
thong.

LS héng co6 diém dic biét
nghiém trong la 10.0

Paco
thong tin
Xac nhan va
ban va

Android

CVE-2019-9259
CVE-2019-9266
CVE-2019-9301

Nhom 257 16 hong trén mot so
san pham caa Android (
Android -10Android ID:A-
112610994...) cho phép dbi
tuong tan cong thu thap thong
tin trai phép, thuc thi ma Iénh
tr xa, lam tran bo dém, tan
cong tir chéi dich vy

baco
thong tin
Xac nhan va
ban va

Cisco

CVE-2019-12713
CVE-2019-12678
CVE-2019-12698

Nhom c6 43 16 hong trén mot
sb san pham cuaa Cisco (Cisco
Adaptive Security Appliance
Softwere, Firepower Threat
Defense Software) cho phép

dbi twong thuc hién tin cong

Chua c6
thong tin
xac nhan va
ban va




Phong ATTT

Tuan 41/2019

XSS, tan cong tan cong tir choi
dich vu, thuc thi ma Iénh tur Xa,
thu thap théng tin trai phép

Wordpress  |[CVE-2019-16931 [Nhom c6 01 16 hong trén mot
s san pham, thanh phan cua
Wordpress cho phép ddi tuong
tan cong thuc thi ma Iénh tuy y

Chua cé
thong tin
Xac nhan va

tuong tan cong thuc thi ma
lénh tiy y, danh cap mat khau
va x0a dir liéu da sir dung cua
nguoi ding, tan cong UXSS.
C6 mot sb 16 hong muc
nghiém trong cao (9.3 va 7.5)

, tan cong qua XSS ban va
Firefox CVE-2019-11736  [Nhom c6 20 16 hong trén mot | Pa c6
CVE-2019-11737  s0 san pham, thanh phan cia | théng tin
CVE-2019-11741  [Firefox (Firefox<69, Firefox |y4c nhanva
ESR<68.1...) cho phép doi ban vé.

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT | Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

soplifan.ru

1d3t8xa08.ru

Xjpakmdcfuge.com

xdqgzpbcgrvkj.ru

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
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cp.x1yuqjh9.ru
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yrwyzgopwjug.info

3. Céc can bo ky thuat dau mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.






