Phong ATTT Tuan 44/2019

BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. 3 céch kiém tra dé phong tranh ¥ng dung Android doc hai

Cong cu méi duoc Google phat trién c6 tén Google Play Protect c6 muc dich
giup nguoi dung Android phong tranh kip thoi cac ing dung doc hai dang ngo. Cong
cu nay sé& kiém tra thiét bi Android va canh bao nguoi dung néu phét hién ra bat ky
van dé nao.

Nguoi dung nén luu y, Play Protect duoc thiét ké cho cira hang ung dung Play
Store, do d6 chi ¢ thé quét va phét hién cac tng dung doc hai trén d6, nén s& khdng
quét cac ung dung va trang web cua bén thir ba. Do dé, cach bao vé thiét bi an toan
nhat chinh 1a chi cai dat ung dung tir Google Play.

Duéi déy 1a 3 cach dé kiém tra mot Gng dung da duoc Play Protect xac thuc 1a
khong c6 ma ddc hay chua.

Trudc khi ¢ thé xem chi tiét caa lugt quét gan nhat, nguoi dung can kich hoat
dich vu nay trude d6. Bé xem chi tiét cua luot quét gan nhat, ngudi ding vao Settings
(Cai dat) > Google > Security (Bao mat) > Google Play Protect. O day, nguoi ding
c6 thé xem danh sach nhing Gng dung duoc cai dit gan day nhét, nhitng tng dung
gay hai va ty chon tat hay mé dich vu nay.

Hién tai, nguoi ding cé thé thay chang chi kiém duyét cua Google trén trang
cua ung dung trén Play Store, thé hién rang Play Protect da kiém duyét ¢ng dung.
Pay 14 cach nhanh nhat dé kiém tra xem ng dung c6 an toan hay khdng ma khong
can phai cai dat va cho Play Protect quét.

Mot (g dung da cai dat 6 thé 1a an toan khi da qua nhiéu I6p kiém duyét, tuy
nhién tin tac c6 thé xdm nhép va thay d6i hanh vi tng dung qua cac dot cap nhat, tir
d6 co thé theo ddi va danh cap thong tin nguoi dung. Mac di vay, Play Protect da
hoan thién tinh ning quét lai tt ca tng dung ma ngudi ding dy dinh cap nhat, dé
xem céc phién ban cap nhat ¢ an toan hay khong. Ngay trén dau danh sach cap nhat,
nguoi dung co thé thay thong bao “No problems found”, thé hién rang ban cap nhat
méi cua ung dung da duoc Play Protect quét va khong thay van dé gi.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi ding Android can kiém tra k§ cang trudc
khi str dung mot phan mém trén kho tng dung Play Store dé dam bao an toan thong
tin.

Link tham khao:

http://www.antoanthongtin.vn/Detail.aspx?CatlD=afad3c1b-8ab0-41b3-9364-
fe76366f1531&NewsID=f1059bf7-716d-44aa-808a-8364d797e05b
2. Quan chikc cap cao cia it nhat 20 nwéc bi tan cong qua WhatsApp

Theo Reuters, phan 16n nan nhan caa vu viéc 1a quan chic chinh pha cao cap
va quan chirc quan doi cua it nhat 20 quéc gia trén khap 5 chau lyc.



http://www.antoanthongtin.vn/Detail.aspx?CatID=afad3c1b-8ab0-41b3-9364-fe76366f1531&NewsID=f1059bf7-716d-44aa-808a-8364d797e05b
http://www.antoanthongtin.vn/Detail.aspx?CatID=afad3c1b-8ab0-41b3-9364-fe76366f1531&NewsID=f1059bf7-716d-44aa-808a-8364d797e05b
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Truong hop tan cong nham vao smartphone cta nhan vién chinh phua lan nay
nghiém trong hon nhitng lan trude do, va dugc cho la s& gay ra hau qua 16n vé chinh
tri va ngoai giao.

Trong ngay 29.10, WhatsApp di dam don kién NSO Group, cong ty chuyén vé
cdng nghé bao mat véi chuy@n mén 1a phét trién cong cu tan cdng mang, cong cu
hack dé kinh doanh. WhatsApp céo budc NSO Group da phat trién va ban mot nén
tang hack, c6 tac dung khai thac 16 hong trong may cha caa tng dung nhan tin nay,
nham gitp ngudi mua hack vao dién thoai cua it nhat 1.400 nguoi ding trong khoang
thoi gian tir cudi thang 4 dén dau thang 5.2019.

Tong s6 ngudi bi tin céng con co thé cao hon. Mot nan nhan, dang 1a luat su
hoat dong vi nhan quyén & Anh, da giri dén Reuters hinh anh cho thay ké xau da c6
y tan cong vao dién thoai ctia ngudi ndy vai lan, vao ngay 1.4.

Khong rd ca nhan hay té chic nao da st dung nén tang trén dé nham vao quan
chte chinh phu. Phia NSO thi thdng béo riang nén tang hack cua ho chi duoc ban doc
quyén cho khach hang dang chinh phi.

Ngudn tin trong cudc cho biét mot sb nan nhan dang & My, Céc Tiéu vuong
qudc A Rap Théng nhat, Bahrain, Mexico, Pakistan va An Do.

Mot s cong dan An Do cong khai ndi ho 1a nan nhan trong vai ngay qua; bao
goém nhiing nha béo, hoc gia, luat su...

Trong mot tuyén bd khac, NSO chia sé rang “khong thé cong bd khach hang 1a
ai hay mé ta cy thé céng dung ciia san pham dang kinh doanh”. Ho ciing pht nhan
moi hanh vi sai trai, n6i san pham cuaa cong ty chi c6 muc dich gitip chinh phu cac
nudc truy bat khang bd va téi pham.

Céc nha nghién ciu an ninh mang tir 1au da ngo vyc vé tuyén bd trén, phan béac
rang san pham ctua NSO di duoc sir dung dé chng lai mot loat d6i twong, bao gom
ca ngudi biéu tinh & mot s6 qudc gia.

Citizen Lab, mot nhom theo dai doc lap 1am viéc véi WhatsApp dé xac dinh cac
muc tiéu bi hack, cho biét it nhat 100 nan nhan 1a ngudi noi tiéng trong xa hoi nhu
nha bao, nguoi bat dong chinh kién, chix khdng phai 12 toi pham.

Trudc khi thdng bao cho nan nhan vé vu viéc, WhatsApp da kiém tra liéu trong
s6 ho ¢ ai dang lién quan dén viéc pham toi hay khong, nhu dinh liu ¢én khang bd,
lam dung tré em... Nhung cong ty khong tim thay bat ctr lién két nao. Gigi chic chinh
pht ¢d thé giri yéu cau cho WhatsApp dé tra ctru thong tin nhu vay, théng qua mot
cong thong tin tryc tuyén cua cong ty.

Nhitng ngudoi ding bi anh huéng da nhan théng tin canh bao vao dau tuan nay.
WhatsApp tir chbi binh luan vé danh tinh cac khach hang cia NSO Group, von duoc
cho 1a chi muu cta vu tan cong.

Link tham khao:

https://thanhnien.vn/cong-nghe/quan-chuc-cap-cao-cua-it-nhat-20-nuoc-bi-tan-
cong-qua-whatsapp-1143945.html



https://thanhnien.vn/cong-nghe/quan-chuc-cap-cao-cua-it-nhat-20-nuoc-bi-tan-cong-qua-whatsapp-1143945.html
https://thanhnien.vn/cong-nghe/quan-chuc-cap-cao-cua-it-nhat-20-nuoc-bi-tan-cong-qua-whatsapp-1143945.html
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3. Mat trang tien trong tai khoan ngan hang neu lam theo tin nhan la

Nhiing tin nhan rac véi noi dung quang céo san pham, dich vy tir 1au da khong
con la 1am véi nguoi dung di dong. Pay 1a mot van nan nhic nhdi cua nganh vién
thong. DU cac co quan chirc ning da dua ra nhiéu bién phép xu ly khac nhau, c6 mot
thuc té 1a tin nhan rac van dang tran lan va tham chi 1a khdng ngung bién tudéng.

Theo phan anh cta nhiéu nguoi dung di dong, bén canh cac ndi dung quang céo,
gid day tin nhan rac con mang trong minh ca nhitng théng tin lra dao. Céc tin nhan
nay c6 mot mo-tip chung 1a chung thuong mao danh téng dai cua mét nha cung cap
dich vu nham danh lira nguoi dung di dong.

Chia sé vai Pv. VietNamNet, anh Minh (Hoan Kiém, Ha Noi) cho biét vira nhan
dugc mot tin nhin giGi thiéu chuong trinh khuyén mai tir ngan hang Viét Nam Thinh
Vuong (VPBank). Piéu dang noéi 1a tin nhin nay khong dén tir dau s6 tong dai ma 1a
tir mot s6 may la.

“Nbi dung tin nhan huéng dan t6i truy cap vao mot website gia mao c6 chira
cum tir VPBank dé nhan thuéng. Khi truy cap vao website nay, phan mém Kaspersky
dua ra canh bao duong link co chua virus. Biét day la tha doan cua bon ltra dao nén
to1 khong lam theo.”, anh Minh néi.

O thoi diém chiéu 31/10, khi Pv. VietNamNet truy cap vao website néi trén,
website ndy da bi g& bo bai nha quan tri hé thdng. Tuy vay, ddy 1a mot thu doan rat
thuong thay caa nhitng ké lira dao.

Thong thudng, toi pham mang sé& ding tha thuat dé gui di dong loat céc tin nhan
cling mdt ndi dung toi nhiéu nguoi dung khac nhau. Trong mét s6 truong hop, tly
muc dich ma ké xau con nham vao mot doi twong ngudi ding cy thé (vi du nhu nhitng
d6ng nghiép cling trong mot co quan) dé ting xac suat thanh cong cua phi vu.

Khi ngudi ding truy cap vao duong link dan dén website gia mao c6 trong tin
nhan, hién ra truéc mat ho sé 1a giao dién gidng y hét cua nha cung cap dich vu that.
Ldc nay, néu nguoi ding thyc hién thao tac dang nhap, gb théng tin tai khoan, mat
khau, ma OTP.,... ké xau s& ¢ ngay nhiing thong tin d6 dé ngay lap tac truy cap vao
cac tai khoan that.

Trong truong hop nhe nhang hon, website gia mao sé chira ma doc tu dong cai
cim vao may tinh hay dién thoai ca nhan. Tir day, ké xau c6 thé xam nhap thiét bi
ctia ban, guri di cac hinh anh nhay cam hay tham chi 1 biét duoc tat ca cac noi dung
duoc ban nhap liéu thdng qua ban phim.

Véi truong hop cia anh Minh, vi khach hang nay cam thay khé hiéu khi noi
dung tin nhin lra dao minh nhan duoc ¢ chta ho va tén chuan xéac caa ban than.
“Piéu nay ching to sé dién thoai va théng tin ca nhan cua t6i da bi ké xau lay duoc
theo mdt cach nao do.”, anh Minh buc xUc chia sé.

Pay khong phai diéu gi qua la 1am boi khong it nguoi timng phan nh viéc nhan
duoc vo s6 tin nhan quang cdo khi chi vira dit chan téi san bay. Trude dé, hoi thang
4/2018, trén mot dién dan nudc ngoai cé dia chi Raidforums.com, mot thanh vién
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tham chi da chia sé va rao ban file dir liéu gom 163 triéu tai khoan caa mot doanh
nghiép mang x& hoi trong nudc.

Thuc té trén cho thay tai Viét Nam dang c6 mot 16 hong trong viéc quan Iy va
bao vé thdng tin, dix liéu ca nhan cia nguoi dung di dong. Pidu nay dén tir ngudn luc
danh cho céng tac dam bao an toan théng tin, nhan thic caa don vi van hanh hé théng
cling nhu ¥ thirc tu bao vé cua chinh ngudi dung Internet, ma diéu nay thi khdng thé
thay doi trong ngay mot ngay hai.

Pé khong tro thanh nan nhan caa nhiing ké lira ¢ao hay spam tin nhan, nguoi
ding can than trong trong viéc chia sé théng tin ca nhan ¢ bat ky dau. Cach tt nhat
la han ché cong khai thong tin ca nhan trén cac mang xa hoi va chi cung cap ching
cho nhitng c6ng ty hay nha cung cap dich vu ma minh tin tuéng.

Bén canh d6, ngudi dung cling nén canh giac khi vo tinh nhan duoc cac tin nhan,
cudc goi la. Tranh lam theo hudng dan cua nhiing thong tin ma minh khong biét rd
ngudn géc.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung can dé cao canh giac khi nhan duoc
nhitng duong link nghi ngo, 6 thé st dung trang web
https://www.virustotal.com/qui/home/upload dé kiém tra truéc khi nhan vao dé
dam bao an toan thong tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/mat-trang-tien-
trong-tai-khoan-ngan-hang-neu-lam-theo-tin-nhan-la-583867.html



https://www.virustotal.com/gui/home/upload
https://vietnamnet.vn/vn/cong-nghe/bao-mat/mat-trang-tien-trong-tai-khoan-ngan-hang-neu-lam-theo-tin-nhan-la-583867.html
https://vietnamnet.vn/vn/cong-nghe/bao-mat/mat-trang-tien-trong-tai-khoan-ngan-hang-neu-lam-theo-tin-nhan-la-583867.html
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 15i quéc té Mo ta ngin Ghi chu
dich vu
1  |Linux CVE-2019-18198 01 15 hdng trén hé diéu hanh| i co
Linux (Linux kernel) cho phép) thang tin
doi twong tan cong khai thac bo| yac nhan va
nhd FIB-LOOKUP-NOREF, ban vé'
chen va thuc thi ma Iénh tuy y, '
tan cong tir chdi dich vu
2  |Adobe CVE-2019-8238  [Nhom 15 15 hong trén mot so| Ba co
CVE-2019-8088  thanh phan, san pham cud thong tin
CVE-2019-8087  |Adobe (Experience Manager yac nhan va
Forms, Acrobat and Reader) ban vé.
cho phép doi tugng tan cong
thu thap thong tin, chen va thuc
thi ma lénh tly y. Anh huong
dén nhiéu phién ban Adobe.
3  WordPress [CVE-2015-9497  [Nhém 45 16 hong trén nhiéu i co
CVE-2015-9496  thanh phan cua WordPress (thong tin
CVE-2015-9531  [The Easy Digital Downloads| y4c nhan va
PDF Stamper extension..) cho ban vé‘
phép doi tugng tan cong khai
thac 16i XSS
4 |Apache CVE-2019-10079 [Nhom 02 16 hong trén Apache Bi co
CVE-2019-12415 (Traffic Server, POI) cho phép| théng tin
doi twgng tan cong thu thap yac nhan va
thong tin ban vé.
5  |D-Link CVE-2013-4856  [Nhom 03 15 hang trén thiét bi | Chua c6
CVE-2013-4855  D-Link (DIR-865L)cho phép | thang tin
CVE-2013-4857  doi twong tan cong chen va x4c nhan va
thuc thi ma Iénh qua nhieu ban vé.
thanh phan khac nhau
6 |Google CVE-2016-5202  |L4 hong trén Goole (Google | Chua c6
Qhrome)cho phép ddi twong | thong tin
tan cong truy cap trai phép thu | vac nhan va
thap thdng tin ban vé'
7  [TP-Link CVE-2019-13653 [Nhém 06 15 hang trén thiét bi | Chua c6
CVE-2019-13650 [TP-Link (M7350) cho phép | thdng tin
CVE-2013-4848  doi tuong tan cong chenva | yvac nhan va
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thuc thi ma Iénh tir xa ban va
8  [Foxit- CVE-2019-17141 [Nhom 08 16 hong trén phan | Chua co
software CVE-2019-17139 |mém Foxit-software théng tin
CVE-2019-17145  |(PhantomPDF 9.6.0.25114,  |y4c nhan va
PhantomPDF 9.5.0.20732...) ban vé'

cho phép ddi twgng tan cong
thuc thi ma Iénh tuy y , hudng
muc tiéu truy cap trang web
doc hai.

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT | Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

soplifan.ru

1677el3te.ru

Xjpakmdcfuge.com

xdgzpbcgrvkj.ru

www.cityofangelsmagazine.com

O O N| o O b~ W DN B

morphed.ru

[EEN
o

somicrososoft.ru

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur Iy cac truy nhap téi cac tén mién doc hai tai bang 2.




