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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Khai trwong Hé thong Chia sé va Giam sét théng tin phuc vu Chinh pha dién
tw

Nhiém vu cua hé théng nay la giam sat, phan tich théng tin, tir d6 chia sé va dua
ra canh bao sém cho cac b, nganh, dia phuong nham bao dam an toan, an ninh mang
cho Chinh phu dién tr.

B6 Thong tin & Truyén thong (B6 TT&TT) vira khai truong Hé théng Chia sé
va Gidm sat théng tin phuc vu Chinh phu dién tu, tai hoi thao Ngay An toan thong
tin Viét Nam dién ra sang 29/11/2019.

Hé thong nay duoc phdi hop xay dung boi Trung tam Giam sat khdng gian mang
qudc gia NCSC (thuéc Cuc An toan théng tin), véi vai tro 1a dau méi ky thuat quéc
gia trong cbng tac bao dam an toan, an ninh mang va giam sat xu huéng thong tin
trén toan bo khong gian mang Viét Nam, phdi hop cling cc thanh vién trong Lién
minh xir Iy mé doc va phong chdng tan cdng mang gom Viettel, VNPT, CMC, FPT,
BKAYV xay dung.

Hé thdng Chia sé va Giam sat théng tin phuc vu Chinh phu dién tir s& gilp giam
sat, phan tich thdng tin, tir do chia sé va dua ra canh bao sém cho cac bo, nganh, dia
phuong nham bao dam an toan, an ninh mang cho Chinh phu dién tu.

Pén nay c6 31 Bo, nganh, dia phuong da két ndi ky thuat thanh c¢éng véi Trung
tam Giam sat an toan khdng gian mang qudc gia. Sau thoi gian thir nghiém 6 thang,
khi chinh thire duoc di vao hoat dong, “Hé théng chia sé va giam sét an toan thong
tin phuc vy Chinh phi dién tt” sé& tiép tuc trién khai ma rong trén pham vi toan quéc.

Hién nay, B6 TT&TT ciing dang tap trung thiic day su phat trién cia doanh
nghiép va hé sinh thai san pham an toan thong tin mang Viét Nam.

Cac giai phap, dich vu cua doanh nghiép s& duoc két ndi va chia sé véi “Hé
théng Chia sé va Gidm sét an toan théng tin phuc vu Chinh phu dién tir” tai Trung
tam Giam sét an toan khong gian mang quéc gia (SoC quéc gia). Pay sé& la nén tang
phuc vu Chinh phu dién tir, d6 thi théng minh va hé théng théng tin quan trong quéc
gia.

Phat biéu tai su kién, Bo truong Nguyén Manh Hung cho rang: “Khong gian
mang la tuong lai thinh vuong caa chung ta. Bao dam an toan, an ninh khdng gian
mang dong nghia v&i xay dap cho twong lai, gitip dat nudc thinh vueong hon. An toan,
an ninh mang 1a diéu kién co ban, yéu té song con dé cong cudc chuyén doi s quéc
gia, phat trién chinh pha dién tir hudng toi chinh phi s6, nén kinh té sb, xa hoi s6”.

Theo B truong Bo TT&TT Nguyén Manh Hung, da dén Ilc chiing ta phai thay
d6i cach nghi, cach lam.

“Néu nhu trude day, chung ta day manh trién khai ang dung va phat trién CNTT
trude, thi gio day, ang dung va phat trién CNTT phai song hanh cling an toan, an
ninh mang. Néu nhu trude day khi xay ra ra sy 6, thi chling ta ¢ gang git kin, cang
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it ngudi bict cang tot, thi gio day, ching ta phai hiéu rang: khéng ai an toan mét minh
trong khéng gian mang.” B9 truang Nguyén Manh Huing chia sé.

B6 truong Nguyén Manh Hung ciing cho rang, mic do bao dam an toan, an ninh
mang cta mot co quan, to chirc khdng phai nam & viéc co quan, t6 chic d6 co bi tan
cdng hay khdng ma niam ¢ cach thirc co quan, to chie d6 phan tmg nhu thé nao sau
khi bi tan cong.

Pé lam duoc diéu nay, Viét Nam can can phai c6 mot mang ludi chuyén gia va
don vi chuyén trach dudi su diéu phdi cia co quan chic nang. Thong tin phai duoc
chia sé kip thoi. Khi su ¢ xay ra véi mot don vi, cac don vi sé cung coi day la trach
nhiém cia minh, sin sang tham gia tng cau.

Chia sé tai Hoi nghi, Phé Thu tuéng Chinh phu Vi Btirc Pam danh gia cao su
phdi hop cua B TT&TT, Cuc ATTT va sy nd luc cua nhiéu don vi khéc trong viéc
phét trién nganh CNTT, trong d6 ¢ linh vuc ATTT.

Theo Ph6 Thi tudéng Vii Birc Pam, giéng nhu nhiéu qudc gia khac, Viét Nam
khdng cd su lya chon ndo khéac ngoai viéc thiic day su phét trién caa CNTT, trudc
hét 1a tng dung CNTT trong tat ca linh vuc cua doi song x4 hoi.

Trong nhiéu nam, Viét Nam 1a mot trong nhitng muc tiéu tan cong pho bién caa
gidi toi pham mang. Viét Nam ciing nam trong top 10 nhiing quéc gia 1a ngudn phét
tan ra cac ma doc. Do do, Pho Thu tudng dac biét danh gia cao viéc Viét Nam da
tang tGi 50 bac trén bang xép hang vé an toan thdng tin caa Lién minh Vién théng
Qudc té (ITU).

Theo Ph6 Thi tudng Vii Ptic Dam, néu thuc hién dam bao ATTT chua tét, ¢6
nghia 14 nhan thic cua chiing ta dang ¢ van dé.

Thuc té cho thiy, cac nuéc trén thé gisi thuong dau tu trung binh 15-20% gia
tri dy an CNTT cho viéc dam bao cong tdc ATTT. Tai Viét Nam, ty 1€ nay thuong
xuyén & mirc dudi 5%. Vai thuc té nay, chua thé néi Viét Nam di c6 nhan thirc day
da vé ATTT duoc.

Ph6 Thu tudng Vii Ptrc Pam yéu cau tich cuc truyén thong hon nita dé khdng
chi cac co quan chinh phu, cac to chirc, doanh nghiép ma timg ngudi dan cling nhan
thire dugc vé tim quan trong cua viéc tng dung CNTT va cong tac dam bao ATTT.

Ph6 Thu tudng ciing néu 1én tinh trang ngai chia s¢, khong chi gitra cac qudc
gia, doanh nghiép ma ngay ca giira cac co quan nha nudc véi nhau. Pho Thu tudng
cho rang, day 1a diéu ma ching ta can thay doi. “Mudn hop tac véi nhau, trudc hét
can phai c6 long tin dé chia s¢.”, Phé Thu tudng Vil Duc Pam noi.

Véi sy ra doi caa Hé théng Chia sé va Giam sat théng tin phuc vy Chinh phu
dién tir, Pho Thu tudng cho rang, diéu nay s& gilp viéc “bat tay” nhau gitta cac don
vi duoc thuc hién mot cach chat ché, dong bo hon. Biéu nay phai duoc hién trén tinh
than ciing trach nhiém, tat ca vi mot loi ich chung, trong d6 6 loi ich cua riéng minh.

Ph6 Thu tudng Vii Btirc Pam ky vong Viét Nam c6 thé hinh thanh nén mot hé
thdng c6 tinh chi huy xuyén subt vé chuyén mén. Py ciing 1a noi quy tu va ting
cudng su hop tac gitra cac co quan, doanh nghiép véi ca cong dong. Diéu nay s& gop
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phan khéng nho vao su phat trién caa kinh té xa hoi va gitp Viét Nam tan dung toi
da cac co hoi cua cuéc CMCN 4.0.

Link tham khao: https://vietnamnet.vn/vn/thong-tin-truyen-thong/khai-truong-
he-thong-chia-se-va-giam-sat-thong-tin-phuc-vu-chinh-phu-dien-tu-593122.html
2. Smart TV cd thé bi tin tic hack vi pham quyén riéng tw

Vin phong FBI ¢ Portland, Oregon (M¥) dang giri canh bao dén ngudi dung vé
cac yéu t6 toi pham cd thé bién nhiing chiéc Smart TV thanh 4 mong quyén riéng
tu.

Theo SlashGear, mia mua sim dén gan ciing 14 lac nhiéu nguoi dang can nhac
nang cap nha caa ho vai mot vai thiét bi thong minh, trong d6 mot s6 Smart TV dang
trg thanh trung tam giai tri va kiém soét tat ca céc thiét bi thong minh trong nha. D6
1a co hoi dé nhitng ké toi pham cd thé nham vao dé in cap thdng tin riéng tu cua
nguoi s dung.

V& co ban, canh bao cia FBI duong nhu tap trung vao thyc té 1a ngay cang c6
nhiéu Smart TV chaa camera ngoai micro. Loai tht hai cha yéu duoc sir dung cho
Iénh thoai trong khi may anh duoc sur dung cho ca tro chuyén video va nhan dang
ngudi dung. Diéu dé duogc cho 1a dugc sir dung dé cung cap ndi dung ca nhan hoa,
tuy thudc vao nguoi ding trudc TV.

Tuy nhién, cac thiét bi nay duoc két ndi véi internet nén gidng nhu bat ky thiét
bi duoc két nbi ndo, nd trg thanh myc tiéu tiém nang cua tin tic. Voi mace do 1ay lan
thap, viéc hack Smart TV khong qua pho bién nhung chung van ton tai. FBI cho rang,
diéu d6 chi co thé la van dé thoi gian va ho mubn giéo duc ngudi tiéu dung khi diéu
Xau van chua xay ra.

Noi dung huéng dan khong dé cap dén nhiing gi ¢ thé xay ra cho van dé riéng
tu nhu thu thap dit liéu, tuy nhién c6 18 FBI mudn ngudi ding thuc hién cac chinh
sach bao mat.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung can doc ky huéng dan si dung cua
Smart TV tranh bi lgi dung va 10 lot thong tin nhay cam cta ban than.

Link tham khao: https://thanhnien.vn/cong-nghe/smart-tv-co-the-bi-tin-tac-
hack-vi-pham-quyen-rieng-tu-1154982.html
3. Phat hién botnet nip bong YouTube 1én IGt trién khai hoat dong déc hai

Thé gioi internet ludn van dong khong ngimg, va cac tac nhan doc hai trong thé
gidi 40 nay ciing tich cuc thay doi dé thich ung voi guong quay d6. Méi day, mot
botnet vén da duogc biét dén tir 1au dd am tham thay d6i hanh vi doc hai, chuyén
huéng sang cac hoat dong lién quan dén tién dién tir va loi dung chinh YouTube lam
noi an nau trong mot thoi gian dai.

Botnet ndy c6 tén Statinko, duwgc biét dén lan dau vao nam 2012 va duoc su
dung nhu mot phan cua céc chién dich truyén ba quang cao doc hai quy mé Ion. Tuy
nhién theo phat hién moi dy caa cac chuyén gia bao mat dén tir doi ngit ESET spol
s.r.0, Statinko v&i quy mé hién tai I&n toi hon 500.000 may tinh da chuyén hudng tir
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phan mém quang cao va cac hoat dong bat chinh khac sang hoat dong phan phoi mé-
dun khai thac tién dién tir. Bac biét, Botnet nay da ntp bong YouTube dé 1én 1t trién
khai hoat dong doc hai trong mét thoi gian dai ma khong bi phat hién.

M6-dun khai thac tién dién tir dang duoc phan phéi boi Statinko nhiéu kha nang
|a phién ban stra doi nang cao caa xmr-stak - mot loai tién dién tir ma ngudon mé phéd
bién von ciing s& hitu cac chudi ma hoa va chirc nang an minh v cuing hiéu qua.

Pé tranh bi phat hién, Statinko da sir dung YouTube dé xac dinh proxy thay vi
giao tiép truc tiép vai nhom khai thac - hoat dong khién né dé bi phat hién hon. Phan
mo ta cuia cac video duoc botnet tai 1én YouTube chtra dung nhiéu chudi van ban cho
thay tap lénh truy cap gilp trién khai hoat dong khai thac tién a0 Monero bét hop
phap. Chinh diéu ndy d3 qua mit duoc ca YouTube 1an cac nhém bao mat doc l1ap
trong mot thoi gian dai.

Nhém nghién ciu bao mat ESET da lién hé voi YouTube dé théng bao phat
hién ctia minh, va cac video ciing nhu tai khoan lién quan da bi g& xudng. Tuy nhién
Vvu Viée trén dd néu bat mot s phuong thirc doc dao dang dugc tin tic sir dung dé che
dau cac hoat dong vi pham ctiia minh, chang han nhu loi dung céc trang web va cong
cu phd bién dé tranh bi phat hién.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can can trong khi sir dung YouTube
dé dam bao an toan théng tin.

Link tham khao: https://quantrimang.com/phat-hien-botnet-nup-bong-youtube-
len-lut-trien-khai-hoat-dong-doc-hai-168278
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 15i quéc té Mo ta ngin Ghi chu

dich vu

1  |Apache CVE-2019-12409 |Nh6m 06 15 hong trén phan | D co

CVE-2019-10070 [mém Apache théng tin
CVE-2019-12422 |(Atlas version 0.8.3, NiFi xac nhan va
version 1.3.0 to  lban vé.
1.9.2, Shiro ...) cho phép doi '
tuong tan cong
chén va thuc thi ma Iénh tly y.
2  |Chrome CVE-2016-9652  INhom 02 16 hong trén trinh ba co
CVE-2016-5194  |duyét Chrome (version trué’q thong tin
54.0.2840.59...) cho phép doi | yac nhan va
tuong tan cong thu thap thong ban vé.
tin, thuc thi ma Iénh tuy y.
02 15 hng c6 diém CVSS: 10.0
( dac biét nghiém trong)
3 |Linux CVE-2019-19059 [Nhom 39 16 hong trén hé diéu Ba co
CVE-2019-19058 |hanh Lipux (Linu>g kernel) chol thong tin
CVE-2019-19047 phep doi tugng tan cong thuly4c nhan va
thap théng tin, tan céng tur choi ban vé‘
dich vu
4 |Lenovo CVE-2019-6184  [NhAm 06 16 hong trén thiét bi Ba co
CVE-2019-6189 Lenovo (Customer théng tin
CVE-2019-6176  [Engagement Service, Thinkpad| y4: nhan va
USB-C Dock Firmware..) cho ban vé.
phép doi tuong tan céng chen
va thyc thi ma tdy y, tan cong
tir chdi dich vu.

5  Vmware CVE-2019-5540  [Nhém 03 15 hong trén phan | Chua c6
CVE-2019-5541  |mém Vmware (Workstation & | thong tin
CVE-2019-5542  [Fusion ) cho phép doi twong | y4c nhan va

tan cong thu thap thong tin, tan ban vé.
cong tur choi dich vy, chén va
thuc thi ma Iénh tur xa.

6  |Asus CVE-2018-8879 01 15 hong trén thiét bi Asus | Chua c6
(Asus firmware) cho phép doi théng tin
tuong tan céng chen va thug x4c Nhan va
thi ma tuy y, tan cong tur choi ban vé'
dich vu.
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7  |D-link CVE-2013-6811 01 16 hong trén thiét bi D-link | Chua c6
(DSL-6740U gateway) cho thong tin
phép doi twong tan cong chén | ya: nhan va
va thuc thi méa 1énh tur xa ban vé.
8 HP CVE-2019-18349 [Nhém 05 15 hong trén thiét bi |Chua c6

V.

CVE-2019-18910 HP (HP, ThinPro) cho phép doi théng tin
CVE-2019-16287 tuogng tan cbng thuc thi ma tuy x4c nhan va

ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

soplifan.ru

u2yxyrlph.ru

xjpakmdcfuge.com

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

morphed.ru
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xdgzpbcgrvkj.ru
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www.cityofangelsmagazine.com

3. Céc can bo ky thuat dau méi vé ATTT can thyc hién:
- Xir Iy cé&c 16 hong phat hién tai bang 1 (néu co).
- Chan, xur Iy cac truy nhap téi cac tén mién doc hai tai bang 2.




