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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Xay dwng Kién tric Chinh phi dién tir Vin phong Chinh phii

Méi day, Bo truong, Cha nhiém Vin phong Chinh phu Mai Tién Diing da phé
duyét Ké hoach xay dung Kién tric Chinh pha dién tir cia Van phong Chinh phu giai
doan 2020 - 2025.

Ké hoach dé ra cac nhiém vu: Xay dung Dé cuong Kién tric Chinh phu dién tr
ctia Van phong Chinh phu (VPCP); so d6 hoa quy trinh nghiép vu caa cac Vy, Cuc,
don vi; khao sat hién trang tinh hinh ng dung CNTT, x&y dung Chinh phu dién tu
ciia VPCP; nghién ctru bai hoc kinh nghiém xay dung Kién tric Chinh phu dién to
trong nudc va qudc té.

Bén canh d6, xdy dung Kién tric Chinh phu dién tir cia VPCP giai doan 2020
- 2025 gém: Kién tric nghiép vu; kién tric dit liéu; kién trdc tng dung; kién trdc
cdng nghé; kién trdc an toan théng tin mang; xay dung mé hinh téng thé Kién tric
Chinh phu dién tr cia VPCP giai doan 2020 - 2025; dé xuét giai phap hoan thién thé
ché, cai tién quy tinh nghiép vu tai VPCP; 16 trinh trién khai, md hinh quan tri, giam
sét trién khai Kién tric Chinh pha dién tir cua VPCP.

Trong d6, vé xay dung M6 hinh tong thé Kién tric Chinh pha dién tir caa VPCP
giai doan 2020 - 2025, xac dinh M hinh tong thé Kién tric Chinh phu dién tir cia
VPCP md ta tong quan céc thanh phan co ban ciaa Kién trdc Chinh phu dién ti, nén
tang tich hop, chia sé dir liéu dung chung, Cong dich vu cong quédc gia, hé théng
thong tin bao cao Chinh phu, hé thdng eCabinet, eConsultation va cac ¢ng dung
CNTT, xur ly ¢dng viéc trong ndi bo caa VPCP, mdi quan hé gitra cac thanh phan va
so d6 két ndi, lién thdng vai cac hé thong thong tin, co sé di liéu véi cac Bo, nganh,
dia phuong.

Thuc hién xay dung Kién tric Chinh phu dién tir caa VPCP ddng bo, thong nhat
trong trién khai ttng dung CNTT, xay dung Chinh phu dién tir tai VPCP, phuc vu céc
yéu cau cai cach hanh chinh, thi tuc hanh chinh ciia VPCP la gép phan vao qua trinh
xay dung va phét trién Chinh phu dién tir huéng téi Chinh phu s6, kinh té s6, xa hoi
SO.

Link tham khao: http://antoanthongtin.vn/Detail.aspx?NewsID=2f79182c-
de5d-4b3a-9¢55-28b530948d8d&CatlD=d9e1b0f7-8656-49ef-93de-c90c7d90d4el
2. Chi véi vai USD di 6 thé mua cong cu hack camera phong ngi

Cong cu hack camera phong ngia Amazon Ring dugc rao ban trén mang vai gia
chi vai USD. Pi ¢ nhiéu vu dot nhap lién quan téi camera an ninh nay.

Cong cu hack dugc rao ban trén trang web ngam, chuyén dung dé dot nhap
camera Amazon cd thiét 1ap kém an toan. V& co ban, chiing cho phép ké xau cé thé
nghe va xem hinh anh camera phong ngu cta bat ctr gia dinh nao.

Vu viéc gan déy lién quan t6i Amazon Ring d3 giong 1én hoi chudng canh bao.
Mot ba me tai bang Tennessee mua camera ha gia ngay Black Friday rdi lip trong
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phong ngu con gai 8 tudi. Ké xau da dot nhap vao camera roi nodi chuyén vai bé gai
rang minh 1a 6ng gia Noel.

Tén nay tham chi con phéat nhac phim kinh di qua loa camera. Nguoi me tré suyt
ngat khi xem lai hinh anh gay soc nay.

To Motherboard cho biét ké xau cd thé dé dang mua cong cu hack camera Ring
chi véi vai USD. Phan mém nay duoc rao ban 8 USD.

Cong cu “Ring Video Doorbell Config” duge dam bao c6 thé dot nhap vao bat
ctr camera Ring nao. Mot cong cu khac cé chire nang tuong tu la Ring.com Checker
duoc rao ban 6 USD.

Trong khi d6, hang san xuat camera Ring do Amazon sé hitu bac bo céo budoc
day 1a 16 hong tir nha san xuat. Cong ty ndy cho biét so di tin tic ¢ thé dé dang dot
nhap vao camera la do ngudi ding van dé & thiét Iap an ninh co ban.

Ring yéu cau sir dung phuwong phap dinh danh 2 budc dé nang cao an toan. Hang
nay dang diéu tra vy viéc tai Tennessee véi dau hiéu cho thiy nguoi ding da st dung
thiét 1ap an toan mic dinh.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can kiém tra ki khi sir dung camera tai
nha, ap dung cac phuong phap thay d6i mat khau mac dinh va xac thyc 2 budc dé
dam bao an toan thong tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/chi-voi-vai-usd-
da-co-the-mua-cong-cu-hack-camera-phong-ngqu-599785.htmi
3. Dung tin nhin gia hiéu ngan hang dé chiém doat tién

B Cdng an vira dua ra canh bao thu doan lira dao mai khé tinh vi gia mao tin
nhin thuong hiéu (SMS Brand Name) ngan hang dé chiém doat tai san véi sb tién
I6n dién ra gan day.

Gid mgo ngan hang

Trudc day, toi pham sir dung phuong thirc, thu doan lira dao phd bién 1a ding
s6 dién thoai bat ky (SIM rac) dé phat tan noi dung lira dao. Gan day, cac doi tugng
lra dao da thay d6i phuong thirc, thu doan 1a gia mao tin nhan thuong hiéu cia cac
ngan hang (NH). Nguy hiém hon 1a céc tin nhin gia mao nay lai dugc luu trit cling
thu muc Vi cac tin nhin thuong hiéu “that” ctia cac NH trén dién thoai di dong cua
nguoi dung. Do d6, nguoi dan, khach hang cua cac NH rat dé nham tuong day 1a
théng bao chinh thic tir cac NH hay cac co quan hitu quan.

Cu thé, sau khi biét dugc mot sé thdng tin caa khach hang, toi pham s& gui tin
nhan vai ndi dung nhu “Tran trong thong bao tai Quy khach! Tai khoan caa ban sé
bi tam ngung dich vu vao ngay 1.1. Quy khach nhanh chéong dang nhap vao
http://www.***bank.top dé cap nhat truc tuyén”, hoic “Kinh gui nguoi ding
***Bank, diém tai khoan cua ban da duoc d6i thanh diéu kién qua tang. Vui long
dang nhap www.***bank.vip ngay dé d6i qua. Néu qua han, n6 s& khong dugc chap
nhan”...
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Trong noi dung cac tin nhan luon kém duong dan dén cac trang web gia mao do
cac ddi twong quan 1y (céc trang web nay cd tén gan gidng véi cac trang web chinh
thirc ctia NH) nén nguoi dung dé 1am tudng, mat canh giac. Khi ngudi dung truy cap
vao dudng dan trong noi dung tin nhin, hé thng s& tu dong hién thi mot trang web
c6 giao dién, logo tuong tir cAc website chinh thirc cia NH va dugc yéu cau dién cac
thong tin nhu tén dang nhap, mat khau, ma OTP... Khi ¢ duge cac thong tin, cac doi
tuong s& kiém soat duoc tai khoan chuyén tién truc tuyén caa khach hang va thuc
hién duoc cac hanh vi nhu: chuyén khoan, ma thau chi, topup thé tin dung, dang ky
vay online...

M6t hinh thirc gia mao NH lira dao khac ciing mai xuat hién gan dy 1a ban hod
so vay von giai ngan. Ngan hang TMCP Tién Phong (TPBank) vira qua di phai canh
bao truong hop gia mao NH trén mang xa hoi véi Facebook c6 tén “TPBank - Ban
Ho So Vay Vén Giai Ngan Trong Ngay” thong bao ban hd so giai ngan duyét sin co
thu phi cia TPBank. TPBank khang dinh Facebook nay khéng thudc quan ly cua NH,
khong thé dai dién cho NH dé tu van cho khach hang vé cac san pham dich vy
TPBank cung cap. Bén canh d6, viéc mua ban nay hoan toan tri véi cac quy dinh
hién hanh ctia nha bang.

Theo quy trinh hién tai, khach hang c6 nhu cau vay vén tai TPBank can lam
viéc truc tiép voi can bo ban hang caa NH ¢ cac don vi kinh doanh dé dugc tu van
vé san pham dich vy, dong thoi phai trai qua qué trinh tham dinh, xét duyét ho so
nghiém ngat tir phia TPBank. Chi khi khach hang dap tmg du diéu Kién theo quy dinh
maoi duoc giai ngan.

Chén tin nhén gid mao

Ong Vit Ngoc Son, Pho chu tich Bkav, cho biét ban chat qua trinh gai 1 SMS
Brand Name duoc thuc hién mot phan qua internet, nén khong loai trir kha ning toi
pham d3 loi dung 1 khau nao d6 trong quaé trinh dién ra trén internet nay dé gui mao
danh. Piéu nay ciing giéng nhu viéc mao danh email vén di rat phé bién trudc day.
Sau khi dd mao danh duoc thi viéc tin nhin gia mao dugc chén vao thu muc cia SMS
Brand Name ma céc don vi dang trién khai hoan toan co thé xay ra & goc do ky thuat.

Lién lac véi nha mang Vinaphone dé nghi dang ky dich vu SMS Brand Name
va dat van dé nha mang c6 cho ding ky tring vai mot don vi khac ma ghi khéc di 1a
chir viét hoa hay khong viét hoa, nhan vién nha mang nay cho hay viéc ding ky tén
cO phan biét chir hoa va chitr thuong, nén trong truong hop tén d6 chua ai dang ky thi
van duoc. Riéng viéc toi pham di ding ky SMS Brand Name véi tén goi na na cua
doanh nghiép dé thyc hién lira déo, theo 6ng Son: “Pé ding ky SMS Brand Name ¢6
mét quy trinh va nhiéu thu tuc, mang tinh dinh danh cao nén tgi pham s¢ khong thuc
hién ma co thé khai thac & goc do nao do trong qua trinh thyc hién SMS Brand
Name”.

Bo Cong an danh gia cac d6i twong da lira dao qua hinh thuc gia mao SMS
Brand Name chiém doat tai san caa nhiéu khach hang véi sb tién rat 16n, xay ra tai
nhiéu dia phuong trong ca nuéc. V6i phuong thirc phét tan tin nhan Brand Name gia
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mao NH, khach hang rat khé phan biét duoc that gia, khdng nhirng bi thiét hai vé tai
san ma con gay anh huong dén uy tin caa cac NH ndi riéng va ca hé thong thanh toan
noi chung. Tha doan nay sé dic biét nguy hiém khi bi cac ddi tuong xau loi dung dé
gia mao céc théng béo chinh thic cua co quan nha nudc, gii tin nhin xuyén tac,
khong ding su that dén ngudi dan.

Dip cudi nam, khi khdi luong giao dich trong tai khoan NH 1a rét Ién, ciing 1a
thoi diém cac ddi twong pham toi gia ting hoat dong. Do d6 Bo Cong an khuyén cao
ngudi dan khi nhan duoc nhitng tin nhan nhu trén can kiém tra k§ noi dung nhan
duogc ké ca céc tin nhan thuong hiéu tir NH, khéng voi va tra 1oi hay thyuc hién theo
noi dung trong tin nhan. Website chinh thac cua céc to chac, doanh nghiép s& dugc
dang ky véi cac co quan co tham quyén va duoc danh dau an toan bang hinh 6 khoa
bén canh tén mién website (giao thic https)...

Hau hét cac NH déu khuyén céo khach hang khéng nén truy cap nhiing duong
link la tir cac tin nhan, thu dién ta hay y@u cau cua ai, ké ca nhan vién NH yéu cau
cung cap sé tai khoan, mat khau, OTP.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguai dung can kiém tra k§ noi dung khi nhan duoc
c4c tin nhan co lién quan dén tai khoan ngan hang, dac biét khi c6 nhiing yéu cau lién
quan dén cung cép s tai khoan, mat khau hay OTP dé dam bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/dung-tin-nhan-gia-hieu-ngan-
hang-de-chiem-doat-tien.13057/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 15i quéc té Mo ta ngin Ghi chu
dich vu
1  Wordpress |CVE-2019-19133 |Nhom 02 156 hdng trén mot sé | Da co
CVE-2019-19589  thanh phan caa Wordpress thong tin
(CSSHere plugin through | y4c nhan va
4.0.3) cho phép doi tuong tan ban vé'
cong thu thap thong tin. '
2 |Linux CVE-2019-19602 |[NhAm 04 16 hong trén hé diéu | Ba co
CVE-2019-19462 hanh Linux (kernpl 5.0.21) cho| théng tin
CVE-2019-19377  phép doi tugng tan cong tan | vac nhan va
cong tur choi dich vu. ban vé.
3 Huawei CVE-2019-5269  Nhom 16 16 hong trén thiét bi |Da co
CVE-2019-5210  Huawei (home routers, Nova | thdng tin
CVE-2019-5225  5iPro, P30, Mate 20, P30 Pro | yac nhan va
smartphones...) cho phép doi ban vé.
tuong tan cong thu thap thong
tin, thuc thi ma tly y, tan céng
tir chdi dich vu.
4 |Android CVE-2019-2217  [NhAm 34 16 hong trén hé diéu | Chua c6
CVE-2019-9464  hanh Android (Androi-8.1/§3.0, théng tin
CVE-2019-2223  Android-10...) cho phép doi | yac nhan va
tuong tan cong thu thap thong ban vé.
tin, chén va thuc thi ma Iénh tix
Xa.
5  D-link CVE-2019-19598 [NhAm 02 16 hong trén thiét bi | Chua c6
CVE-2019-19597  Dlink (DAP-1860 truéc phién | thang tin
ban v1.04b03) cho phép doi | yac nhan va
tuong tan céng chén va thuc ban vé'
thi ma tuy y.
6  |Apache CVE-2019-17554 [Nhom 03 I8 hong trén san Chua cO
CVE-2019-17555  |pham ctia Apache (Apache | thong tin
CVE-2019-17556  Olingo) cho phép ddi twong | yac nhan va
tan cc“)ng chen va thug thi ma ban vé.
tuy y, tan céng tu choi dich vu.
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2. Danh sach IP/tén mién ddc hai c6 nhiéu két noi tir Viét Nam

STT | Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

vptdjfz2w.ru

Xjpakmdcfuge.biz

Xjpakmdcfuge.com

N O O B~ W N P

Xjpakmdcfuge.in

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xt ly cac 16 hdng phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tn mién doc hai tai bang 2.



