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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. An toan, an ninh mang 1a diéu kién co ban, yéu té séng con cho cong cudc
chuyén déi sé quoc gia

Phét biéu khai mac Hoi thao ngay An toan thong tin Viét Nam 2019, dong chi
Bo truong Bo Thdng tin va Truyén thong (TT&TT) Nguyén Manh Hung d nhan
manh: “Bao dam an toan, an ninh khdng gian mang dong nghia vi xay dip cho tuong
lai, gitp dat nudc thinh vugng hon. An toan, an ninh mang 1 diéu kién co ban, yéu
t6 sdng con cho cong cudc chuyén ddi sé quédc gia, phat trién chinh phu dién tir huong
tgi chinh pha s6, nén kinh té s, xa hoi s4.”

Pong chi nhan dinh rd, Thé gisi va Viét Nam da va dang budc vao khdng gian
mang vé&i cudc cach mang sb, trong d6 c6 nhiéu thach thic va co hoi song hanh.
Khong gian mang la mot khong gian hoan toan méi, ctir moi gidy lai co6 khoang 108
cudc tan céng mang va 32 ma doc méi duogc tao ra. Trén khong gian mang, cac quéc
gia phai d6i mat voi nhiing thach thae gidng nhau, va vi vy, c6 co hoi dé tro thanh
mét thé giGi sat canh bén nhau.

Trong khuén khé Ngay An toan thong tin (ATTT) Viét Nam nam 2019 nim
nay, véi chi dé “Nang tam an toan, an ninh mang quéc gia trong ky nguyén s6”, déng
chi Bo truong TT&TT da chi ra mot mot s6 ndi dung can thuc hién nhu sau:

Thet nhdt, da d@én lac ching ta phdi thay doi cdch nghi.

Néu nhu trudc day, ching ta ¢y manh trién khai @ng dung va phat trién CNTT
trude, thi gio day, ang dung va phat trién CNTT phai song hanh cling an toan, an
ninh mang.

Trong moi du an CNTT déu phai c6 cdu phan an toan, an ninh mang nhu mot
cau phan bat bugc. Tha tuéng Chinh phu da chi dao: ty 18 chi cho an toan, an ninh
mang toi thiéu 10% tong kinh phi chi cho CNTT. O Viét Nam hién nay, ty 18 nay
dang & mtrc dudi 5%.

Néu nhu trudc day khi xay ra ra su ¢d, thi ching ta cé gang giir kin, cang it
ngudi biét cang tét, thi gio day, theo B truong, ching ta phai hiéu rang: khéng ai an
toan mot minh trong khdng gian mang. Cang chia s¢, chung ta cang an toan hon.

“Khéng chia sé thi sau ching ta lai s& 1a mot ai day nira bi tin cong tuong tu,
va sau d6 lai 1a mot ngudi tiép theo, va cir nhu vay. Muc do bao dam an toan, an ninh
mang caa mot co quan, té chic khdng phai nam & viéc co quan, to chire d6 ¢6 bi tan
cong hay khdng? Ma nam & cach thic co quan, t6 chirc d6 phan tng nhu thé nao sau
khi bi tin cong.

Chung ta can phai c6 mot mang ludi chuyén gia va don vi chuyén trach dudi su
diéu phdi cua co quan chirc nang. Thong tin phai duoc chia sé kip thoi. Khi su ¢b xay
ra v&i mot don vi, cac don vi s& ciing coi day la trach nhiém caa minh, san sang tham
gia ang ctu theo su diéu phdi chung, vi mot khong gian mang an toan hon cho tat ca
chung ta”.
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Thar hai, dda den luc chang ta phai thay doi cach lam.

Néu nhu trudc day, khi dau tu, chiing ta thuong chi trong dau tu cho giai phép,
thiét bi ma it ch trong dén con ngudi, quy trinh, thi gio day, con ngudi 1a quan trong
nhat, sau d6 dén quy trinh, rdi mai dén giai phap, thiét bi. Mdi co quan, t6 chtc can
bao dam ty 1& hop 1y, can d6i ca 3 yéu td nay.

Néu nhu trude day, chung ta thuong tu dau tu, t bao dam an toan, an ninh mang
cho co quan, to chac cua minh, thi gio day, ching ta phai hiéu rang, nhitng dich vu
t6t nhat dugc cung cap boi nhitng doanh nghiép (DN) chuyén nghiép nhat.

Céc co quan, t6 chirc mot mat kién toan luc luong tai chd, mat khac thué dich
vu giam sat, bao vé ciia cac DN da duoc Bo TTTT cap phép. Pinh ky thuc hién kiém
tra, danh gia. B6 TTTT giao Trung tim Giam sét an toan khéng gian mang quéc gia
thugc Cuc ATTT thuc hién giam sat quéc gia trén khdng gian mang dé phat hién,
canh bao sém nguy co mat an toan, an ninh mang.

Bo trudng nhin manh: “An toan, an ninh mang luon Ia diéu kién tién quyét dé
phat trién chinh phu dién ta".

Ther ba, vé viéc nang cao tiém luc an toan, an an ninh mang quéc gia.

Viét Nam can phai lam chia cdng nghé dé bao dam an toan, an ninh mang. Co
quan, to chic nha nudc phong, chdng tan céng mang, vu tién st dung cac san pham
“Make in Vietnam”. Téi day, BO TT&TT sé€ giao nhiém vu cu thé cho cac doanh
nghiép (DN) tién phong nham phét trién hé sinh thai san pham an toan, an ninh mang
Viét Nam phuc vy CPPT, db thi théng minh va hé théng thong tin quan trong qudc
gia.

Hé sinh thai 1a mot mé hinh tong thé, toan dién va day du céc giai phap. DN ¢
thé manh vé giai phap nao s& dugc giao dé tap trung phat trién sau, chuyén nghiép vé
giai phap d6, dugc wu tién va khuyén nghi st dung.

cung véi d6, mot Lién minh cling s& dugc thanh 1ap nham hop tac, hd trg 1an
nhau trong phat trién san pham, bao dam cac san pham c6 su lién théng, két néi. Lién
minh DN nay ciing cam két str dung san pham cua nhau dé cung cap mot giai phap
tong thé cho khéach hang.

Viét Nam c6 loi thé 1on khi c6 xap xi 1 triéu nhan luc trong linh vuc ICT. Ngudn
nhan lyc an toan, an ninh mang vao loai tét trén thé gidi, véi nhimg chuyén gia dat
dang cap quéc té.

Cung voi khét vong vuon 1én manh mé, véi su ung ho cua Nha nude va lién két
chat ché cua Lién minh, Viét Nam hoan toan c6 thé sinh ra nhitng DN I6n manh dé
tré thanh cudng quéc an toan, an ninh mang, nham bao vé su thinh vuong cua Viét
Nam trén khong gian mang. Va ching ta s& khong bo 15 co hoi ay.

Bo trudng ciing cho biét: Thoi gian vira qua, co quan nha nuéc va cac DN,
chuyén gia dang chung tay, chung stc bao ¢am an toan, an ninh mang quéc gia.

Vi vai tro 1a co quan quan 1y nha nuéc, Bo TT&TT lubn san sang hudng dan,
hd tro va tao diéu kién cho cac DN phat trién. Dac biét 1a DN an toan, an ninh mang.
Co quan quan 1y nha nudc gan day da ap dung mot tu duy méi, khéng truyén théng,
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khong tuan tu. Cac DN an toan, an ninh mang cling can mot su d6t pha trong tu duy
va phuong phap tiép can. Chdng ta ludn phai ty tin va vao cudc thuc sy dé thuc hién
khat vong cua minh.

Qua 12 nam dugc to chic, Ngay ATTT Viét Nam da tré thanh mot su kién
thuong nién quan trong, 1a dién dan dé cac co quan, t6 chirc, ca nhan trong va ngoai
nudc trao doi, chia sé théng tin, kinh nghiém, giai phap, gép phan nang cao nhan thirc
ctia xa hoi vé ATTT. Nhan dip nay, Bo truong Nguyén Manh Huing kéu goi va dé
nghi:

Thet nhdt, cac co quan, t6 chirc va toan thé cong dong cing tham gia bao dam
mot khong gian mang an toan, lanh manh, rong khap. Can rat nhiéu nd luc dé thuc
hién diéu nay. Co quan quan 1y nha nuéc, cac doanh nghiép va chuyén gia an toan,
an ninh mang can la nhitng ngudi ¢4 st ménh tién phong ma duong, chung vai ganh
vac trach nhiém nay.

Thit hai, Hiép hoi ATTT Viét Nam can day manh, thay doi tu duy va d6i méi
hoat dong, giit vai trd hat nhan dbi véi cac DN an toan, an ninh mang, tro thanh cau
ndi, soi day lién két giira cac td chirc, DN trong nudc va nudc ngoai.

Nhiing su kién nhu Ngay ATTT Viét Nam hang nam can dugc to chtc nhiéu
hon va thiét thuc hon nita, phét trién thanh sy kién quy mé khu vyc va quéc té.

Thet ba, Viét Nam can tham gia tich cuc, dong gop thiét thue hon cho cac hoat
ddng an toan, an ninh mang quéc té. Bac biét ddi vai cac hoat dong do Lién minh
Vién thong thé gioi (ITU) khoi xudng. Tao ra mot khéng gian mang Viét Nam an
toan, chia sé thng tin, to chac cac su kién khu vuc va quéc té, dong gop cho thi
truong qudc té. Cac DN I6n manh, san pham an toan, an ninh mang chat lwong cao
1a phuong phap tot nhat dé thyc hién myc tiéu nay.

Link tham khao: http://antoanthongtin.vn/an-toan-thong-tin/an-toan-an-ninh-
mang-la-dieu-kien-co-ban-yeu-to-song-con-cho-cong-cuoc-chuyen-doi-so-quoc-
gia-105677
2. Trang tin, cong thong tin dién tir VN thwong xuyén bi tAn céng mang

Tinh hinh an toan théng tin mang tai Viét Nam nam 2019 dién bién rat phuc
tap. Dir liéu giam sat caa Trung tam Ung ctu khan cap khdng gian mang da ghi nhan
nhiéu su kién an toan mang ké tir dau nam dén nay.

Sang 24/12, Trung tam Ung ctu khan cap khong gian mang Viét Nam
(VNCERT/CC) (Cuc An toan théng tin - Bo Thong tin va Truyén thong) da trién khai
Chuong trinh dién tap khu vuc phia Bac véi cha dé “Dién tap phong chong tan cong
vao cong/trang thong tin dién tu”.

Theo Trung tim Ung ctu khan cip khoéng gian mang Viét Nam, trong nim
2019, tinh hinh an toan théng tin mang dién bién rat phuc tap. Di liéu caa Trung tam
Ung ctu khan cap khong gian mang Viét Nam ciing cho thay, céc cong/trang thong
tin dién tar ludn 1a noi hung chiu nhiéu cudc tan cdng nhat cua cac hacker. Do do,
viéc bao vé an toan cac cong, trang thong tin dién tir 1a vo cling quan trong.
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Cudc dien tap dugc Bo TT&TT t6 chirc nham néang cao nang luc cho Mang ludi
g cau sy ¢ an toan thong tin mang québc gia. Thong qua cac hoat dong dién tap,
can bo ATTT tai cac don vi thanh vién Mang lu6i s& dugc huan luyén va nang cao
k¥ ning phat hién - tng ciru su ¢d.

Nhitng chuyén gia tham gia budi dién tap s& duoc chia thanh cac doi. Mdi doi
s& duoc cap quyén quan Iy mot hé théng may chu riéng dugc cai dat mé phong mot
cong thong tin dién tir va dang chay thuc trén cloud. Cac di ¢ tai khoan quan tri
vao hé théng méy chu caa minh véi dia chi dugc Ban t6 chac cap cho timg doi.

C4c cudc tan cong mang hoan toan nhu sy ¢ tin cdng that vao hé thong may
chu cua ting doi theo cac phuwong thirc khac nhau. Cac d6i phai dang nhap vao hé
théng may chu, quan tri, bao vé hé thong cua minh, kiém tra, phat hién sy cé, liy céc
bang ching (evidences) dé phan tich, diéu tra, xac dinh xem hé théng ctia minh dang
bi su ¢b tan cong gi.

Bén canh d6, nhiém vu cua cac doi tham gia con l1a tim kiém con dudng ma
hacker xam nhap vao hé théng. Ngoai ra, ho phai tim hiéu xem hacker da danh cap,
chinh sura nhirng gi, tir d6 c6 phuong an tng pho, xir ly. Vi cach lam mai nay, cac
d6i dugc dién tap dung nhu thuc té su ¢ xay ra trén hé thong thyc.

Chia sé tai budi dién tap, Thir truong Bo TT&TT Nguyén Thanh Hung cho rang,
tinh hinh an ninh mang tai Viét Nam sé ngay cang nghiém trong hon trong thoi gian
tai, khi ma dit liéu, tai san sb caa ngay cang nhiéu. Tinh hinh trén doi hoi ching ta
phai c6 nhan thirc cao hon trong viéc phong, chdng tin céng mang, ciing nhu ¢6 kha
ning cao hon trong viéc sin sang tng ctiu khi xay ra cac su ¢o.

Theo Thir trusng Nguyén Thanh Hung, nhan thirc, hanh dong lién quan dén
cong tac dam bao an toan thong tin cua cac bg, nganh, dia phuong da ngay cang tang
1én, song do diéu kién chi quan va khach quan nén méi quan tam thyc su van chua
ddng déu gitta cac don vi, c6 noi 1am tot nhung ciing c6 noi con lam chua tét.

Thi truong Nguyén Thanh Hung cho rang, trong cong tac dam bao an toan
thong tin, can phai thuc hién viéc “phong bénh hon chita bénh”. Do vay, thdng qua
cudc dién tap lan nay, Bo TT&TT mong mudbn c4c thanh vién mang ludi tng ciu sy
co an toan thong tin mang qudc gia co thé trao doi voi cac chuyén gia, nha quan Iy
va thuc hanh viéc dién tap phong chdng tin cdng mang vao céac cong/ trang théng tin
dién tu.

Piéu nay s& gop phan cho viéc dam bao an toan thong tin cho cac cong/trang
thong tin dién tir cua cac bg, nganh, dia phuong va ho tro t5t hon cho chu truong xay
dung Chinh phu dién tir, cung cap cac dich vu cong truc tuyén cho nguoi dan, doanh
nghiép.

Team 11 gom 2 d/c cuia Cuc Buru dién Trung wong cung véi thanh vién tir 3 don
vi khac dd né luc va dat két qua ding thir 3 sau team ding thir nhat — doi Viettel va
team dimg thir 2 - @i cc ngan hang trén tong so gan 20 dgi tham due.



Phong ATTT Tuan 51/2019
Link tham khao: https://viethamnet.vn/vn/thong-tin-truyen-thong/trang-tin-

cong-thong-tin-dien-tu-vn-thuong-xuyen-bi-tan-cong-boi-toi-pham-mang-
602974.html
3. L& hong trén Twitter cho phép hacker thu thap dir liéu, kiém soat tai khoan

Mot 15 hong trong tng dung Twitter trén Android bi hacker khai thac nham thu
thap thong tin nhay cam hoac chiém quyén kiém soét tai khoan. L& héng khdng anh
huéng dén phién ban danh cho iOS.

Méi day, Twitter da ra thong bao vé ban va cho 16 hdng nay. Cong ty cho biét,
ho da thong bao cho nguoi dung bi 16 thong tin qua email va ng dung Twitter.

Nhitng nguoi ding khdng thé cap nhat ban va duoc khuyén sir dung phién ban
web cua Twitter dé bao vé tai khoan va ngan chan cac tan cong tiém an.

Theo Twitter, 15 hong c6 thé bi khai thac nham thu thap dir liéu nhu tin nhan,
cac tweet va thong tin dia diém, tham chi 1a chiém quyén kiém soéat tai khoan nguoi
ding muc tiéu — vi du giri cac tweet hoac tin nhan trén danh nghia nguoi dung.

Trong khi céc chi tiét ki thuat khong duoc tiét 16, mot hang truyén thong tén
tudi dua tin viéc, khai thac 16 hong 13 “mot qua trinh phirc tap lién quan dén hanh
dong dwa ma doc vao cac khu vuc luu trit bi han ché caa ung dung Twitter.”

Twitter cho rang, khdng c6 bang ching cu thé ndo cho thay diém yéu bi khai
thac trong cac cudc tan cong, nhung ciing khong loai trir hoan toan kha nang do.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding Android can cap nhat ban va méi nhat
cua Twitter dé dam bao an toan thong tin.

Link tham khao: https://whitehat.vn/threads/lo-hong-tren-twitter-cho-phep-
hacker-thu-thap-du-lieu-kiem-soat-tai-khoan.13101/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot sé 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 15i quéc té Mo ta ngin Ghi chu
dich vu
1  Microsoft  |CVE-2019-1485  [Nhém 30 16 hong trén mot sé | Da co
CVE-2019-1461  san pham cua Microsoft (Word thong tin
CVE-20191476 software, PowerPoint,...) cho | yac nhan va
phép doi tuong tan cong thu ban vé'
thap théng tin, chén va thuc thi '
ma Iénh tir Xa, tin cdng tir chdi
dich vu.
2 |Android CVE-2019-2232  INhom 17 156 hong trén hé diéu |Pa co
CVE-2019-2224  |hanh Android (Android-10 théng tin
CVE-2019-2218  Android ID:A-141003796,...) | xac nhan va
cho phép doi tuong tan cong ban vé.
thu thap théng tin, chen va
thuc thi ma tuy y.
3 Qualcomm [CVE-2019-2310  [Nhom 20 13 hong trén thiét bi | D3 co
CVE-2019-10494  Qualcomm (Snapdragon Auto, | thdng tin
CVE-2019-10520  Snapdragon Consumer IOT... )| y4c nhan va
cho phép doi tugng tan cong ban Vé‘
chén va thuc thi ma tuy vy.
02 15 héng c6 diém CVSS: 10.0
(dac biét nghiém trong).
4 |Chrome CVE-2019-13732 Nhém 40 16 hong trén trinh{ Ba co
CVE-2019-13750 (duyét Chrome (trudc Version thong tin
CVE-2019-13741 (79.0.3945.79) cho phép doil y4c nhan va
tuong tan cong chén va thuc thi ban vé.
ma Iénh tr Xa.
5  |Linux CVE-2019-19447 |Nh6m 07 trén hé diéu hanh ba co
CVE-2019-19449 L[nux (Lingx kernel) cho phép | théng tin
CVE-2019-19768  doi tugng tan cdng thyc thi ma |y e nhan va
Iénh tir xa, chiem quyén dicu s
khién hé théng. ban va
6 |Advantech [CVE-2019-3951 (0116 hong trén Advantech Chua 6
(Advantech WebAccess tru6C | thng tin
version 8.4.3) cho phép doi X4C nhan va
tuong tan cong chen va thyc ban v é'
thi ma Iénh, tan cong tir choi
dich vu.
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Apache

chdi dich vu.

CVE-2014-0242  INhém 04 15 hdng trén phan

CVE-2014-0212  |mém Apache (Apache Spam
CVE-2018-11805  Assassin, mod-wsgi) cho phép | yac nhan va
d6i twong tan cong tan cong tur '

Chua cé
thong tin

ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

mel.cloudcontentsmak.com

zdInx.tk

xblqglxb.cf

strikotunrev.top

d3sl.me

pudloxan.com

andandgivingfor.ru

oigbgenbchsss.com

O 00 N o O b~ W N B

maildeliveryyboys.at

[
o

jimmy.gamboal102@yahoo.com.com:laura22

3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xtr ly cac 16 hong phaét hién tai bang 1 (néu co).

- Chan,

xt ly c&c truy nhap t&i cac tén mién doc hai tai bang 2.




