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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Google gi¢i thiéu ma héa Adiantum cho cac thiét bi tam thap

Google di chinh thic céng bd hinh thirc md hda méi, duoc thiét ké dé bao mat
dir liéu luu trix trén dién thoai théng minh tam thap va céc thiét bi khac khong du stc
manh xu ly.

Theo Venture Beat, hau hét dién thoai Android déu dugc kich hoat ma hoa luu
trit nhu mot tinh nang mic dinh va trén thuc té, nd 1a mot yéu cau caa cac nha san
xuat dién thoai ké tir phién ban Android 6.0. Tuy nhién, di véi cac dién thoai co stc
manh xu 1y thap duoc yéu cau dé chay ma hoa truc tiép trén thiét bi thi tinh nang nay
thuong khong ¢ san.

Chang han, Android Go duoc thiét ké cho cac thiét bi c6 bo xt Iy cap thap, dién
hinh 13 & c4c thi trudng dang phat trién, nhung vdi nhiéu thiét bi nay c6 RAM 1 GB
tré xudng, ma hoa luu trir bi tat theo mic dinh dé cai thién hiéu suat hodc hoan toan
khong c6. Bo xir Iy ARM Cortex-A7 ma mot sé mau dién thoai cap thap sir dung,
tham chi khdng hd tro phan cing cho Tiéu chuan ma hoa nang cao (AES) duoc
Android st dung.

Va day 1a luc Adiantum phat huy tic dung. Adiantum duoc Xay dyng dé chay
trén dién thoai va cac thiét bi thdng minh khac khdng c6 phan cang chuyén dung dé
ma hoa dir liéu dugc luu trir cuc bo mot cach hiéu qua. Tuy nhién, tinh nang nay
khong chi don gian 1a nham muc tiéu vao dién thoai Android gia ré hudng dén cac
thi truong méi ndi ma con hudng téi moi thiét bi nang luong thap dwa trén nén Linux,
tir 46ng hd thong minh dén cac thiét bi y té duoc két ndi.

Link tham khao: https://thanhnien.vn/cong-nghe/google-gioi-thieu-ma-hoa-
adiantum-cho-cac-thiet-bi-tam-thap-1050173.html

2. Apple manh tay véi cac ing dung Ién chup man hinh

Ngay sau khi xuat hién thdng tin vé viéc nhiéu tng dung trén iPhone di bi mat
ghi lai hinh anh ctia man hinh nguoi dung, vao hém qua - tirc chi 1 ngay sau, Apple
d3 dua ra thong bao chinh thirc caa minh cho c&c nha san xuat tng dung, theo trang
TechCrunch.

Theo d6, Apple di dua ra thong bao chinh thuc vé vu viéc ndy, budc cac nha
phat trién ung dung phai xo6a tinh nang nay di, hoac phai théng bao véi ngudi ding
truéc khi kich hoat tinh nang d6. Hinh phat ma Apple s& &p dung d6i véi nhiing nha
phat trién khong chiu thuc hién, d6 1a hing s& g& cac ung dung cia ho xudng khoi
kho App Store.

Ciing theo thong bao mdi nay, Apple da khang dinh véi ngudi ding rang, Luat
dang tai tng dung cua App Store nghiém cam céac hoat dong nay truéc khi c6 sy dong
y ciia nguoi ding. "Bao vé ngudi dung khoi nhitng nguy hai vé van dé bao mat 12 ton
chi cua cac san pham Apple. Cac nha phat trién phai thong béo véi ngudi ding bang
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hinh anh, va cé su dong y cua ho trudc khi ghi hinh cac hoat dong trén man hinh.",
thong béo cia Apple nhan manh.

Lién quan dén viéc nay, cac cong ty nhu Glassbox dang cung cap cho cac nha
phéat trién mot dich vu mang tén "phat lai phién st dung” (session replaying), gidp
cho ho c6 thé phan tich duoc tinh ning, giao dién ngudi dung dé co thé cap nhat trong
cac phién ban phan mém sau. Nhung nguoc lai, tinh ning nay ciing c6 thé ghi lai
nhitng thong tin nhay cam, va rat cd thé roi vao tay nhiing ké xau.

Theo trang TechCrunch, trach nhiém lai khéng nam trong tay Glassbox ma Ia ¢
cac nha phat trién ung dung dat khach san, du lich khi ho khdng thém cac théng bao
v6i nguoi ding. Chang han ¢ng dung cua hing Air Canada tham chi con khong boi
den mot 6 thdng tin nhay cam cua ngudi dung trude khi gui vé may cha caa bén thir
3 nira.

Con theo cac nha chuy&n mdn, vu viéc nay ciing kha giéng vai vu Apple g& bo
cac tng dung ndi bo cia Google va Facebook, khi hang da rat cing rin vai viéc cac
nha phat trién loi dung kho @ng dung App Store caa minh. Viéc cac tng dung c6 si
dung dich vu cta Glassbox 1a khong sai, nhung ho ciing phai c6 nhitng bién phép
thong béo véi ngudi ding vé hoat déng caa minh.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi dung can xem Ky cac diéu khoan yéu cau
khi cai ttng dung trén iPhone, iPad dé dam bao an toan thdng tin.

Link tham khao: http://www.pcworld.com.vn/articles/cong-nghe/an-ninh-
mang/2019/02/1262631/apple-manh-tay-voi-cac-ung-dung-len-chup-man-hinh/

3. Khoang 2,2 ty tai khoan bi danh cip dang bi giéi hacker lan truyén

Trang tin BGR vira cho hay, cac hacker dang lan truyén cho nhau bo suu tap dit
liéu véi khoang 2,2 ty tai khoan hoac password cia nguoi dung da bi chung danh
cap.

Mot bao cao mai tir cac chuy@n gia an ninh mang da tiét 16 rang, cac "bo suu
tap" tai khoan nguoi ding tir 2 - 6 (Collection #2 dén #6) ciing da xuat hién trén
mang. Theo d6, c6 khoang 2,2 ty tai khoan cung password cta nguoi dung mang da
bi "phoi bay" cho ca thé gioi. Sé thdng tin khong 16 nay dang duoc cac hacker chuyén
tay nhau trén nhiing dién dan bang cong cu torrent, va tham chi néu muén sé hiu
chding, ban ciing s& chang mat mét xu nao hét, theo BGR.

it ngay trudc, nhu Thé gidi Vi tinh da dwa, cong dong mang da bi ring dong khi
mot hacker da chia sé 1én mang mot bo suu tap tén nguoi dung va tai khoan khong
16, bao gém 773 triéu tai khoan nguoi ding cuing 21 triéu ma mat khau. Tin tic nay
da dat tén cho no 1a "Collection #1" - tac "bo suu tap sé 1. Gio day, ching ta méi
hay rang n6 chi 1a sy khoi dau, va sau khi tung ra Collection #1, chiing di tung ra
tiép Collection #2 dén #6, diéu @6 cho thay sb luong dit liéu bi danh cap 16n dén
nhuong nao.

Sau khi nha nghién ciru bao mat cua hang bao mat Troy Hunt phéat hién ra bo
swu tap s6 1, nhitng chuyén gia khac tai Vién Hasso Plattner Institute ¢ Potsdam
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(Pure) cling da 1an ra toan bo co so dir liéu da bi cac hacker danh cap, va ho dua ra
két luan rang" bo hé so hoan chinh d6 so gan gap 3 1an so vai Collection #1, to Wired
cho biét.

Cu thé, hau hét thong tin nay déu duoc hacker trich xuét tir cac 1an ro ri tir trudc,
bao gom ca cac vu scandal cia Yahoo, LinkedIn va Dropbox. Tuy nhién, Collection
#1 dén #6 ciing chua rat nhiéu di liéu chwa tirng xuét hién trén Internet bao gio.

Cac nha nghién ctu tai Vién Hasso Plattner Institute da tim thay 750 triéu tai
khoan khong c6 trong co s& dir liéu caa ho va 611 triéu tai khoan khac tur Collection
#2 dén #5 - khong trang 1ap véi Collection #1. Mot sb thong tin trong d6 duoc thu
thap tir c4c trang web an, va diéu nay dong nghia vai viéc: day 1a 1an dau tién céc to
hop tén nguoi ding/mat khau nay bi phat tan.

Pé phat hién ra chiing, Vién Hasso Plattner Institute di phat trién ra mot cong
cu dic biét 1a mot trang web, va né ciing co6 thé gilp ban kiém tra xem dit liéu cua
minh d3 bi ro ri hay chua. Theo d6, chi can ban dién email cia minh vao website kia
cua Vién, két qua sau d6 s& duoc gui cho ban. Bé han ché tinh trang bi hacker do
dugc password, ban nén dit mdi dich vu truc tuyén mot mat khau khac nhau, ciing
nhu st dung app quan 1y dé tao duoc nhitng mat khau co d6 an toan cao.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi ding can ludn dé cao canh giac, d6i mat
khau cac (ng dung theo dinh ky dé dam bao an toan théng tin.

Link tham khao: http://www.pcworld.com.vn/articles/cong-nghe/an-ninh-
mang/2019/02/1262623/khoang-2-2-ty-tai-khoan-bi-danh-cap-dang-bi-gioi-
hacker-lan-truyen/
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc té

Mo ta ngan

Ghi chu

1

Adobe
Acrobat

CVE-2018-12830
CVE-2018-15987
CVE-2018-15991

Nhém 88 16 hong trén phan
mém Adobe Acrobat &
Readercho phép ddi tuong
tan cong khai thac 13i tran bo
dém dé chén va thuc thi ma
lénh. Nhiéu phién ban
Acrobat bi anh huéng.

ba c6 thong
tin xac nhan
va ban va

Cisco

CVE-2019-1657
CVE-2019-1669
CVE-2019-1652

Nhom 26 15 hong trén mot s6
san pham, ang dung cua
Cisco (Cisco Small Business
RV320 & RV325, AMP
Threat Grid, Firepower
Threat Defense, Identity
Services Engine, loT Field
Network Director, Webex
Network Recording Player,
Webex Meetings Server...)
cho phép dbi tugng tan cong
thuc hién mét sb hinh thic
tan cong: thu thap théng tin,
vuot qua co ché bao mat dé
truy cap trai phép vao hé
théng, chén va thuc thi doan
ma doc hai. CVE-2019-1652
da c6 ma khai thac va anh
huong téi nhidu qudc gia trén
thé gioi

ba co6 thong
tin xac nhan
va ban va
ba c6 ma
khai thac

Foxit

CVE-2018-17698
CVE-2018-17702
CVE-2018-17705

Nhom 65 16 hong phan mém
Foxit Reader va Foxit
PhantomPDF cho phép ddi
tuong tan cong chén va thuc
thi ma Iénh trong pham vi
cua trién trinh

Da co6 thong
tin Xac nhan
va ban va.

Drupal

CVE-2019-6339

Nhom 04 16 hong trén Drupal
Core phién ban 7.x va 8.x.x
cho phép doi tugng tan cong

doc va x0a tap tin trén hé

Da c6 thong
tin Xac nhan
va ban va
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thong, stra doi dix liéu tréi
phép, chén va thyc thi doan
m4, tap tin doc hai tuy y.

5  (Omron CX [CVE-2018-19017 Nhém 04 16 hong phan mém
Supervisor [CVE-2018-19013 [CX-Supervisor cho phép doi

CVE-2018-19011 [wong tan cong chen lénh dé
CVE-2018-19019 [<6@ tap tin trén h¢ thong, chen
va thuc thi doan ma doc hai.
Omron CX-Supervisor 1a phan
mém dung trong cac hé thong
diéu khién cong nghiép dung
dé thiét ké va giam sat quy
trinh hoat dong cua thiét bi
trong hé thong

Da c6 thong
tin Xac nhan
va ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

plpanaifheaighai.com

mokoaehaeihgiaheih.ru

and30.blabladomdom.com

produkktc.com

n.hmiblgoja.ru

ajkeahkcueafuiaeuf.ru

mel.cloudcontentsmak.com

iuefgauiaiduihgs.com

OO N PARIWIN| -

https://kisssweetmilf.com/Ibjsmbbeuzsg
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dghfhfgjfhjghj6699.net

3. Céc can bo ky thuat dau mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chan, xt ly cac truy nhap toi cac tén mién doc hai tai bang 2.




