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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Xuat hién cach thirc hack thé tin dung méi ciia ngwéi ding

Gan day, nhiéu cong ty I6n trén thé giGi bi tin cong bai mot hinh thac hack thé
tin dung cua khach hang hoan toan méi, nham danh cip théng tin tai khoan ngan
hang cua khach hang tir cac trang web.

Chinh quyén lién bang My di dwa ra mot canh bao cho ngudi mua sam lién
quan dén théng tin thé tin dung. Cac thiét bi giau kin nham thyc hién hanh vi toi
pham (thudng gan véi may bom tram xang tu dong va cdy ATM) so hitu cdng nghé
ngay cang cao.

“That kho dé dua ra nhirng con sé chinh xac xung quanh van dé nay. Nhung
mét diéu chdng toi biét chic chan 1a hang tram triéu thé tin dung trén khap thé gioi
d4 bi danh cap théng tin trong sudt hai nim qua”, Herb Stapleton - Truong bo phan
khong gian mang caa FBI chia sé voi CNBC.

Loai hinh tdn cdng hoan toan méi nay duoc goi 1a e-skinkle hoic Magecart. Toi
pham mang c6 thé gianh duoc quyén truy cap vao thdng tin ca nhan va thé tin dung
cta ngudi ding. Chang co thé xam nhap truc tiép vao may chu trang web hodc dot
nhap vao mot may cha 16n ¢6 chie ning hd trg nhiéu trang web mua sam truc tuyén
khéc, tir d6 theo ddi khach hang cua trang web mua sam ndy ma khdng ai ¢d thé nhan
biét duoc.

Vi vay, cac chuyén gia khuyén cdo ngudi tiéu ding can nam rd nhiing diéu dudi
day dé bao vé chinh minh khi mua sam tryc tuyén:

a. Ludn mua sam bang thé tin dung thay vi thé ghi no truc tuyén

Ong Pargman, Giam ddc cap cao vé xir ly toi pham mang tai Binary Defense
cho biét, viéc sir dung thé tin dung s& 1am giam bét su bat tién néu thé caa ngudi
dung bi xdm pham. Nguoi dung thé tin dung thuong phai chiu trach nhiém phéap ly
néu cd hanh vi hra dao xay ra. Ngoai ra, viéc nhan lai tién ddi véi thé ghi no cua
ngudi ding ¢ thé mat rat nhiéu thoi gian.

b. Xem xét viéc sur dung the tin dung do

Khong phai tat ca cac ngan hang déu cung cap thé tin dung ao nhung néu co thé,
ngudi dung nén trang bi cho minh loai thé nay. Thé tin dung 4o so hitu s6 thé tin dung
duoc sir dung cho cac giao dich cu thé va cho mot c& nhan cu thé. Néu con sb nay bi
tan cong hoac st dung sai muc dich diang ky, moi khoan thanh toan sé& bi tir chdi.

c. Theo ddi thé dé phat hién bat ky hoat dong bdt thiong nao va bao cao ngay
ldp tizc cho ngan hang

Céc chuyén gia cua FBI cho biét, loai hinh tan cong thong tin ngan hang e-
skimming da xuét hién khé lau, tuy nhién, hién nay, loai toi pham nay luén luén doi
hinh thire tan cong théng qua viéc chia sé cac phan mém doc hai vai cong nghé ngay
cang tinh vi hon.

Khuyén nghj: Nguoi ding can kiém tra ki khi thanh toan bang thé tin dung qua
cac trang web thanh toan truc tuyén dé tranh bi 16 thong tin dan dén mat tai san.
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Link tham khao: http://antoanthongtin.vn/an-toan-thong-tin/xuat-hien-cach-

thuc-hack-the-tin-dung-moi-cua-nguoi-dung-105849
2. Chiém quyén diéu khién web bang mi déc gia mao thong tin virus Corona

Loi dung su quan tdm vé dich cum Corona, tin tic phat di nhitng duong link
chtra ma nguy trang dudi dang tin vé virus Corona. Nhitng ma doc nay sau d6 duoc
sir dung dé chiém quyén diéu khién web.

Hoi dau thang 2, hang bao mat Kaspersky timg dua ra canh b4o vé viéc cac ma
doc dang duoc tin tac nguy trang dudi dang tai liéu lién quan dén virus Corona.

Theo d6, nguoi ding nhan duoc céc théng tin gan duong link chira ma khai thac
nguy trang dudi dang thdng tin vé virus Corona. Tén cua tép thé hién noi dung hudng
dan cach bao vé moi ngudi khoi virus, cap nhat vé cac méi nguy hai, va tham chi la
quy trinh phat hién virus. Tuy nhién, tat ca thong tin déu khong ding sy that.

Nhitng théng tin méi nhat cho thiy, cac ma doc nay dugc ké xau phat tan nham
muc dich chiém quyén diéu khién website ma nan nhan dang sé hitu. Théng tin nay
vira dugc canh bao bai Cong ty CP An ninh mang Viét Nam.

Pon vi ndy da phat di canh b&o vé 15 hong bao mat Cross-site request forgery
(CSRF) trén plugin Code Snippets cia nén tang Wordpress. Nguy co tir 16 hong nay
la n6 sé& gilp tin tac chiém quyén quan tri website dé thuc hién cac ma lénh tir xa.
Véi 15 hdng nay, tin tic co thé diéu khién may cha va trién khai cac hoat dong tréi
phép géy anh huong cho doanh nghiép.

L5 héng CSRF dugc phat hién vao dau thang 2/2020 va duoc gan md CVE-
2020-8417. Bay 1a mét loai ma dinh danh céc 16 hong bao mat dugc phét hién trong
cac san pham cdng nghé phé bién trén thé giéi va duoc cung cap bai MITRE - mot
don vi dugc bao trg boi Co quan An ninh ndi dia My.

Pé khai thac 16 héng nay, tin tic s& tao duong link chira ma khai thac va lra
ngudi quan tri truy cap dudng link d6. Mot trong cac cach thac ma ké xau st dung 1a
théng qua chinh cac tap tin ¢6 noi dung hudng dan cach bao vé moi ngudi khoi virus
Corona.

Khi nguoi quan tri truy cap vao duong link nay lac dang dang nhap vao
Wordpress, mot tai khoan quan tri xau s& dugc thém vao hé thong quan tri website
ma nguoi ding khdng dugc thdng béo. Tir déy, tin tac thuc hién x6a quyén quan tri
cia nan nhén, thém vao d6 chung ciing tién hanh viéc thay do6i toan bo thong tin
website.

Sau khi da thu duogc tai khoan nay, tin tac sé thyuc thi ma I1énh tur xa (RCE) qua
chtrc nang chinh sira ma nguon cua Wordpress nham chiém quyén diéu khién may
cha. Qua do, tin tic cd thé thuc hién nhitng cudc tin cong gian diép dbi voi cac thiét
bi va may chu thudc cling mang noi bo véi may cha bi tan cong. Theo cac chuyén
gia, Code Snippets trugc phién ban 2.14.0 déu bi anh huong.

WordPress 1a mét ma nguén mé bang ngdn ngit PHP dé hd trg xay dung va phat
trién website. DAy 1a nén tang pho bién vi dé sir dung, nhiéu tinh ning hiru ich ma
noi bat 14 Code Snippets - tinh ning md rong rét tién ich trén Wordpress gidp chén
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truc tiép cac doan méa vao cac tap tin giao dién. Hién nay, trén the gidi, uac tinh cé
hon 60% website sir dung CMS la Wordpress. Trong do cé khoang 200.000 website
cai dat Code Snippets.

Khuyén nghj: Nguoi quan tri va nguoi ding can kiém tra trudc khi truy cap
nhitng duong link la. Bén canh d6, can cap nhat ngay phién ban plugin Code Snippets
méi nhat dé khac phuc 16 hong nay.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/chiem-quyen-
dieu-khien-web-bang-ma-doc-nguy-trang-thong-tin-virus-corona-615569.htmi
3. L& hong trén Dell SupportAssist cho phép thuc thi ma véi cac dic quyén cao

Mot nha nghién ctu da phat hién ra mot 16 hong DLL hijacking trong Dell
SupportAssist, cho phép thuc thi ma véi cac dic quyén cao. Khai thac 15 hong chi
y&u cau quyeén thap.

Dell di tiét 16 rang, Dell SupportAssist cho PC doanh nghiép va gia dinh déu bi
anh huong boi 16 hong duong dan tim kiém khong dugc kiém soat, cho phép nguoi
dung c6 dic quyén thap thyuc thi ma tly y vai quyén nang cao bang cach tac dong dé
cac tép nhi phan SupportAssist tai cac tép DLL tuy y.

L5 hong CVE-2020-5316 duoc danh gia & mac d6 nghiém trong cao, dd dugc
Dell phat hanh ban va SupportAssist cho PC doanh nghiép phién ban 2.1.4 va
SupportAssist cho PC gia dinh phién ban 3.4.1.

Eran Shimony — nha nghién cau phat hién ra 16 hong bao mat nay — cho biét
Dell mét 3 thang dé phét hanh céc ban vé, nhanh hon so vai thoi gian va hau hét cac
16 héng khac ma 6ng da bao cao vai Dell.

Nhitng loai 15 hong nay c6 thé mang lai gié tri dbi véi cac ké tan céng boi phan
mém nay di duoc cai dit sin trén hang trigu PC Dell. Muyc dich cua Dell
SupportAssist 1a cho phép nguai ding kiém tra tinh trang thiét bi. Viéc kiém tra phan
mém va phan cimg duoc thuc hién bai cong cu yéu cau cac dac quyén nang cao, boi
vay mot s6 thanh phan cua ching phai chay voi dac quyén hé thdng.

Mot s 16 hong leo thang dic quyén da duoc tim thay trong Dell SupportAssist
trong vai nim qua, nhung cac 16 hong lién quan dén DLL hijacking c6 thé yéu cau
cac dic quyén nang cao dé khai thac, va cac nha cung cap phan mém thuong ndi rang
ching c6 rui ro thap.

DLL hijacking lién quan dén viéc dua tép DLL doc hai vao mot vi tri trén he
thdng, tir 6 tng dung muc tiéu sé& tai tép doc hai trude cac thanh phan hop phép.

Néu mot ing dung khong tim thay tép DLL trong thu muc hién tai hodc cac thu
muc hé théng, n6 sé cb gang xac dinh vi tri tép trong bién méi truong cua hé théng
PATH. K¢ tan c6ng vai dic quyén quan tri ¢d thé viét duong dan riéng téi bién nay,
do d6 dam bao rang tép s& dugc tai khi phan mém muc tiéu dugc thyc thi.

Véi trudng hop 16 hong CVE-2020-5316, Shimony di phat hién ra Dell
SupportAssist ¢ tai DLL tir thw muc ma ngay ca ngudi dung c6 dic quyén khong
phai quan tri vién cling co thé sao chép tép.
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Do vay, hacker, dudi vai tro 1a mot nguoi dung co6 dac quyén thap, co theé tao
mot DLL va lira dé Dell SupportAssist tai DLL nay, tir d6 gianh quyén thuc thi ma
bén trong phan mém chay véi cac dic quyén NT AUTHORITY\System. “Diéu nay
xay ra boi ban cd thé viét mot code entry trong ham DLLMain (DLL doc hai). Boan
ma nay s& chay ¢ cap dac quyén caa NT AUTHORITY\System’, Dell cho biét.

Khuyén nghj: Ngudi ding san pham Dell can cap nhat phién ban méi nhat cua
SupportAssist dé dam bao an toan thdng tin.

Link tham khao: https://whitehat.vn/threads/lo-hong-tren-dell-supportassist-
cho-phep-thuc-thi-ma-voi-cac-dac-quyen-cao.13226/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT dich vu

San pham/

Ma loi quoc te

Mo ta ngan

Ghi cha

1 Wordpress

CVE 2013 2009
CVE 2015 2062
CVE 2015 1394

Nhém 10 16 héng trén phan
mém  Wordpress  (Strong
Testimonials plugin,...) cho
phép ddi twong tan cong chén
va thyc thi ma tdy vy, tn cong
XSS, tan cong CSRF.

baco
thong tin
xac nhan va
ban va.

2  |Qualcomm

CVE 2019 14051
CVE 2019 14046
CVE 2019 14044

Nhom 16 16 hong trén thiét bi
Qualcomm (Snapdragon
Industrial 10T in MDM?9206,
MDM9607, Snapdragon Auto,
Snapdragon Compute...) cho
phép ddi tuong tin cong chén
va thuc thi ma tay y, lam tran
bo gém.

01 15 héng c6 diém CVSS: 10.0
(dac biét nghiém trong).

baco
thong tin
Xac nhan va
ban va

3 Cisco

CVE 2020 3111
CVE 2020 3110
CVE 2013 2683

Nhoém 19 16 hong trén san
pham cua Cisco (Cisco
Discovery  Protocol, Cisco
Linksys E4200 1.0.05 Build
7,...) cho phép d6i tuong tan
cong tin cong chén va thuc thi
ma tuy y, truy cap trai phép vao
hé théng véi quyén root, tin
cong tir chdi dich vu.

baco
thong tin
Xac nhan va
ban va

4 |Apache

CVE 2019 12426

01 16 hong trén phan mém
Apache (Apache OFBiz) cho
phép ddi twong tan cong chén
va thuc thi ma tay V.

baco
thong tin
Xac nhan va
ban va

5  [D-link

CVE 2013 7055
CVE 2013 7052
CVE 2013 7051

Nhoém 06 16 hong trén san
pham cua D link (D Link DIR
100 4.03B07, DIR865L
v1.03...) cho phép déi tuwong
tan cong thu thap théng tin,

thuc thi ma tuy y.

baco
thong tin
xac nhan va
ban va
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Gitlab CVE 2020 7978
CVE 2020 7966

CVE 2020 7968

Nhém 14 156 hong trén mot sd
thanh phan caa Gitlab (GitLab
EE 124, GitLab EE 10.1,
GitLab EE 8.0, GitLab EE
12.6...) cho phép dbi tuong tan
cong thu thap théng tin, tan
cong XSS, tan cdng tir chdi
dich vu.

baco
thong tin
Xac nhan va
ban va

Android CVE 2019 11516

CVE 2014 7224

Nhom 02 15 hong trén hé diéu
hanh Android (Android prior
to 4.4.0) cho phép dbi tuong
tan cong chén va thuc thi ma

tu Xa.

baco
thong tin
Xac nhan va
ban va

2. Danh s&ch IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT | Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

Xjpakmdcfuqge.biz

www.cityofangelsmagazine.com

amnsreiuojy.ru

Xjpakmdcfuqge.biz

ydbnsrt.me
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somicrososoft.ru

[
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cp.yvgp6yjé.ru

3. Céc can bo ky thuat dau mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.



