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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Cisco vé cac 16i nghiém treng trong HyperFlex va Prime Infrastructure

Cisco vira phat hanh cac ban va cho hon mudi 16 hong trén céc san pham cua
hdng, bao gom céc 15 héng nghiém trong trong HyperFlex, Prime Infrastructure va
Prime Collaboration Assurance.

Hai 15i nghiém trong di dugc xir ly trong phan mém HyperFlex. Pay 1a cac 15i
chén Iénh trong trinh quan ly dich vu va I8 héng chiém truy cap root trong dich vu
hxterm cta phan mém.

Nguyén nhan cua 2 16 hdng lan luot do viéc kiém tra tinh hop 16 cia dau vao va
kiém soat xac thuc khdng chinh xac. Cac 15 hong c6 thé cho phép ké tan cong chay
cac lénh véi quyén root hoac chiém quyén truy cap root vao tat ca cac nut (node)
thanh vién cua HyperFlex.

Hai 16 hong CVE-2018-15380 va CVE-2019-1664 déu ton tai trén cac ban phat
hanh phan mém HyperFlex trudc 3.5 (2a).

Mot 16i nghiém trong khac trong giai phap Prime Infrastructure (PI) dugc xu ly
trong tuan nay la 16i x&c thuc chang chi trong tinh ning tich hop ldentity Services
Engine. Ké tan cdng tir xa khdng can xac thuc cd thé khai thac 15 hong dé thuc hién
tan cdng man-in-the-middle vao tunnel Secure Sockets Layer (SSL) dugc thiét lap
gitra ISE va Pl.

L5 hong CVE-2019-1659 bat ngudn tir viéc xac thuc khong chinh xéac ching
chi SSL ctia may chi khi thiét 1ap tunnel SSL véi ISE. L hong tac dong dén phan
mém Prime Infrastructure phién ban tir 2.2 dén 3.4.0 khi méay chi PI dugc tich hop
véi ISE, duoc tat mac dinh.

Mot 16 hong c6 nguy co cao khac dugc tim thay trong dich vu Béo cdo Chat
lugng giong ndi (QOVR) cua phan mém quan ly giong noéi va video Prime
Collaboration Assurance (PCA) trugc 12.1 SP2. L6 hong CVE-2019-1662 bat ngudn
tir viéc kiém soat xac thuc khong chinh xac va cd thé cho phép ké tan cong tir xa
khong can xac thuc truy cap vao hé thong nhu mot ngudi ding hop 1€,

Dich vu TFTP cta phan mém Cisco Series Convergence System 1000 Series
ton tai 16 hong CVE-2019-1681. Pay 1a 16 hong nguy co cao khai thac qua directory
traversal va hacker tir xa c6 thé khai thac 15 hong dé Iy céc file ty y tir thiét bi muc
tiéu. L&i anh hudng dén Ban phat hanh Phan mém I0S XR trudc phién ban 6.5.2 cia
san pham Network Convergence System 1000 Series khi bat dich vu TFTP.

Cisco ciing di phat hanh cac ban va cho 11 15 hdng nghiém trong mirc d6 trung
binh anh huong dén Webex Meetings Online, Webex Teams, phan mém Internet of
Things Field Network Director (IoT-FND), HyperFlex, Firepower Threat Defense,
Firepower 9000 Series Firepower 2-Port 100G Double-Width Network Module
Queue Wedge, Unity Connection, IP Phone 7800, 8800 Series, SPA112, SPA525 va
SPA5X5 Series IP Phones.
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Ngoai ra, Cisco cling cho bié€t trong qua trinh dicu tra xac dinh cac san pham
van bi anh hudng, hing nay ciing phat hién 156 hong CVE-2019-5736 anh hudng dén
nén tang Cisco Container Platform va tng dung dua trén dam may Cisco Defense
Orchestrator. M khai thac 16 hong nay da duoc cong bé.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi quan tri can cap nhat phién ban mai nhat
ctia Cac san pham néu trén dé dam bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/cisco-va-cac-loi-nghiem-trong-

trong-hyperflex-va-prime-infrastructure.11998/

2. Hacker sir dung link doc khai thac 16i trén Facebook

M6t nha nghién ciru vira phat hién ra 16 hong bao mat nghiém trong niam trong
quyén chang thuc web (CSRF) cua nén tang phuong tién truyén théng xa hoi phd
bién nhat hién nay, 16i nay cd thé cho phép ké tin cong chiém doat tai khoan
Facebook bing cach hra ngudi dung click vao lién két.

Nha nghién ctru c6 nickname "SammOuda", d3 phat hién ra 15 hong sau khi phat
hién ra mot diém cudi (facebook.com/comet/dialog DONOTUSE/) c6 thé bi khai
thac dé vuot qua co ché bao vé cua CSRF va chiém doat tai khoan cua nguoi ding.

"Piéu ndy c6 thé 1a do diém cudi c6 16i va hacker loi dung dé tan cong, két hop
véi cac tham sé va thuc hién yéu cau POST dén diém cudi d6 sau khi thém tham s
fb_dtsg", nha nghién ctru noi trén blog caa minh

"Ngoai ra, diém cudi ndy nam dudi tén mién chinh www.facebook.com, gilip
ké tin cong dé dang hon dé lira c4c nan nhan ciia minh truy cap URL".

Tat ca nhiing gi ké tin céng can lam 1a lra cic nan nhan nhap vao URL
Facebook duoc tao dic biét, duoc thiét ké riéng dé thuc hién nhiéu hanh dong nhu
dang bat ctr diéu gi trén dong thoi gian, thay d6i hoac xda anh hd so ciia nan nhan va
tham chi lira nguoi dung xo6a toan b tai khoan Facebook.

Viéc chiém quyén kiém soat hoan toan tai khoan cua nan nhan hoic lira ho x6a
toan bo tai khoan Facebook cua ho doi hoi thém mot sé nd luc tir phia ké tan cdng,
vi nan nhan can nhap mat khau trude khi tai khoan bi xda.

Pé lam diéu nay, nha nghién ctiu cho biét hacker s& yéu cau cac nan nhan truy
cap hai URL riéng biét, mot dé thém email hoic sb dién thoai va thuc hién xac thuc.

D6 1a "bai vi cac diém cudi 'binh thuong' dugc sir dung dé thém email hoac sb
dién thoai khong c6 tham sé 'tiép theo' dé chuyén hudéng ngudi dung sau khi yéu cau
thanh cong™, nha nghién ctru noi.

Tuy nhién, nha nghién ciu van chiém toan quyén vai mot URL bang cach tim
cac diém cudi co tham sé 'tiép theo' va uy quyén cho mét tng dung doc hai thay cho
nan nhan va lay ma thdng bao truy cap Facebook cua ho.

Vi quyén truy cap vao ma théng béo xac thuc cia nan nhan, khai thac sé tu
dong thém dija chi email do ké tan céng kiém soat vao tai khoan cua ho, cho phép
chiém doat hoan toan tai khoan bang cach dat lai mat khau va khoa nguoi dung hop
phap khoi tai khoan Facebook.
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Mac du vu viéc chiém doat tai khoan Facebook khong don gian, nhung nha
nghién cizu cho biét hacker ciing c6 thé chiém doat tai khoan Facebook caa ban "trong
chép mét".

Cac cudc tan cdng chiém doat tai khoan nhu vay s& bi han ché phan nao néu ban
da bat xé4c thuc hai yéu tb cho tai khoan Facebook ctia minh, ngan chan tin tic ding
nhap vao tai khoan cua ban cho dén khi ching xac minh mat ma 6 chir sé dugc gui
dén thiét bi di dong caa ban.

Tuy nhién, bat ky sy phong chéng nao ciing khdng thé ngan chan tin tic loi
dung 16 héng nay, nhu thay doi hodc x6a anh hoac album hd so cua ban hoac dang
bat cir diéu gi trén dong thoi gian cua ban.

SammOuda d3 bao cdo 16 hong nay cho Facebook vao ngay 26 thang 1.
Facebook di thira nhan van dé nay va giai quyét né vao ngay 31 thang 1, thuong cho
nha nghién cuu 25.000 USD.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can cap nhat phién ban méi nhét caa
Facebook ngay lap tirc dé dam bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/hacker-su-dung-link-doc-khai-
thac-loi-tren-facebook.11990/

3. L& hong WIinRAR anh hwéng dén tit ca cac phién ban phat hanh trong 19
nam

Céc nha nghién ctu vé an ninh mang da tiét 16 chi tiét ky thuat vé 15 hong
nghiém trong trong WinRAR — mot ng dung nén/giai nén tép tin Windows phé bién
v6i 500 triéu nguoi ding trén toan thé giéi, 16 hong nay anh huéng dén tat ca céc
phién ban phan mém duoc phéat hanh trong 19 nim qua.

LS héng nam trong mot thu vién cua bén thi ba da bi 13i thoi, duoc goi l1a
UNACEV2.DLL, thu vién nay duoc str dung dé xu ly trich xuat cac tép duoc nén o
dinh dang ACE.

Tuy nhién, vi WIinRAR phat hién dinh dang theo noi dung cuaa tép chir khong
dwa trén phan mé rong cho nén ké tan cong co thé thay doi phan mg rong .ace thanh
phan ma rong .rar dé 1am cho no trong gidng nhu binh thuong.

Céch thic tan cong

L3i “Absolute Path Traversal” di dugc tim thiy trong thu vién duoc cho 1a diém
mau chét dé céc tin tac c6 thé thyuc thi ma tdy y trén mot hé théng dugc nham muc
tiéu. Viéc nay cho phép giai nén mot tép tin nén luu trir cAc phan mém doc hai sir
dung cac phién ban phan mém c6 ton tai 16 hong.

L5 hong Path Traversal cho phép ké tan cong giai nén cac tép nén vao thu muc
ma chlng chon thay vi thu muc do ngudi dung chon, tao ra co hoi lay nhiém ma doc
vao thu muc Windows Startup — noi s& tu dong chay trong lan khai dong lai tiép theo.
Nhu duoc trinh bay trong video, dé kiém soat hoan toan cic may tinh duoc nhim
muc tiéu, tat ca nhitng gi ké tan cong can lam 1a thuyét phuc ngudi ding mé tép tin
nén doc hai dugc tao tha céng bing WinRAR.
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Do d6i ngli WinRAR da mat ma nguon cua thu vién UNACEV2.dll vao nam
2005, nén gio day ho di quyét dinh loai bo lubn UNACEV2.dlIl khéi goi cung cap dé
khic phuc sy ¢6 va phat hanh phién ban WINRar 5.70 beta 1 khéng hd tro dinh dang
ACE.

Tuy nhién, dé tranh bi tin cong, nguoi dung Windows nén cai dat phién ban
WInRAR méi nhat cang sém cang tét va tranh mo céc tép tin nén duoc nhan duoc tir
cac ngudn khong xéc dinh.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can cap nhat phién ban méi nhat cua
Winrar dé ¢am bao an toan thong tin.

Link tham khao: https://securitydaily.net/lo-hong-winrar-anh-huong-den-tat-
ca-cac-phien-ban-phat-hanh-trong-19-nam/
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

Mo ta ngan

Ghi chu

1

phpMyAdmi
n

CVE-2019-6798
CVE-2019-6799

Nhom 02 16 hong trén goi
phan mém ngudn mo
phpMyAdmin (cdng cu ma
quan tri vién thuong st dung
dé thao tac va quan 1y co so
dir ligu MySQL) phién ban
trude 4.8.5 cho phép ddi
tuong tan cong khai thac 16i
SQL Injection, truy cap va
doc bat ky tap tin nao trén
may chu web.

Da c6 thong
tin xac nhan
va ban va

Adobe

CVE-2018-19721
CVE-2018-19723
CVE-2018-19724

Nhém 06 16 hong trén mot s6
san pham, (ng dung cua
Adobe (Adobe Acrobat &
Reader; Adobe Experience
Manager Forms) cho phép
dbi tuong tan cong thuc hién
thu thap théng tin, chén cac
doan ma doc hai dé an trom
thdng tin xac thuc vfa chuyén
hudng ngudi dung toi trang
web doc hai

Da c6 thong
tin Xac nhan
va ban va

Openssh

CVE-2019-6111
CVE-2019-6110

Nhém 02 16 hong trén phan
mém OpenSSH phién ban 7.9
cho phép dbi tugng tan cong
ghi d¢ 1én cac tap tin bao
gom ca nhiing tap tin xac
thuc cua SSH nhu
.ssh/authorized_keys khi thyc
hién copy dit liéu stir dung
SCP Anh huong t6i tt ca
thiét bi co cai dat OpenSSH
phién ban 7.9

Da co6 thong
tin xac thuc
va ban va
ba c6 ma
khai thac

Debian -apt

CVE-2019-3462

Ld hong trong phuong thic
giao dich HTTP cuda goi ung
dung APT cho phép ddi twong
tan cong thuc hién tan cong

nghe 1én, thyuc thi ma Iénh.

Da c6 thong
tin Xac nhan
va ban va
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Anh huong toi hé diéu hanh
debian va trén nén Debian nhu
(Ubuntu) phién ban 1.4.8 va
phién ban trudc do.

5  D-link

CVE-2018-15516 [Nhom 05 15 hong trén mot s6
CVE-2019-7297 |san pham cua D-Link (Central
CVE-2018-15515 WiFiManage, D-L’ink DIR- )
823G) cho phép doi tugng tan
cong thuc hién khai thac 16i
SSRF, tan cong leo thang
chiém quyén diéu khién thiét
bi, chén va thuc thi 1énh cua
hé diéu hanh.

Chua co
thong tin
xac nhan va
ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

n39k7evp.ru

Xjpakmdcfuge.com

mv4jlvvl.ru

kukutrustnet777.info

plpanaifheaighai.com

OO N OB WD

n.hmiblgoja.ru

10

sz95sv2b.ru

3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xtr ly cac 16 hong phat hién tai bang 1 (néu co).

- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.






