Phong ATTT Tuén 8/2020

BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Codng an Ha Ngi canh b&o vé ma ddc nguy trang tai liéu vé virus corona

Cong an TP. Ha Noi méi day vira phat di canh béo vé viéc ma doc nguy trang
dudi tap tin c6 ndi dung lién quan dén virus corona.

Cu thé, qua cong tdc nam tinh hinh, cac don vi nghiép vu coéng an TP. Ha Noi
phat hién hanh vi phat tan ma doc an dudi c4c tap tai liéu lién quan dén virus Covid-
19. Cac ma doc nay cho phép hacker lam hu hai, chinh sira hoac sao chép dit liéu,
tham chi can thiép vao hoat dong cua may tinh hoac mang may tinh cta nguoi dung.

Céc chuyén gia nghién ctiru ma doc cua Kaspersky du doan sé lwong ma doc
duogc phat tn dua trén théng tin vé virus corona sé ngay cang ting cao do thong tin
vé dich bénh COVID-19 hay corona dang 1a cht dé néng dugc nhiéu nguoi quan tam.

Cac d6i tuong sé sir dung théng tin nay nhu moi nhir dé thuc hién cac hanh vi
pham t0i, phat tin ma doc dudi dang tén:

Worm.VBS.Dinihou.r; Worm.Python.Agent.;UDS:DangerousObject.Multi.Generic;
Trojan.WinLNK.Agent.gg; Trojan.WinLNK.Agent.ew; HEUR:Trojan.PDF.Badur.b;
HEUR:Trojan.WinLNK.Agent.gen.

Pé tranh tré thanh nan nhan cia ma doc nay, Cong an TP. Ha Noi da khuyén
c4o nguoi dan tranh truy cap cac lién két nghi van lién quan toi virus corona, trir
nhitng thong tin duoc dang tai boi cac co quan chinh thdng va tir nhitng ngudn tin
dang tin cay.

Khi nhan duoc tap tin dinh kém, nguoi ding can chi y phan mo rong caa tap
tin tai xubng, can than vai nhitng tai liéu va tép video c6 dinh dang “.exe” hodc “.Ink”.

Bén canh do, nguoi dung ciling nén chu dong trang bi nhirng giai phap bao mat,
cai dat phan mém diét virus dé tranh nhiing méi de doa tir ma doc, nang cao kha ning
bao vé hé théng théng tin trén mang.

Khuyén nghj: Ngudi ding can tuan thi cac quy dinh da ban hanh, khéng nhan
vao c4c duong link la dé dam bao an toan théng tin.

Link tham khao: http://antoanthongtin.vn/an-toan-thong-tin/cong-an-ha-noi-
canh-bao-ve-ma-doc-nguy-trang-tai-lieu-ve-virus-corona-105863
2. Google cam cira 600 vng dung “khiing bé” ngwoi dung bang quang céo

Tong cong 600 wng dung trén Google Play Store da bi g& bo va cam cira qua co
ché Google AdMob va Google Ad Manager sau khi bi phét hién lién tuc “bé bom”
ngudi ding bang quang céo phién nhidu.

Hanh dong nay vi pham chinh sach cta Google, dai di¢n cua cong ty giai thich.
Vi nay cho biét gian dbi quang cao di dong ciing 1a van dé ma cong ty dang ddi pho
nghiém tdc.

“Tai Google, ching t6i c6 d6i nhdm riéng gilp phat hién va ngan chan cac nha
phat trién ac y c6 y dinh qua mat hé sinh thai di dong. L& mot phan cua nd luc nay,
nhiéu (g dung di bi g& bo do vi pham chinh sach”, Per Bjorke, giam déc san pham
cao cap phu trach bd phan Ad Traffic Quality cia Google, cho biét.
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Tuy Google khéng cong bo tén tng dung bi g& bo khoi Google Play Store, céng
ty nay da canh céo cac nha phét trién “nhing cham”.

Thuc té, tng dung &c y trén Google Play Store khéng phai chu d& mai mé. Cac
nha nghién ctu bao mat ludn khuyén nghi ngudi ding can doc ky théng tin vé tng
dung trudc khi tai xubng.

Mét trong nhitng cach tim hiéu tét nhat 1a doc binh luan vé ung dung. Tai do,
ngudi ding chia sé vé cac van dé gap phai khi ho trai nghiém ang dung.

Khuyén nghj: Nguoi ding can kiém tra ky théng tin trude khi cai dat nhitng
rng dung méi dé dam bao an toan théng tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/google-cam-
cua-600-ung-dung-android-do-khung-bo-nguoi-dung-bang-quang-cao-618850.html
3. L& hong tan cong tir xa nghiém trong trén Trinh quan ly ban quyén phan

mém caa Cisco

Mat khau mic dinh cho phép tt ca moi nguoi truy cap vao Smart Software
Manager On-Prem Base (SSM On-Prem Base - Trinh quan Iy phan mém théng minh
trén nén tang luu trir dix liéu tai chd) caa Cisco ma khong can nén tang nay phai két
ndi Internet.

Mot 16 hong nghiém trong trong dich vu High Availability cua nén tang Smart
Software Manager On-Prem Base da duoc phét hién. L5 hong cho phép hacker tin
cdng tir xa bang cach st dung mat khau mic dinh.

SSM On-Prem Base cua Cisco dugc sir dung dé quan Iy ban quyén san pham
cua khach hang hoic ddi tac, cung cap kha nang hién thi va béo céo sat theo thoi gian
thuc duoc hdng ndy mua va st dung. Cisco cho biét nén tang nay hudéng dén céc
khéch hang c6 nhu cau bao mat nghiém ngat va khdng mudn san pham cua ho giao
tiép Vi co so dir liéu cap phép trung tdm trén SSM qua két ndi Internet truc tiép, nhu
cac t6 chirc tai chinh, nha cung cap dich vu va céc té chac chinh phu.

Theo thong béo cua Cisco, mat khau dugc ma hoa ciing danh cho tai khoan hé
théng [HA] khong thudc quyén kiém soét ciia quan tri vién hé thong. Vé co ban, bat
ky ai phat hién ra mat khau (c6 thé trong hudng dan cai dat hoac tai liéu khac c6 san
truc tuyén), déu co thé dang nhap vao tai khoan nay va sau do, két ndi voi SSM On-
Prem Base cua Cisco.

Chuyén gia va 1a giam ddc an ninh thong tin tai Automox cho biét, 15 hong trén
rat dé dang bj khai thac: “Cac hé théng c6 thong tin ding nhap ma hda cing mic dinh
hoan toan khéng can bat ky k§ nang chuyén mon nao va khong hé mat thoi gian dé
tan cong”.

L5 hong, ¢ diém CVSS 14 9,8, “co thé cho phép ké tan cdng tir xa khong can
X&c thuc truy cap vao mot phan nhay cam caa hé thong bang tai khoan co dic quyén
cao. Khai thac thanh cong, ké tan céng cd thé truy cap dé doc va ghi vao dix liéu hé
thng, bao gdm ca cau hinh cua thiét bi”.

May man la ké tin cong s& khong du quyén quan tri dé kiém soat thiét bi.
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Du chua xur ly van d¢ triét d¢ nhung Cisco da phat hanh mét ban va cho 16i nay
(Cisco Smart Software Manager On-Prem 7-202001). L4 hong chi anh hudng dén
cac hé théng néu tinh nang HA duoc kich hoat (HA khong duoc bat mic dinh).
Khuyén nghj: Ngudi quan tri can tuan tha cac quy dinh d& ban hanh vé viéc sy
dung mat khau an toan va cap nhat ban va méi nhat caa san pham Cisco dé ¢am bao
an toan théng tin.
Link tham khao: https://whitehat.vn/threads/lo-hong-tan-cong-tu-xa-nghiem-
trong-tren-trinh-guan-ly-ban-guyen-phan-mem-cua-cisco.13246/
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 16i quéc té M6 ta ngin Ghi chu
dich vu
1  |Wordpress |CVE 20132010 |Nhom 14 16 hong trén phan Ba co
CVE 2013 3684 mém Wordpress (Wordpress théng tin
CVE 2014 8739 W3 Total Cache Plugin, y4c nhan va
NextGEN Gallery plugin,...) ban vé'
cho phép ddi tugng tan cong '
chén va thuc thi ma tay v, tan
cong XSS, tan cong CSRF.
2 (Chrome CVE 2020 6406  [Nhom 36 16 hdng trén Chrome| B c6
CVE 2020 6414 (Safe Browsing in Google thong tin
CVE 2020 6392 Chrome, Blink in ,Google xac nhan va
Chrome...) cho phép doi tugng ban vé.
tan cong chén va thuc thi md
tay V.
3 |Cisco CVE 2020 3111 Nhoém 02 16 hong trén san Da co
CVE 2020 3110 pham cua Cisco (Cisco ACE théng tin
CVE 20132683  |A2(3.6), Cisco IOS...) cho|yac nhan va
phép d6i tuong tan cong tan ban vé.
cong tan cdng tir chdi dich vu.
4 |Adobe CVE 2020 3740  [Nhom 42 16 hong trén phan B co
CVE 20203733  [mém Adobe (Adobe thong tin
CVE 20203731  |Framemaker VErsions yac nhan va
2019.04,...) cho phép doi ban vé‘
tuong tan cong chén va thuc thi
matuayy.
0115 hong c6 diém CVSS: 10.0
(dac biét nghiém trong).
5 D link CVE 20135945  [Nhom 03 16 hong trén san b3 co
CVE 20208962  pham cua D-link (DSR 150,  |thang tin
CVE 2013 3096 DIR865L v1.03,...) cho phép |yac nhan va
d6i tuong tan céng chén va ban vé'
thuc thi ma tuy y.
01 15 héng c6 diém CVSS: 10.0
(dac biét nghiém trong).
6 [Microsoft [CVE 20207978  |Nhom 99 16 héng trén mot sd Pa co
CVE 20207966  san pham cia Microsoft thong tin
CVE 2020 7968  |(ChakraCore, Internet y 4 nhan va
Explorer, Excel software,...) . vé'

4




Phong ATTT Tuén 8/2020

cho phép ddi tuong tan cong
chén va thuc thi ma tuy y.

7 |Linux CVE 2009 4067  [NhAm 03 16 hong trén hé diéu | Ba co

CVE 2012 0810 hanh Linux (Linux kernel,...) |théng tin
CVE 2020 8992 cho phép doi twong tan cONg | y4c nhan va
tan cong tir choi dich vu. '

ban va

2. Danh sach IP/tén mién doc hai cé nhiéu két ndi tir Viét Nam
STT | Tén mién/IP
disorderstatus.ru

differentia.ru

atomictrivia.ru

ydbnsrt.me

iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

xdgzpbcgrvkj.ru

somicrososoft.ru

cp.grkgnyr0.ru
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www.cityofangelsmagazine.com

[
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soplifan.ru

3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xtr ly cac 16 hong phaét hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.



