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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Cisco sira 16 hong nghiém trong trong cac bé dinh tuyén twong lira va VPN
khéng day

Theo Cisco, 16 hong CVE-2019-1663 cho phép nhitng ké tin cong tir xa, khdng
can xac thuc thuc thi ma ty y.

Cisco khuyén céo khach hang nhanh chéng cap nhat cac bo dinh tuyén VPN
khong day va tuong lta, sau khi hing da va mot 16 hong nghiém trong co thé cho
phép nhitng ké tan cong thuc thi ma thy .

L3 hong c6 diém CVSS 1a 9,8 va anh huong dén céc bo dinh tuyén sau:

- Tuong ltra Cisco RV110W Wireless-N VPN

- Bo dinh tuyén da chic ning khong diy Cisco RVI130W Wireless-N
Multifunction VPN

- B6 dinh tuyén VPN khong day Cisco RV215W Wireless-N

Céc bo dinh tuyén danh doanh nghiép nho trén dugc sir dung dé thiét 1ap két ndi
khong day trong cac van phong nho va van phong tai nha.

Trong khuyén céo vao ngay 27/2/2018 cua Cisco, khi khai thac thanh cong keé
tan cong co thé leo thang dic quyén dé thyc thi ma tly y trén hé diéu hanh co ban
cua thiét bi bi anh huong.

Cu thé, 15 hong ton tai trong giao dién quan ly dua trén nén tang web cho ba mo
hinh bd dinh tuyén.

L& hong bat ngudn tir viéc giao dién nay khong kiém tra chinh xac dir liéu do
ngudi dung gui dén. Vi vay, ké tan céng c6 thé gui cac truy van HTTP doc hai dén
cac thiét bi muc tiéu bi anh huong va cudi ciing thuc thi ma trén céc thiét bi nay.
Tram trong hon, ké tin cdng c6 thé khong can xac thuc va thuc hién tir xa viéc tin
cong.

Cisco cho biét cac bo dinh tuyén c6 tinh nang quan Iy tir xa dugc kich hoat dung
trudc nguy co bi tan cong tur xa. Tinh nang nay hién tit mic dinh, nhung cac quan tri
vién c6 thé kiém tra tinh ning c6 bat hay khong bang cach chon Basic
Settings>Remote Management trong giao dién web cia bo dinh tuyén.

Mic du Cisco khong néu chi tiét liéu 16 hong da bi khai thac trong thuc té hay
chua, nhung hing di phat hanh ban cap nhat firmware cho céc thiét bj bi anh hudng
nham xu ly 15 hong.

Cac phién ban phan mém duoc VA la:

- Tuong lra RV110W Wireless-N VPN phién ban 1.2.2.1

- B dinh tuyén VPN da chitc nang khong day RV130W phién ban 1.0.3.45

- B dinh tuyén VPN khong day RV215W phién ban 1.3.1.1.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi quan trj va ngudoi sir dung can cap nhat phién
ban mai nhit cua cac san pham néu trén dé dam bao an toan thdng tin.
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Link tham khao: https://whitehat.vn/threads/cisco-sua-lo-hong-nghiem-trong-

trong-cac-bo-dinh-tuyen-tuong-lua-va-vpn-khong-day.12016/

2. L&i bao mat trén 4G va 5G khién nguoi dung bi rinh rap nghiém trong

Céc nha nghién cau bao mat da phat hién ba 16 hong trong két néi 5G chi sau
vai thang ra mat, khéng chi ¢ vay ma tham chi ca mang 4G ciing c6. Véi ba 16 hong
nay, nhitng ké xau co thé chan cudc goi va do tim vi tri ciia ngudi ding mot cach dé
dang.

Dau tién va quan trong nhat chinh 1a Torpedo, dwa trén mét 16 hong trong giao
thirc phan trang ma théng bao cho dién thoai cac cudc goi va tin nhin dén. Néu ban
bat dau goi va hay mot sé cudc goi trong mot khoang thai gian ngan, ban co thé gui
tin nhan phan trang ma khong bao cho thiét bi biét cudc goi téi. Viéc nay khdng chi
cho phép ban dinh vi thiét bi ma con ma ra thém duong cho hai cudc tan cdng tin tic
khéc.

Mot trong hai duong méi dugc ma ra la Piercer, cho phép ban xéac dinh sé IMSI
duy nhat dugc dinh kém véi ngudi ding. Trén 4G, mot cudc tan cdng bé khda vao sb
IMSI ¢6 thé doan s IMSI thong qua tan cong theo phuong thirc Brute Force Attack
trén ca 4G va 5G.

Diéu nay gilp céc hacker co thé theo ddi cac cudc goi va théng tin vi tri thong
qua cac thiét bi nhu Stingrays ngay ca khi ban c6 mét chiéc dién thoai 5G hoan toan
méi. Torpedo ciing c6 thé chén hoic chin céc tin nhin nhu canh bao Amber.

Céc 16 hong nay c6 kha niang anh hudng dén hau hét moi mang 4G hoic 5G trén
thé gioi, mac di vay thi mic do anh huong rat khéc nhau. T4t ca bon nha mang Ion
nhat caa My (AT & T, Sprint, T-Mobile va Verizon) déu dé bi Torpedo, trong khi
mot mang khong tén ciing c6 thé trg thanh con moi cua Piercer. Nhu vay thi tham chi
ca Viét Nam ciing khong hé nam ngoai danh sach.

Céc 15 hong nay c6 thé va duoc, nhung s& mat khé 1au vi Torpedo va bé khoa
IMSI can phai c6 giai phép truc tiép tir nganh céng nghiép mang tiéu chuan, con
Piercer thi doi hoi c4c nha mang phai ra tay dé va. Ban ciing khong can qua lo lang,
vi day chi 1a mé ta tir cAc nha nghién ctiru ma thoi, con cach dé thyc hién thi van duoc
giit bi mat tuyét ddi.

Link tham khao: https://whitehat.vn/threads/loi-bao-mat-tren-4g-va-5g-khien-
nguoi-dung-bi-rinh-rap-nghiem-trong.12006/

3. L& hong WIinRAR bi lgi dung dé tan cong may tinh Windows

WInRAR la mét ang dung nén tép Windows phé bién véi 500 triéu nguoi ding
trén toan thé gisi. LS hong “Absolute Path traversal” nghiém trong (CVE-2018-
20250) da duoc phat hién gan day giup ké tin cong c6 thé tao ra céac file thyc thi
trong cac thu muc Windows Startup, noi tép s& tu dong chay trong lan khoi dong lai
tiép theo. L&i nay dugc cho 1a c6 anh hudng téi tat ca cac phién ban WinRAR duoc
phat hanh trong sudt 19 nim qua.
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beé khai thac thanh céng 16 hong va kiém soat hoan toan cac may tinh muc tiéu,
tat ca nhirng gi ké tan cong can lam chi 1a thuyét phuc ngudi ding mé tép nén doc
hai duogc tao thi cdng bing WinRAR.

Céc nha nghién ctu bao mat tai 360TIC d3 phat hién mot chién dich email
malspam dang phat tan tép luu trit RAR doc hai khai thac 16 hong WIinRAR mai nhat
dé cai dat phan mém doc hai trén cac may tinh chay phién ban phan mém tén tai 15
hong.

Pau tién, phan mém doc hai dugc gui qua thu dé khai thac 16 hong WInRAR,
sau d6 tao ctra hau (backdoor) bang MSF [Microsoft Solutions Framework] va duoc
WinRAR ghi vao thu muc khoi dong néu UAC bi tat.

Nhu duoc hién thi trong anh chup man hinh do céc nha nghién ciu chia sé, khi
ma& bang phan mém WInRAR va chay véi dic quyén cua quan tri vién hoac UAC bj
vo hiéu hda, phan mém doc hai (vén dugc thiét ké dé 1ay nhidm may tinh muc tiéu
va tao ra mot backdoor) tao ra cac tép tin exe doc hai (CMSTray.exe) vao thu muc
Windows Startup.

Néu UAC duoc bat, mi doc sé khong thé lay nhiém vao vao thu muc
C:\ProgramData, do d6 khong gay anh huong toi may tinh.

Céch tét nhat dé bao vé ban khoi céc cudc tin cong nay la cap nhat phan mém
bang cach cai dit phién ban WinRAR méi nhat cang sém cang tt va tranh mo cac
tép nhan duoc tir cac ngudn khong xac dinh.

Do nhém WinRAR d3 mat quyén truy cdp vao md ngudn cho thu vién
UNACEV2.DLL tbn tai 16 hong tir nam 2005, nén thay vi khac phuc su ¢d, d6i ngii
WinRAR di phat hanh phién ban WINRar 5.70 beta 1 khéng hé tro dinh dang DLL
va ACE. Viéc nay gitp khic phuc duoc 15i da cong bd, nhung dong thoi ciing loai
bo tat ca hd trg caa ACE khoi WIinRAR.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi ding can cap nhat phién ban mai nhét coa
Winrar d¢é dam bao an toan théng tin.

Link tham khao: https://securitydaily.net/lo-hong-winrar-bi-loi-dung-de-tan-
cong-may-tinh-windows/
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc te

Mo ta ngan

Ghi chu

D-Link

CVE-2019-7736
CVE-2019-8312
CVE-2019-8319

Nhom 10 16 hong trén
firmware not s6 dong thiét bi
cua Dlink (600M C1 3.04,
DIR-878, DIR-823G, DIR-
878) cho phép ddi tugng tan
cong truy cap truc tiép vao
trang wan.htm thay do6i thong
tin cAu hinh trén thiét bi, chén
va thyc thi lénh tiy y dé chiém
quyén kiém soét thiét bi.

Chua co
théng  tin
Xac nhan va
ban va

Google
Android

CVE-2018-11962
CVE-2018-9587
CVE-2018-9592

Nhom 23 16 hong trén hé diéu
hanh Android cho phép dbi
tuong tan cong thyuc hién dé
thu thap théng tin, chen va
thue thi ma 1énh, tin cong leo
thang.

Da c6 thong
tin Xac nhan
va ban va

Joomla

CVE-2019-7739
CVE-2019-7741
CVE-2019-7744

Nhom 06 16 hong trong phan
mém quan tri noi dung Joomla
cho phép ddi tuong tan cong
thuc hién khai thac 16i XSS
thong qua nhiéu thanh phan
khac nhau

Da co6 thong
tin xac thuc
va ban va

IBM

CVE-2019-4059
CVE-2018-1727
CVE-2017-1695

Nhom 05 16 hong trén mot s6
san pham, ¢ng dung cia IBM
(QRadar SIEM, InfoSphere
Information Server, Rational
ClearCase) cho phép doi
tuong tan céng thuc hién mot
s6 hinh thire tan cong gdom:
giai ma dir liéu (do sur dung
giai thuat ma hoa yéu), thu
thap théng tin quan trong, bao
gom ca co so dit lidu luu trix
mat khau thdng qua céc
connector

Da co6 thong
tin xac nhan
va ban va

SAP

CVE-2019-0265
CVE-2019-0258
CVE-2019-0251

Nhom 12 16 hong trén mot sb
san pham, (g dung cua SAP
gom (ABAP Platform,

BusinessObjects, Disclosure

bai co thong
tin xac nhan
va ban va
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Management, Fiori
Launchpad, HANA Extended
Application Services, SAP
Manufacturing Integration and
Intelligence...) cho phép dbi
tuong tan cong thuc hién khai
thac 16i XSS, thu thap théng
tin, dua tap tin doc hai I1én hé
thdng, tin cong leo thang

6 Winrar

CVE-2018-20250 |Anh hudng téi phién ban
Winrar 5.60 va cac phién ban
truée d6. Trong tudn 6 ciing cd
156 hong CVE-2018-20253 cho
phép thyuc thi ma Iénh. Anh
hudng toi phién ban WinRAR
5.70 Beta 1 va cac phién ban

truoc do.

ba c6 thong
tin xac nhan
va ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

plpanaifheaighai.com

n.hmiblgoja.ru

ajkeahkcueafuiaeuf.ru

mokoaehaeihgiaheih.ru

kisssweetchick.com

mel.cloudcontentsmak.com

43trfdsds.com

strikotunrev.top

Ol N OB W NP

bszotsjovih.com
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3. Céc can bo ky thuat dau mdi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.






