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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Android xuit hién malware chuyén danh cip ma xac thuc Google
Authenticator

Céc nha nghién ctiru bao mat da phat hién ra mot malware chay trén hé diéu hanh
Android c¢6 kha ning danh cip mi xé&c thuc bao mat tr ung dung Google
Authenticator. Loai malware nay co tén Cerberus.

Trudc day da sd nguoi dung déu cam thay an tdm khi sir dung phwong thirc bao
mat xac thuc hai 16p 2FA cta tng dung Google Authenticator. Nhung sau cong bd
trén tir ThreatFabric vé Cerburus, ¢ thé can phai xem xét lai vé kha ning an toan
tuyét d6i cua Google Authenticator.

Cerberus la mét trojan chuyén danh cap thdng tin tai khoan ngan hang. N6 xuat
hién vao khoang thang 6.2019. Vi bién thé dau tién, ching chu yéu tap trung khai
thac vao cac théng tin nhan dién ca nhan cia nguoi ding nhu mat khau tai khoan
ngan hang.

Sau khi bi chan dang béi cac tng dung ngan chan malware trén Android, vao
dau nam nay cac toi pham mang da phat trién Cerberus tién hanh tao ra mot bién thé
méi nham khac phuc nhiing thiéu sot va cd kha nang vuot mat cac ang dung bao mat.
Va déng cha y Cerberus da cung cip cac tinh ning gan giéng véi Remote Access
Trojans (Trojan truy cap tir xa), kha niang danh cip thong tin khda man hinh caa thiét
bi (md PIN hoac hinh v&) va ca nhitng ma xac thuc 2FA tor ung dung Google
Authenticator.

Cerberus khong hé pha v& hoat dong ciia Google Authenticator ma di sau vao
bén trong hé thng tap tin va tai xudng nhiing di liéu caa nd. Té hon nira, malware
nay ciing c6 thé khai chay TeamViewer va thiét Iap cac két ndi, cung cap thém cho
tin tac quyén truy cap tir xa vao thiét bi nan nhan. Tuy nhién, cac nha nghién cau tin
rang cac tac gia cua Cerberus van chwa phat hanh bién thé chinh thic caa phan mém
doc hai nay va hién tai n6 dang trong giai doan thu nghiém.

Khuyén nghi: Nguoi ding Andoird can can trong khi sit dung Google
Authenticator, cap nhat ban va mai nhat va tuan thi cac quy dinh da ban hanh dé dam
bao an toan thong tin.

Link tham khao: https://thanhnien.vn/cong-nghe/android-xuat-hien-malware-
chuyen-danh-cap-ma-xac-thuc-google-authenticator-1189902.html
2. Ung dung vin 1a hwéng tan cong thiét bi di déng pho bién caa tin tic

Theo Pradeo Labs, tin cong cac ung dung di dong 14 hudng tan cong chiém gan
80% cac cudc tan cdng nham vao thiét bi di dong. Theo sau d6 1a cac cudc tan cong
théng qua mang va hé diéu hanh.

Hau hét, toi pham mang sir dung cac ung dung dé xam nhap vao thiét bi di dong.
Cac nha nghién ctu cua Pradeo Labs cho biét, diéu nay thé hién qua ti 16 79% cac
cudc tan cdng nham vao thiét bi di dong trong nam 2019 va 76% trong dau nam 2020.
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SO liéu nay duoc lay tir bao cédo "Boi canh moi de doa thiét bi di dong trong
doanh nghiép" nam 2020. Trong dé, chi ra 10% trong s6 50.000 thiét bi Android chta
ma doc khai thac 16 hdng zero-day va 3.890 thiét bi chira ma doc da biét. Trong khi
d6, trong s6 50.000 thiét bi iOS, chi c6 55 thiét bj c6 chira ma doc khai thac 15 hong
zero-day. C4c nha nghién ctiu canh bao nguoi ding vé “céc (ng dung gay ro ri va
xam nhap" va nhan manh rang, cac tng dung di dong c6 thé thuc hién cac hanh vi
khéng mong mudn do chiing luu trix cac thu vién bén ngoai (79% tng dung di dong
nhtng thu vién bén tha ba).

“Cac thiét bi Android thuong trich xuat nhiéu dit liéu hon thiét bi iOS. Tuy
nhién, ca hai loai thiét bi déu xu 1y cac dir liéu dugc cap quyén truy cap mot cach qua
muc”, cac nha nghién ciu cho biét trong béo co. Vi vay, hai hé diéu hanh nay déu
c6 thé gay ro ri dir liéu nguoi dung, danh ba, dit liéu vi tri, dix liéu am thanh, video.

Theo cac nha nghién cu, cac cudc tin cong qua mang da ting 4% trong nim
qua. Xu hudng nay duogc thic day boi su gia ting lién tuc caa cac cudc tin cong man-
in-the-middle trén khap Bac My va Chau A. Nam 2019, 15.605 thiét bj duoc két ndi
véi cac diém truy cap Wifi khong an toan, Hién nay, da co t6i 19.750 thiét bi nhu
vay. Tai khu vuc Bac My va Chau A, ty Ié thiét bi phai d6i mat véi tin cdng man-in-
the-middle lan luot & 4% va 9,28%.

Bén canh do, cac cudc tin cdng nham vao hé diéu hanh caa thiét bi di dong da
giam nhe, chiém 8% cac cudc tan cong. Ngoai ra, co 54% thiét bi Android van s
dung hé diéu hanh cii, con i0S 14 23%.

Khuyén nghi: Nguoi dung can cap nhat phién ban mai cua thiét bi di dong,
kiém tra ki thong tin trude khi cai dit nhitng tng dung méi dé ¢am bao an toan thong
tin.

Link tham khao: http://antoanthongtin.vn/an-toan-thong-tin/ung-dung-van-la-
huong-tan-cong-thiet-bi-di-dong-pho-bien-cua-tin-tac-105856
3. Tin tiic c6 thé diéu khién céc thiét bi tich hop tre ly giong no6i qua séng siéu

am

Mot phuong thirc tin cong mai nham vao céc thiét bi diéu khién bang giong noi
vira duoc phét hién. Theo d9, tin tac c6 thé truyén song siéu am qua cac vat liéu ran
dé tuong tac va diéu khién thiét bi bang cac lénh thoai ma nan nhan khéng hay biét.

Puoc goi 14 “SurfingAttack”, cudc tan cdng st dung tinh chat doc dao cua
truyén &m trong vat liéu ran - vi du nhu ban lam viéc - dé “cho phép tuong tac gitta
thiét bi diéu khién bang giong noi va ké tan cong trong khoang cach xa hon va khong
can trong tam nhin”.

Vi cudc tan cong nay, tin tic co thé tuong tac vai thiét bi bang cach st dung
tro Iy giong néi, danh cap ma xéc thuc hai yéu té giri qua SMS va tham chi thuc hién
cac cudc goi hra dao, kin ddo kiém soat thiét bi cia nan nhan.

Nghién ciru dugc cdng bd bai mét nhém céc hoc gia tir Dai hoc bang Michigan,
Pai hoc Washington & St. Louis, Vién Han 1am Khoa hoc Trung Québc va Dai hoc
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Nebraska-Lincoin, dugc trinh bay tai Hoi nghi chuyén dé bao mat hé thong phén tan
mang (NDSS) vao ngay 24 thang 2 tai San Diego.

SurfingAttack hogt déng nhw thé nao?

Cac micro MEMS, tiéu chuan trong hau hét cac thiét bi diéu khién bang tro 1y
giong noi, déu cd mang loa, khi cham vao &m thanh hozc séng anh sang s& dich thanh
tin hiéu dién sau d6 giai ma thanh cac lénh thyc té.

Cudc tan cdng maéi khai thac ban chét phi tuyén ctia cac mach micro MEMS dé
truyén tin hiéu siéu am doc hai - s6ng &m thanh tan sé cao ma tai ngudi khong thé
nghe duoc — bang dau do &p dién tri gia 5 d6 la gin trén mat ban. Cudc tan cong co
thé duoc thuc hién tir khoang cach gan 10 m.

Dé che gidu cudc tan cdng, cac nha nghién ctru di phat di mot song siéu am
chinh am lwong cua thiét bi xubng du thap dé cac phan hdi bang giong n6i khdng bi
cha y, trong khi van c6 thé ghi lai cac phan hdi bang giong noi tir trg Iy thong qua
mét thiét bi ghi am duoc gidu & gan thiét bi cia nan nhan bén dudi gam ban.

Sau d6, cac nha nghién ciu khdng chi c6 thé kich hoat tro Iy giong ndi (vi du:
st dung "OK Google" hoic "Hey Siri"), ma con tao ra cac lénh tan cong (vi du: "doc
tin nhan cua toi" hoic "goi Sam bang loa ngoai") sir dung cac hé théng chuyén vin
ban thanh giong noi (TTS) - tt ca déu duoc truyén dudi dang tin hiéu séng siéu &m
c6 thé truyén doc theo ban dé diéu khién thiét bi.

SurfingAttack da duoc thir nghiém thanh cong véi nhiéu thiét bi sir dung tro Iy
giong noi, gdm Google Pixel, Apple iPhone, Samsung Galaxy S9 va Xiaomi Mi 8.
N6 ciing hoat dong trén cac mat ban khac nhau (nhu kim loai, kinh, g&) va cau hinh
dién thoai khac nhau.

Tuy nhién, thir nghiém khong thanh cong véi Huawei Mate 9 va Samsung
Galaxy Note 10+. Cac nha nghién ctu cho rang that bai 1a do "cau tric va vat liéu
cua than dién thoai".

Loa thong minh cia Amazon va Google - Amazon Echo va Google Home -
khong bi anh hudng bai cudc tan cong nay.

Gia ting hinh thirc tdn cong duwa trén gipng noi

Mic du cho dén nay khéng c6 dau hiéu nao cho thay cudc tan cong nay dang bi
khai thac trong thuc té, day khong phai 1 lan dau tién cac cudc tin cong kiéu nay
duogc phat hién.

That vay, nghién ctu gan day cho thay c6 thé khai thac tinh phi tuyén trong
micro dé truyén céc lénh khong nghe duoc t6i hé théng qua tin hiéu siéu am.

Hon nira, mot nghién ctiu cia cac nha nghién ctu tir Pai hoc Pién tir Truyén
thdng & Tokyo va Pai hoc Michigan di phat hién ra mét loat cac cudc tan cong -
duoc goi 1a Light Commands - str dung tia laser dé tiém cac lénh khong nghe dugc
vao dién thoai thdng minh va loa, 1én 1Gt khién ching mé khoa ctra, mua sam trén
cac trang web thuong mai dién tur va tham chi 1a khaoi dong xe.

Mic di cudc tan cong nay yéu cau chim tia laser nam trong tam nhin truc tiép
dén thiét bi muc tiéu dang dwoc dé cap, kha ning lan truyén doc dao cua
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SurfingAttack da loai bé yéu cau nay, do d6 cho phép ké tan cong tiém nang tuong
tac tir xa vai thiét bi hd trg giong noi va thuc hién cac lénh trai phép dé truy cap théng
tin nhay cam ma nan nhan khéng hay biét.

Phuong thirc tan cdng méi ndy sé yéu cau cac nha san xuat thiét bi xay dung hé
théng an ninh mai va viéc bao vé cac thiét bi khoi cac cudc tan cong dwa trén giong
néi ngay cang tré thanh yéu cau cho moi ngdi nha théng minh.

Link tham khao: https://whitehat.vn/threads/tin-tac-co-the-dieu-khien-cac-
thiet-bi-tich-hop-tro-ly-giong-noi-gua-song-sieu-am.13294/
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal,l pham/ Mai 16i quéc té M6 ta ngin Ghi chu
dich vu
1 |Apple CVE 2016 4606  [Nhom 02 15 hong trén thiét bi Ba co
CVE 2012 5366 Apple (App]e Mac OS X,...) théng tin
cho phép doi twgng tan cong vac nhan va
thu thap thong tin, chen va thyc ban vé'
thi ma tuy vy, tan cong tu choi '
dich vu.
2  |Netsweeper [CVE 20149613  |Nhom 09 16 hong trén phan Da co
CVE 20149614  |mém Netsweeper (the web) thong tin
CVE 2014 9612 panel,...) cho phép do1 twong yac nhan va
tan cbng tan cbng SQL|,.....
injection, tin cong XSS. ban va
3 Wordpress [CVE 20209043  [Nhém 07 16 héng trén phan Da co
CVE 2020 9006 mém Wordpress (Ninja Form théng tin
CVE 2020 5530  Pplugin, Portable,  Utilities, y4- nhan va
phpMyAdmin Plugin,...) cho .- vé‘
phép doi tugng tan cong tan
cong tan céng CSRF, tan cong
XSS.
A |Cisco CVE 2020 3159  [NhAm 16 16 hong trén thiét bi Ba co
CVE 2015 0749 Cisco (Cisco Finesse, Ciscothong tin
CVE 2011 2054 Unified Communications| y4c nhan va
Manager,...) cho phép doi ban vé‘
tugng tan cong chén va thuc thi
ma tly vy, tan cong XSS, tin
cong CSRF.
5 Gitlab CVE 2019 15592 [Nhém 04 156 hong trén phan i co
CVE 2019 15594 |mém Gitlab (Gitlab Enterprise| thong tin
CVE 2020 8795 Edition,...) cho phép do6i twong yac nhan va
tan cong thu thap théng tin/, . . .
chén va thue thi matly y, | Con v
6 |Adobe CVE 20203765  [NhAdm 02 16 hong trén phan Chua c6
CVE 20208997  mém Adobe (Adobe Afterthong tin
Effects, Adobe Media ysc nhan va
Encoder,...) cho phép doi ban Vé-
tuong tan céng tan céng chen
va thuc thi ma tuy y.
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2. Danh sach IP/tén mién doc hai ¢é nhiéu két ndi tir Viét Nam
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3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).

- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.




