
BO THONG TIN VA. TRUYEN THONG 	CONGHOAXAHOICHUNGHIAVICTNAM 
DOc 14 - Tu• do - 1-1#1th phtic 

Ha NN, ngay j( thang 5 nam 2019 s6  :if 68  TTTT-CATTT 
V/v huong can yeti cLi an torn thong tin 

ca ban doi voi he thong thong tin ket not \Tao 
mang TSLCD 

Kinh ph: 

- Cac BO, co quan ngang BO, co quan thuOc Chinh phil; 

- f1y ban than dan cac tinh, thanh ph6 trirc thuOc Trung 'rang. 

Can c*Luat An torn thong tin mang ngdy 19 thang 11 nam 2015; 

Can c* Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam 2016 cila 

Chinh phil ve bao dam an torn N thong thong tin theo cap dO; 

Can c* Nghi dinh s6 17/2017/ND-CP ngay 17 thang 02 nam 2017 dm 

Chinh phii quy dinh chirc nang, nhiem vg, quyen han va co cdu to chirc dm BO 

Thong tin va Truyen thong; 

Can cir Thong tu s6 03/2017/TT-BTTTT ngay 24/04/2017 quy dinh chi 

tiet va huong dan mot s6 dieu dm Nghi dinh 85/2016/ND-CP ngay 01/7/2016 ve 

bao dam an torn he th6ng thOng tin theo cap dO; 

Can dr Thong tu s6 27/2017/TT-BTTTT ngay 20 thang 10 nam 2017 dm 

B6 Thong tin va Truyen thong quy dinh ve quail 15/, van hanh, ket noi, s* dung 

va bao dam an torn thong tin tren Mang truyen s6 lieu chuyen dung dm the co 

quan Dang, Nha nuac. 

BO Thong tin va Truyen thong cong 136 Tai lieu huong an ve "Yeti cdu an 

torn thong tin ca ban d6i vOi he th6ng thong tin khi ket not vao Mang truyen s6 

lieu chuyen dung". Tai lieu huong dan nay dua ra cac yeu cdu an town thong tin co 

ban va huong an ca quan, to chirc phuang an bao dam an torn thong tin khi ket 

not \Tao mang TSLCD. 

Ban m'em tai lieu hu6ng dan c6 the dugc -Lai ve -Ur cong thong tin dien tir 

dm BO Thong tin va Truyen thong tai dia chi: http://www.mic.gov.vn. 



KT. BO  TRVONG 
TRUtiNG 

Chi tiet lien he: 

- Ong Tr'an Manh Thang, Cvc An toan thong tin, Dien thoai: 0963791366; 

Thu dien tir: tmthang@mic.gov.vn; 

- Ong Nguyen Plul Dung, Cvc An toan thong tin, Dien thoqi: 0376611700; 

Thu dien tir: npdung@mic.gov.vn. 

Trong qua trinh thvc hien, net' c6 dieu gi vugng mac, de nghi cac co quan, 

to chirc phan anh ve BO Thong tin va Truyen thOng (Cvc An toan thong tin) de 

dugc hugng clan thiyc hien./. 

Noi nh(in: 
- Nhu tren; 
- BO trtremg (de b/c); 
- Cac Thu truoms; 
- C8ng Thong tin dien tit Chinh pha; 
- Dan vi chuyen trach ye CNTT dia. cac BO, ca quan 
ngang BO, ca quan thuOc Chinh phit; 
- Dan vi chuyen trach ye CNTT ctia Van phong Trung 
uang Dang, Van phOng Chit tich flack, Van phong Qu8c 
hOi, Tea an nhan dan toi cao, Vien kiem sat nhan dan t6i 
cao, Kiem toan nha mac; 
- Dan vi chuyen trach ye CNTT dm Ca quan Trung 
uang dia cac doan the; 
- SO. TT&TT cac tinh, thanh pito true thuOc Trung trang; 
- COng thong tin dien tir BO TT&TT; 
- Ltru: VT, CATTT. 
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BO THONG TIN VA TRUYEN THONG 

TAI LIEU WONG DAN 

YEU CAU AN TOAN THONG TIN CO BAN DOI VOI HE THONG THONG TIN 
KHI KET NO1 VAO MANG TRUYEN SO LIEU CHUYEN DUNG 

(Kern theo Cong van saieTB7771LCA177' 
ngay pthang fnam 2019 do BO Thong tin vc'2 Trujin thong) 

Ha Ni, 2019 



MI.JC 1 
PHAM VI, DOI TUVNG AP DUNG 

1.1. Phum vi ap dung 

Tai lieu hu6ng an nay dua ra cac yeu cdn an toan thong tin ca ban dot veri cac 
he th9ng thong tin khi ket not trvc tier) vao Mang truyen s9 lieu chuyen dung 

(TSLCD) cua cac co quan Dang, Nha nudfc. 

1.2. DOi tuvng AI) dung 

T9 chirc, ca nhan tham gia quan V7, van hanh, ket not va sir Ong mang TSLCD 

cua cac co quan Dang, Nha nuac. 

Don vi chuyen trach ve cong nghe thong tin clia cac co quan Dang, Nha nuov, 
Se( Thong tin va Truyen thong cac tinh, thanh ph9 trvc thu9c Trung uong. 

1.3. Giai thich tir ngfr 

a) Mang truyen s9 lieu chuyen dung cila cac co quan Dang, Nha nude la he 
thOng thong tin quan trong qu9c gia, dugc sir dung rieng trong hog dOng truyen s9 
lieu va img dung cong nghe thong tin dm cac co quan Dang, Nha nu& (sau day g9i 
la mpg truyen s9 lieu chuyen dung va viet fat la "mang TSLCD") do Cvc Btru dien 

Trung cong la chit mang, quan VT, dieu hanh hog dOng cua mang. 

b) Mang TSLCD cap I la phan he dm mang TSLCD ket not tat cac thiet bi dau 
cu9i tai Van phong Trung uong Dang, Van phong Chinh phit, Van ph6ng Chit tich 
nuerc, Van phOng Qu9c h9i, cac B9, Ban, Nganh va cac co quan tucmg duong trvc 
thu9c Trung uong, Tinh ity/Thanh uy, H9i d9ng nhan dan, Uy ban nhan dan tinh, 
thanh ph9 trvc thu9c Trung trong do Cvc Bu-u dien Trung uong cung cap, quan 

van hanh va khai thac. 

c) Mang TSLCD cap II la phan he cua mang TSLCD ket not tad cac thiet bi ddu 
cu6i tai cac Sa/Ban/Nganh cap tinh; cac co quan cap huyen bao gom 
Quan/Huyen/Thi uy, H9i d9ng nhan dan, t'Jy ban nhan dan Quan/Huyen; cac co quan 
cap xa bao g9m Dang ny xalphuong, cac co quan tucmg duong cap xalphtrong do 
doanh nghiep vien thong cung cap, quan l3'T, van hanh va khai thac teen dia ban. 

d) Don vi sir dung mpg TSLCD la cac co quan Dang, Nha nu6c tai Trung uong 

va dia phuong c6 diem ket not vao mpg TSLCD. 

d) C9ng ket not la he th9ng bao g9m cac phdn ding, phdn mem cung cap chirc 
Wang bao ve va ket not he th9ng thOng tin cila co quan, to elide voi mpg TSLCD. 
C9ng ket not cc') the la mot thiet bi chuyen dung c6 tich hgp cung cap nhieu chirc 
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nang bao mat khac nhau, vi du nhu thiet bi Wong lira tich hgp hoc thiet bi dinh 

tuyen c6 tich hgp cac chirc nang bao mat. 

e) Giai phap phAn cirng chuyen dung la thiet bi phAn cirng dugc thiet ke de cung 
cap mot s6 chirc nang chuyen dung hoc tich hop mot s6 tinh nang chuyen dung (Vi 
du: Thiet bi Wong lira hoc thiet bi Wong lira tich hgp; Thiet bi phong ch6ng xam 

nhap; Thiet bi phong, ch6ng tan cong tir chi dich vu phan tan...). 

CHU'ONG 2 
YEU CAU AN TOAN THONG TIN CO BAN 

KM WET NOI VAO MANG TSLCD 

2.1. Yen cAu chung 

Yeu cL an toan thong tin dua ra trong Tai lieu nay bao g6m: (1) Yeu cAu an 
toan thong tin trong thiet ke ang ket not he th6ng thong tin dm co quan, to chirc v6i 
mang TSLCD; (2) Yeu cAu an toan thong tin trong thiet lap, cL hinh he th6ng; (3) 
Yeu cAu an toan thong tin trong kiem tra, danh gia an toan thong tin; (4) Yeu cAu an 

toan thong tin trong quan 13'T van hanh he th6ng. 

2.2. Yeu c4u cloi vCri thiet bi tai Ciing ket not 

a) D6i v6i he th6ng thong tin tir cap d6 1 den cap d6 3 ket not vao Mang TSLCD 
cap II: C6ng ket not vao mang TSLCD c6 the sir dung giai phap phAn cung, phAn 
mem ho4c mot phAn tai nguyen san di &la he th6ng hien tai va dap irng cac yeu cL 

an toan thong tin theo hu6ng dran nay. 

b) D6i v6i he tho'ng thong tin tir cap d6 1 den cap d6 3 ket not vao Mang 
TSLCD cap I: C6ng ket not sir dung giai phap phAn cuing chuyen dung, c6 the sir 
dung tai nguyen sA.11 c6 dm he th6ng hien tai va dap irng cac yeu cAu an toan thong tin 

theo fru6ng dan nay. 

c) D6i A/6i he th6ng thong tin cap d6 4 hoc cap d6 5 ket not vao Mang TSLCD: 
C6ng ket not sir dung giai phap phAn cuing chuyen dung, d6c lap va dap irng cac yeu 

cL an toan thOng tin theo hu6ng clan nay. 

d) Mang dm doanh nghiep vin thong cung cap ket not Mang TSLCD cap II: 
ang ket not vao Mang TSLCD cap II sir dung giai phap phAn cuing chuyen dung, 
d6c lap va dap ung cac yeu cAu an toan thong tin theo hu6ng d'an nay. 

d) Viec thiet lap cau hinh bao mat teen cac thiet bi tai C6ng ket not dap ling cac 

yeu cL an toan thong tin tai Phu luc kern theo. 
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e) Cac thie't bi sir dung 4 C6ng ket not dugc kiern tra, danh gia an toan thong 
tin truerc khi dua vao sir dung va thuc hien dinh kST theo huang clan 4 Mix 3.3.4. 

2.3. Yeu cau an toan thong tin co' ban khi ket not vao Mang TSLCD cap I 

a) He th6ng khi ket n6i vao Mang TSLCD cap I dap ling cac yeu call an toan 
thong tin co ban Wang img voi yeu cau dOi vgi Mpg TSLCD cap I tai Phu lvc cua 
huang dan nay. 

b) Cac yeu cau an toan thong tin co ban d6i vdi he thong c6 ket not vao Mpg 
TSLCD cap I dugc danh dau la "x" va yeu cau d6i \Ted he thong thong tin cap 4 hoc 
cap 5 dugc danh dau la "xx" tai Phu luc cua hugng dan nay. 

2.4. Yeu eau an toan thong tin co' ban khi ket not vao Mang TSLCD cap II 

a) He th6ng khi ket not vao Mpg TSLCD cap II dap img cac yeu cau an toan 
thong tin co ban ttrung irng voi yeu cau d6i vgi Mpg TSLCD cap II 4 Pirct 
huang dan nay. 

b) Cac yeu can d6i vai he th6ng c6 ket not vao Mpg TSLCD cap II dugc danh 
clan la "x" va d6i vdi he th6ng thong tin cap 4 hoc cap 5 dugc danh dau la "xx" tai 
Phu lvc cua huong dan nay. 

2.5. Yeu cau an toan dot voi he thfing ciia doanh nghiep vgn thong cung cap ket 
not Mpg TSLCD cap II 

He th6ng mpg cila doanh nghiep cung cap ket not Mpg TSLCD cap II khi ket 
not vao Mpg TSLCD cap I dap iing cac yeu cau an toan tuang img veri yeu eau d6i 
vgi Mpg DNVT tai Phu lvc ctia huong dan nay. 

CHO:MG 3 
HU'ONG DAN BAO DAM AN TOAN THONG TIN KHI 

KET NOI VAO MANG TSLCD 

3.1. Quy trinh ket not vao ingng TSLCD 

3.1.1. Xily dyng phtro'ng an kit not 

a) Don vi sir dung thuy6t minh ve phucmg an ket not mang TSLCD dap img cac 
yeu cau tai theo cac yeu cau tai diem b, c va d khoan nay trugc khi ket not vao mpg 
TSLCD. 

b) D6i vdi he th6ng ket not vao Mpg TSLCD cap I, don vi chuyen trach ve an 
toan thong tin cilia chu quan he thong thong tin (don vi chuyen trach ve an toan thong 
tin), Cvc An toan thong tin (ATTT), Cvc Buu dien Trung uong (BDTW) danh gia, 
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cho y kien ve mat chuyen mon d6i veri phuang an bao dam an toan thong tin khi ket 
noi. Chu quan he thong thong tin can cult vao y kien chuyen mon cila the dan vi dugc 
giri xin y kien o tren, de phe duyet phuang an truck khi ket noi vac) mang TSLCD. 

c) Doi vai he thong ket noi vao Mang TSLCD cap II, don vi chuyen trach ve an 
toan thong tin danh gia, cho y kien ye mat chuyen mon d6i voi phuang an bao dam 
an toan thong tin khi ket noi. Chu quail he th6ng thong tin can cur vao y kien chuyen 
mon cila don vi chuyen trach ye an toan thong tin de phe duyet phuong an truck khi 
ket noi vao mang TSLCD. 

d) Doi vai he thOng mpg cua doanh nghiep cung cap ket n'Cii Mang TSLCD cap 
II khi ket noi vao Mang TSLCD cap I, don vi chuyen trach ve an toan thong tin, Cuc 
ATTT, Cuc BDTW danh gia, cho y kien chuyen mon da'i voi phuang an bao dam an 
toan thong tin khi ket noi. Chu quail he thong thOng tin can cult vao 5/-  kien chuyen 

mon cUa cac don vi dugc giri xin y kien de phe duyet phuong an truck khi ket n& vao 

mpg TSLCD. 

3.1.2. Thy'c hien phuong an kit noi 

a) Don vi sir dung xay Ong ke hoach va he) so trien khai thgc hien ket n6i theo 

phuang an da dugc phe duyet truac khi thgc hien ket 

b) Fle, so trien khai cung cap cac thong tin ve so do vat 13"T, so de, logic, thong tin 

lien he cUa cac ben tham gia va phuong an trien khai. 

c) Ke hoach va he, so trien khai dugc thong nhat gala don vi sir dung, don vi dau 
moi cna Cuc BDTW (ket ne)i vao Mang TSLCD cap I) va dau moi cua doanh nghiep 
cung cap ha tang cho Mang TSLCD cap II (kit noi vao Mang TSLCD cap II). 

d) Trien khai ket n6i gifra ang ket n6i von mang TSLCD theo ke hoach da 

th6ng nhat 4 diem c muc nay. Luu 'Y, chi thgc hien ket ne")i ang ket n6i ved mang 

TSLCD chua ket n'(')i he th6ng mpg cUa co quan, to chirc vao Cong ket noi tranh viec 

ket n6i lam anh huang den hog clCmg dm co quan, to chulrc. 

3.1.3. Kiem (her va dtra vao van hank khai that 

a) Sau khi ket noi thanh cong C6ng ket n6i vao mang TSLCD, don vi sir dung 

chuan bi moi truang thin nghiem va ket noi vao mang TSLCD. 

b) Don vi sir dung va don vi dau moi cila Cue BDTW (ket noi vao Mang 
TSLCD cap I) hoac doanh nghiep cung cap ha tang cho Mang TSLCD cap II (ket noi 
vao Mang TSLCD cap II) phi hap kiem tra, danh gia hog dOng cua moi truang thir 
nghiem, cac yeu cau an toan da dap Ung theo phuong an dugc phe duyet. 
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c) Trung hop ket qua danh gia la dat thi hai ben c6 bien ban xac nhan va dua 
vao sir dung. 

d) Trung hop chua dat thi hai ben tiep tvc phi hop, xir i* de hoan thien theo 

phuong an phe duyet. 

3.2. Trach nhiem quan 1ST dm car ben 

3.2.1. Cue Btru mien Trung tro'ng 

Cvc BDTW co trach nhiem quan ly va bao dam an toan thong tin d6i vai ha tang 
Mang TSLCD cap I bao 	C6ng cung cap ket n6i vao Mang TSLCD cap I; Thiet 

bi trung tam va kenh ket n6i; He th6ng phvc vu quan b'T van hanh va cac he th6ng phv 
trq khac phvc vu bat) dam an toan thong tin cho Mang TSLCD cap I. 

3.2.2. Cyc An toan thong tin 

Cvc ATTT c6 trach nhiem ph& hop than' dinh phuung an bao dam an toan 
thong tin khi ket n6i Mang TSLCD, ho trq cac don vi trong viec trien khai giam sat 
bao dam an toan thong tin mang. 

3.2.3. Co' quan, to chirc có h? tilling thong tin kit nai vao mang TSLCD 

Co quan, to chirc c6 he th6ng thong tin ket n6i vao mang TSLCD c6 trach nhiem 
quan ly va bao dam an toan thong tin d6i voi he th6ng thong tin dm minh va C6ng 
ket n6i vao mang TSLCD. Co trach nhiem quan VT truy nhap, giom sat va ngan chan 
nguy co mat an toan thong tin tir he th6ng mang cua minh vao mang TSLCD va cac 
mang ben ngoai. 

3.2.4. Doanh nghrep viln thong cung carp kit nai Myng TSLCD cap II 

Doanh nghiep vin thong cung cap ket n6i Mang TSLCD cap II c6 trach nhiem 
quan b'T va bao dam an toan thong tin d6i v6i ha tang Mang TSLCD cap II bao gOm: 
C6ng cung cap ket n6i vao Mang TSLCD cap I; Thiet bi trung tam va kenh ket n6i; 
he th6ng phijc vu quan VT van hanh va cac he th6ng phi trq khac phvc vu bao darn an 
toan thong tin cho he th6ng cung cap ket n6i Mang TSLCD cap II. 

3.3. Quail 1ST van Brill he theing 

3.3.1. Xity dy'ng ban hank quy dinh v'd kit nai vet sir dung mang TSLCD 

a) Don vi c6 he th6ng thong tin ket n6i vao mang TSLCD can cir vao cac yeu 
can an roan theo quy dinh cua phap luat va tai Tai lieu hir6ng dan nay xay dung quy 
dinh ve viec ket n6i va sir dung mang TSLCD, trinh chic quan he th6ng thong tin ban 

hanh. 
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b) N6i dung quy dinh ap dung cho d6i tugng la can b0 quan lY van hanh va 

ngueei six dung trong he th6ng. 

c) Thuc hien cong b6, phi bien quy dinh cho cac d6i tugng tai khoan 2 Dieu nay 

khi quy dinh nay dugc ban hanh. 

3.3.2. Dim mai ph iOi hop trong cong tac bao dam an tam thong tin 

a) Don vi sir dung va don vi cung cap ket n6i mang TSLCD cung cap ddu m6i 

ph61 hgp trong qua trinh thiet lap, quan ly van hanh he thong. 

b) Chi dinh ddu m6i ph6i heep veei Trung tam Giam sat an toan khong gian mang 
qu6c gia — Cuc An toan thong tin trong cong tac bao dam an toan thong tin cho he 

th6ng. 

c) Thiet lap kenh lien lac, chia se thong tin gift cac ben tai khoan 2 Dieu nay, 

bao dam tinh kip tiled va an toan. 

3.3.3. Tri-Jn khai phirang an giant sat an loan thong tin 

a) Don vi sir dung va doanh nghiep cung cap ket n6i Mang TSLCD cap II thuc 

hien giam sat an toan he th6ng thong tin, bao g6m va khong gieei han ee cac hog ding: 
(1) Giam sat hog ding dm he th6ng 6 c6 dirgc thong tin trang thai hog ding ciia he 
th6ng ve hieu nang, trang thai tang/giam (Up/Down), bang thong ket n6i; (2) Giam 
sat an toan thong tin de phat hien va canh bao seem tan cong mang va cac nguy co mat 

an toan thong tin. 

b) Don vi sir dung N th6ng thong tin cap d6 3 tree len va doanh nghiep cung cap 
ket n6i Mang TSLCD cap II ban hanh cac quy dinh ve giam sat an toan thong tin bao 
g6m nhung khong gieei han cac n6i dung nhu: Quan lY van hanh hog ding binh 
thuong cila he th6ng giam sat; D6i tugng giam sat bao g6m; Ket n6i va giri nhat 1( .7 

he th6ng; Truy cap va quan tri he th6ng giam sat; Loai thong tin can dugc giam sat; 
Luu trir va bao ve thong tin giam sat; Theo dOi, giam sat va canh bao su c6; 136 tri 

ngu6n luc va to chirc giam sat. 

c) N6i dung, phuong thirc, he th6ng 1('S thuat phuc vu cong tac giam sat, co quan, 

to chirc thuc hien theo quy dinh tai Dieu 5 Thong to s6 3 1/2017/TT-BTTTT. 

d) Thuc hien ket n6i, chia se thong tin giam sat thueng xuyen veei Trung tam 
Giam sat an toan khong gian mang qu6c gia — Cue An toan thong tin. 

3.3.4. Ki'drn tra dank giti an loan thong tin 

a) Don vi sir dung va doanh nghiep cung cap ket n6i Mang TSLCD cap II dinh 
l(ST hoac d6t xudt theo yeu cdu ciia co quan nha nudec c6 thdm quyen thgc hien kiem 
tra, danh gia an toan thong tin cho C6ng ket n6i vao mang TSLCD. 
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b) NOi dung, phuang an kiem tra danh gia an toan thong tin thgc hien theo quy 
dinh tai Dieu 13 Th6ng tu s6 03/2017/TT-BTTTT ngdy 24/04/2017 quy dinh chi tiet 
va huang dan mot s6 dieu cua Nghi dinh 85/2016/ND-CP ngay 01/7/2016 ye bao 
dam an toan he th6ng thong tin theo cap dO. 

c) Ket qua kiem tra, danh gia dugc bao cao tai ca quan c6 than' quyen theo quy 
dinh tai chuang IV Thong tu s6 03/2017/TT-BTTTT. 

3.3.5. Xily dung phuang an (mg ctrett sty co an loan thong tin mang 

a) Dan vi sir dung ya doanh nghiep cung cap ket not Mang TSLCD cap II xay 
dung phuang an iing dru six c6 an toan thong tin mang nham tang cuamg six chu ding 
trong IT* xir 1T six c6 ya khoi plwc he th6ng sau six c6. 

b) Phuang an img ciru six c6 an toan thong tin mang bao g6m nhung khong glad 
han cac not dung : Phan nhom six c6 an toan thong tin; Phuang an tier) nhan, phat 
hien, phan loaf ya xir 1)"[ thong tin; Ke hoach, phuang an irng phi six ca an toan thong 
tin theo quy dinh tai Quyet dinh 05/2017/QD-TTg; Giam sat, phat hien ya canh bao 
sir c6 an toan thong tin; Quy trinh img dm six c6 an toan thong tin thong thtramg ya six 
c6 an toan thong tin nghiem trong; Ca the phi hgp trong yiec xir ly, khac phvc six c6 
an toan thong tin; Dien tap phuang an xir 1T six c6 an toan thong tin. 
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PHU LUC 
YEU CAU AN TOAN KHI KET NO! VAO MANG TSLCD 

Yeu cAu an town M#ng 
TSLCD 
cap H 

WIFig 
TSDLCD 

A cap I 

M#ng 
DNVT 

I. Yeu cau ye thiet ke 

1. He th6ng mpg,  dm co quan, t 
chirc khong dugc ket nOi truc tiep Wei 
mpg TSLCD ma phai thong qua 
cong ket ad. 

x x x 

2. CO thiet bi chuyen dung dugc sir dung 
1am cong ket n6i, de quan ry truy cap 
gifra mang cila ca quan, to chirc \Tao 
mang TSLCD . 

x x x 

3. COng ket n6i c6 cac chirc Wang cho 
phep trien khai cac dich vu quy dinh 
tai Dieu 5 Thong to 27/2017/TT- 
BTTTT. 

x x x 

4. C6ng ket n6i c6 chuc nang phong 
chong ma cl& tren moi truong Mang 

xx xx x 

5. Co phucmg an phong ch6ng xam 
nha‘p 

xx x x 

6. Co thiet bi chuyen dung c6 chirc 
nang ph6ng chong tan cong tir choi 
dich vv. 

xx xx x 

7. Cac thiet bi tai C6ng ket n6i dugc 
thiet ke can bang tai va du phong 
nong. 

xx xx x 

8. Ket n6i mang phal c6 ket n6i du 
phong vat 1Y. 

xx ),o( x 
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Yeu cAu an town Mpg 
TSLCD 
cap II 

M4ng 
TSDLCD 

A cap I 

M4ng 
DNVT 

IL Yeu cau ye thiet 14p he thOng 

2.1. Thiet lik chinh scich truy clip tie ben ngoid mpg 

1. COng ke't not phai dugc cdu hinh chi 
cho pile') truy cap tit ben ngoai cac dich 
vg ma he th6ng mang cia' a ca quan, to 
chits cung cap; chAn tat ca truy cap tad cac 
dich vv, ung dung ma N th6ng khong 
cung cap hoc khong cho phep truy cap 
tit ben ngodi. 

x x x 

2. dng kk not phai dugc thik lap cAu 
hinh gied Ilan so luang kk neii dl',)'ng thei 
tit mot dia chi ngu'on va tong so luting k6t 
not &ng tiled cho tirng img dung, dich vv 
dugc he thong cung cap theo nAng lvc 
thvc to cila he th'6ng. 

xx xx x 

2.2. Thiet lap chinh scich truy Op tie ben frong wing 

1. COng k'k not phai dugc thik lap c'Au 
hinh chi cho phep cac dai dia. chi IP nguon 
cila ca quan, to chirc k'et not ra ben ngodi. 

x x x 

2. COng ke't not phai dugc thie't lap cdu 
hinh chi cho phep truy cap cac img dung, 
dich vv ben ngodi theo yeu cau nghiep vv, 
chAn cac dich vu khac khong phvc vv 
hoat dCmg nghiep vg theo chinh sach dm 
to chirc. 

xx x 

2.3. 1Vhiit kj, h? th6ng 

1. Thiet lap chits nang ghi, luu tit nhat 14 
he th6ng ten cac thik bi he thong. 

x x x 
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then gian trong h 2. ,Sir dung may chit' 	 e' 
thong de dung bO tiled gian giira cac thiet 
Ili mang, thiet bi dau cuOi va cac thanh 
phan khac trong N thong tham gia boat 
d'Ong giam sat. 

xx xx x 

3. Luu tit va quan 1y tap trung nhat V he 
thOng thu thap dtrgc tir care thiet bi he 
thOng. 

xx x x 

4. Luu trir nhat V he thOng du thiet bi tOi 
thieu 03 thang. 

x 
 

5. Luu tit nhat V he thOng ctia thiet bi tOi 
thieu 06 thang. 

x 
 

6. Luu trir nhat V he thang caa thiet bi tOi 
thieu 12 thang. 

xx x 
 

xx 

2.4. Phbng ch'jng xilm nhetp 

1. Thiet lap chic nang phong, chang )(am 
nhap de giam sat va bao ve cac tan ding 
mang tir mang cila co quan, to chat vao 
mang TSLCD va tir cac mang tit phia 
mang TSLCD di vao mang cita co quan, 
to chIrc. 

xx x x 

2. Su kien ghi nhan dtrgc tren thiet bi 
phong chong xam nhap dtrgc ket noi, chic 
se ved he thOng dm Trung tam Gam sat 
an toan 'thong gian mang quoc gia. 

xx x x 

2.5.Phang chang philn mein db:c hcii tren moi trirong irking 

1. Thitt 1413 chirc 'fang phong, chOng ma dOc 
tren moi twang mang de giant sat va bao ve 

xx x x 
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cac tan cong mang tir mang du Ca quan, to 
chirc vao mang TSLCD va tir cac mang tit 
phia mang TSLCD di vao mang cila ca 
quan, to chirc. 

2. Six kien ghi nhars i dugc tren thiet bi phong, 
chOng ma dick ten moi truemg mang dugc 
ket noi, chia se ved he thong Giam sat an 
town khong gian mang quoc gia ciia 0ic An 
town thong tin. 

xx x x 

2.6. Thiit lap chinh stick biio men cho thiet bi h? th6ng 

1. Thie't bi he thong phai dive cdu hinh 
chirc rfang xac thgc ngued diuig khi quan 
tri thiet bi trixc tip hoac tix* xa. 

x x x 

2. Thiect lap cdu hinh chi cho pile') sir 
dicing cac ket noi mang an town khi truy 
cap, quan tri thiet bi tir xa. 

x x x 

3. Khong cho phep quail tri, cdu hinh thiet bi 
tivc tip tir cac mang ben ngoai, tueeng h9p 
ba buOc phai quan tri thiet bi lir xa phal thuc 
hi'en gian tiep thOng qua cac may quan tri 
trong he th6ng va sir citing 1c6t noi mang an 
town. 

x x x 

4. Han ch6 dugc so lan clang nhap sai khi 
quail tri hoc ket noi quan  tri tir xa theo dia 
chi mang. 

xx xx x 

5. Phan quy&I tray cap, quin tri thiet bi d6i 
\Teri cac tai khoan quan tri có quyL Ilan khac 
nhau. 

xx xx x 
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6. Cdu hinh t61 uu, fang cuong bao mat 
cho he thong thiet bi he thong truoc khi 
dua vao sir dung, toi thieu dap ung cac 
you cdu tai Muc II huong clan nay. 

xx x x 

III. Kiem tra, danh gia 

1. Dinh kST 12 thang thuc hien kiem tra, 
danh gia an toan thong tin cho thiet bi he 
thong phuc vu ket not he thong voi mang 
TSLCD. 

x 

2. Dinh kST 06 thang thuc hien kiem tra, 
danh gia an toan thong tin cho thiet bi he 
thong phuc vu ket not he th6ng voi mang 
TSLCD. 

x x 

3. Thiet bi he th6ng phai dugc kiem tra 
thiet lap cdu hinh an toan thong tin dap 
ung cac yeu cau tai Muc II phu luc nay, 
truerc khi dua vao sir dung. 

x x x 

4. Thiet bi N th6ng phai dugc kiem tra, 
danh gia va xir l'y diem yeti an toan thong 
tin truOc khi dua vao sir dung. 

xx x x 

IV. Quan 15,  van hanh 

4.1. Qua n If, an loan tilting 

1. Xay dl,rng chinh sach/quy trinh thuc 
hien quan 1ST an toan ha tang mang dap 
irng 	yeu 	cau 	tai 	mix 	6.1.5.1 
TCVN:11930. 

x 

2. Xay dung chinh sach/quy trinh thuc 
hien quan VT an toan ha tang mang dap 

xx x x 
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ung 	yeu 	cau 	tai 	mvc 	7.1.5.1 
TCVN:11930. 

3. Xay dcmg chinh sach/quy trinh thgc 
hien quail VT an Wan ha fang mang dap 
ung 	yeu 	cau 	tai 	mix 	9.1.5.1 
TCVN:11930. 

)0(  
xx 

4.2. Qua n lf, an town thiit bi dim cu6i 

1. Xay dung chinh sach/quy trinh thgc 
hien quan VT an town thik bi clAu cuCii dap 
ling 	yeu 	cau 	tai 	mix 	7.1.5.4 
TCVN:11930. 

x 

2. Xay dkrng chinh sach/quy trinh thgc 
hien quan VT an Wan thiet bi dau cuai dap 
ung 	yeu 	cau 	tai 	mvc 	8.1.5.4 
TCVN:11930. 

xx  
x 

3. Xay dkrng chinh sach/quy trinh thvc 
hien quan V an town thiet bi dau cu6i dap 
ung 	yeu 	cau 	tai 	mvc 	9.1.5.1 
TCVN:11930. 

>a xx 

4.3. Quern l'f, phimg chang phi'm m'dm clOc hyi 

1. Xay Ong chinh sach/quy trinh thvc 
hien quail VT phong ch'iz(mg phan mam dOc 
hai dap irng yeu cau tai mix 7.1.5.5 
TCVN:11930. 

x 

2. Xay dl,mg chinh sach/quy trinh thi,rc 
hien quail VT phong chong phan mam dOc 
hai dap ung yeu eau tai mvc  9.1.5.5 
TCVN:11930. 

xx xx 
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4.4. Quan 0 giam sat an loan he thong thong tin 

1. Xay dung chinh sach/quy trinh thgc 
hien quan VT giam sat an toan he thong 
thong tin dap ung yeu cau tai mgc 7.1.5.6 
TCVN:11930. 

X x 

2. Xay Ong chinh sach/quy trinh thgc 
hien quail 15( giam sat an toan he thOng 
thong tin dap ung yeu cau tai mgc 7.1.5.1 
TCVN:11930. 

xx  
xx xx 

4.5. Quan lf, Quan if, cli'dmyiu an loan thong tin 

1. Xay Ong chinh sach/quy trinh thgc 
hien quan VT diem yeu an toan thong tin 
ung 	yeu 	cau 	tai 	mgc 	7.1.5.7 
TCVN:11930. 

xx  
x x 

2. Xay Ong chinh sach/quy trinh thgc 
hien quan VT diem yeti an toan thong tin 
dap ung yeu 	cau tai 	mgc 	9.1.5.7 
TCVN:11930. 

xx 
xx xx 

4.6. Quan 0 sir co an toan thong tin 

1. Xay Ong chinh sach/quy trinh thgc 
hien quan VT diem yeti an toan thong tin 
irng 	yeu 	cau 	tai 	mgc 	6.1.5.4 
TCVN:11930. 

X 

2. Xay dgng chinh sach/quy trinh thgc 
hien quan VT diem ye'u an toan thong tin 
ung 	yeu 	cau 	tai 	mgc 	7.1.5.8 
TCVN:11930. 

)(x  
X X 
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3. Xay diyng chinh sach/quy trinh thvc 
hien quail VT diem y6u an Wan thong tin 
clap 	*ng 	yeu 	cau tai 	mix 	9.1.5.8 
TCVN:11930. 

xx xx xx 

4.7. Qua n lf, an loan ngtroi sir dung dim cuiji 

1. Xay Ong chinh sach/quy trinh thlyc 
hien quan VT ngued s* dung dAu cu6i dap 
ung 	yeu 	cau 	tai 	mix 	6.1.5.5 
TCVN:11930. 

x 

2. Xay dcmg chinh sach/quy trinh thgc 
hien quail VT nguei s* dung dau cuOi dap 
ung 	yeu 	cau 	tai 	mix 	7.1.5.7 
TCVN:11930. 

xx x 

3. Xay diyng chinh sach/quy trinh thyt 
hien quan VT ngueyi sir dung dau cuoi clap 
ung 	yeu 	cau 	tai 	miyc 	9.1.5.9 
TCVN:11930. 

xx  
xx 
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