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PHAN I - MO PAU

Pé thuan loi trong tra ctu, ap dung khi trién khai két ndi mang bo, nganh, dia
phuong vao mang truyén s liéu chuyén dung phuc vu cc co quan Pang, Nha nuée
do Cuc Buu dién Trung uwong quan ly. Cuc Buu dién Trung wong xay dung cudn sb
tay vé két ndi mang bd, nganh, dia phuong vao mang truyén sé liéu chuyén dung dé
trién khai ap dung trong cong viéc dugc déng bo, hi€u qua.

Giai thich tur ngt:

- Mang truyén sd heu chuyén dung cia cac co quan Pang, Nha nu:0’c 1a hé théng
thong tin quan trong qudc gia, dugc str dung trong hoat dong truyén s liéu chuyén
dung cta cac co quan Pang, Nha nude. Mang truyén s liéu chuyén dung cta cac
co quan Pang, Nha nudc bao gdm mang TSLCD cap I va mang TSLCD cap 1.

- Cong két nbi 12 thiét bi mang, thiét bi bao mat hodc thiét bi khac c6 chirc ning
tuong duong dé cung cap giao dién két ndi1 gitra h¢ thong mang cua co quan, to chire
vOi cac hé thong mang bén ngoai.

Tir ngir viét tat:
- Mang TSLCD: Mang truyén sé liéu chuyén diing caa cac co quan Dang, Nha
nudcC.

- CPDT: Chinh phu di¢n tir

- TTDL: Trung tam dir liéu

- DNVT: Doanh nghiép vién thong
- CQNN: Co quan Nha nudc

- BNDP: Bo, nganh, dia phuong

- CBCC: Can bo cong chuc

- ATTT: An toan théng tin

- HTTT: Hé thong thdng tin

- DNS: Hé théng may chu phan giai tén mién sang IP va nguoc lai.



PHAN Il - NQI DUNG

I. MO HINH TONG QUAN MANG LAN, WAN, TTDL
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Hinh 1. M6 hinh tong quan két néi mang LAN, WAN, trung tam di liéu

Phén h¢ TTDL ciia BNPP: két ndi tryc tiép vao mang TSLCD qua ha tang
mang truyén tai cia DNVT hodc két ndi vé try s6 BNDP va dugc phan thanh 2 phan
viing 1a HTTT chuyén ding va HTTT cbng cong duoc dong bd vé co sd dit liéu thong
qua hé thong kiém soat ATTT:

Phén hé mang dién rong (WAN) ciia BNPP: két ndi tap trung luu luong vé
TTDL ctia BNDP hoic qua thiét bi tap trung ctia DNVT.

Phén hé mang néi b (LAN) ciia don vi triee thuéc BNPP: c6 2 két ndi 1a két
nbi mang TSLCD cép II va két ndi Internet qua diém tap trung Internet cia CQNN tai
DNVT.



I1. MO HINH KET NOI TRUNG TAM DU LIEU VAO MANG TSLCD
1. MO HINH SO 1: Két ngi phan viing TTDL cia doanh nghiép vién thong
vdi bg, nganh, dia phuwong

Cap quang tryc tiép/
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Hinh 2. Két néi phan ving TTDL cta DNVT phuc vu BNDP vé tru s¢ BNDP

M hinh trén dugc st dung trong trudng hop TTDL cia DNVT chwa di diéu
kién két ndi truc tiép vao mang TSLCD. Dé trién khai mo hinh nay, DNVT can
trién khai kénh két ndi bang cap quang truc tiép, qua thiét 1ap kénh L2/L3VPN qua
ha tﬁng mang ciaa DNVT hoac kénh IPSec VPN qua Internet tir TTDL cua DNVT
vé try s& BNDP. BNDPP can dap ung cac quy dinh tai Diéu 6 Thong tu sd
27/2017TT-BTTTT ngay 20/10/2019; Phu luc 1 Thong tu s6 12/2019/TT-BTTTT
ngay 5/11/2019 va chiu trach nhiém cac van dé lién quan dén an toan bao mat khi
két ndi vao mang TSLCD.

2. MO HINH SO 2: Két néi truec tiép phan ving TTDL cia DNVT phuc vu

BNDP vao mang TSLCD
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Hinh 3. Két ni tryc tiép phan viing TTDL ciia DNVT phuc vy BNDP véio mang TSLCD



M6 hinh két ndi trén st dung trong truong hop TTDL cia DNVT da diéu kién
két noi truc tiép vao mang TSLCD. Bé trién khai mé hinh nay, DNVT can trién
khai kénh két néi bang cap quang truc tiép vao mang TSLCD cap | hoic qua két ndi
trung ké vi mang TSLCD cip | cuia Cuc BPTW. Véi cac yéu cau co ban can dap
tng: TTDL ciia DNVT can dép tmg cac quy dinh vé TTDL phuc vu BNDP; DNVT
can phan tach khu vuc riéng tai TTDL phuc vu BNDP véi khu vuc tai TTDL phuc
vu muc dich thwong mai cho ngudi dan, té chtc, doanh nghiép; Tai khu vuc TTDL
phuc vu BNDP: can phan tach phan ving HTTT chuyén dung va phan vang HTTT
cong cong.

3. MO HINH SO 3: Két néi TTDL ciza BNPP vio mang TSLCD

MANG TRUYEN $O LIEU CHUYEN DUNG CAP | - CUC BU'U DIEN TRUNG UO'NG

TTDL dit tai tru sé&' B/N/DP

I Phan uurg
HTI'[ Dung | HTIT chuyén
dur@ -
ateT §

MANG BACKBONE LIEN TiNH

=
T - S
\ul\“ —
/ ROUTER BIEN
\ CAPQUANG
|TRUNG KE (1+1)

MANG TRUYEN 56 LIEU CHUYEN DUNG CAP It

MANG TRUYEN TAI cUA DOANH NGH‘IEELVIEN THONG/
MANG WAN BNDP TU TRIEN KI-fAl\

i i ROUTER BIEN
UTER BIEN |

|
|
|

ROUTER BIEN

ROUTER BIEN

5
o

| ]
TPLAN- IPLAN

o = e
|$ﬁﬁﬁmﬁ‘§mﬁ“ L RCR ] Bdd
chng _yy dine w7 & R Ngwoi diing Ngwroi diing
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Hinh 4. Két ndi TTDL cta BNDP vao mang TSLCD



M6 hinh két ndi trén st dung trong trudong hop cac BNDP ¢ TTDL riéng dat
tai try s cia BNDP. Két ni tir TTDL ctia BNDP vao mang TSLCD st dung kénh
truyén mang TSLCD sén c6 cia BNDP. Vi cac yéu cau co ban can dap tng: BNDP
can phan tach phan viing HTTT chuyén dung va phan ving HTTT cdng cong.

- B6i vai phan ving HTTT chuyén ding: Két ndi vao mang TSLCD sir dung
IP private do Cuc BDTW quy hoach; Phan ving HTTT chuyén dung dé dong bo co
so dit lieu voi HTTT cua Chinh phi, BNDP khac va két ndi tir can b, cong chie
dén HTTT chuyén dung.

- B6i véi phan ving HTTT cdng cong: Phan ving HTTT c¢éng cong phuc vu
ngudi dan, to chic, doanh nghiép truy cap dén HTTT cong cong; Sir dung AS/IP
doc 1ap do VNNIC cap, két ndi Internet theo co ché multi-home t&i mot hodc nhiéu
ISP, két ndi vao VNIX.

4. MO HINH SO 4: M6 hinh két néi Internet tai TTDL

a) M hinh két néi Internet ciaa TTDL

Phan hé Internet caa TTDL quy hoach cung cap cac dich vu chung cho céc
hoat dong ciia BNDP, bao gom cac tng dung, cong thong tin BNDP, cac dich vu
web khac, co so dit liéu, cac hé thong thong tin ding chung nhu DNS, thu dién tur
(email)...
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Hinh 5. Két ndi Internet tai TTDL



Phan hé Internet can duoc quy hoach theo kién triic caa mot mang doc 1ap, két
ndi da hudng (multi-home), timg bude chuyén doi IPV6.
b) Giai phap két ndi da hwéng véi ISP va Tram trung chuyén Internet quéc gia
VNIX

H¢ thong
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Hinh 6. Két néi da huéng véi ISP va VNIX

Hé théng mang TTDL két ndi Internet can duoc thiét ké theo mé hinh phan
tang, bao gom cac khéi nhu sau:

- Tang dinh tuyén: khdi Router Gateway két néi dinh tuyén da huéng cho toan
bo hé théng mang véi cac ISP, tram trung chuyén Internet quéc gia VNIX.

- Tang an toan an ninh: khéi Firewall/IPS dam bao an toan tong thé cho hé
théng mang, bao vé hé thong mang va cac phan ving quan Iy phia trong mang.

- Tang chuyén mach: khdi Hé théng chuyén mach (Switch) két néi gitra cac
tang, cac phan ving quan ly va céc hé théng thiét bi may chu.

- Tang may chu: khéi Server farm 1a cac may chu, wng dung, thiét bi luu tri,
sao luu...



Cac phuong an dé két ndi Internet TTDL nhwr sau:

- Phuong an két néi Internet qua cac DNVT (ISP): phan hé Internet caa TTDL
két ndi (peering, transit) vai mot hoac hoac nhiéu cac ISP dé trao doi luu lugng hozc
transit di Internet theo nhu cau.

- Phuong an dau nbi VNIX®: Hé théng tram trung chuyén Internet quéc gia
VNIX duoc quan ly bai Trung tam Internet Viét nam (VNNIC), hién tai dugc trién
khai tai 3 diém Ha Noi, Pa Ning va Tp. H6 Chi Minh. VNIX cho phép cac mang
co quan, t6 chirc, doanh nghiép sir dung sé hiéu mang ASN va dia chi IP doc lap do
VNNIC cap phat két ndi dén dé trao doi luu luong Internet. DI v6i phan hé Internet
caa TTDL c6 thé két néi VNIX theo 2 mé hinh nhu sau:

+ Két ndi da phuong MLPA dé trao d6i luu lugng Internet trong nuéc: Voi md
hinh nay khi két ndi véi VNIX phan hé Internet cia TTDL chi can thiét 1ap mot
kénh két noi vat ly, cau hinh dinh tuyén eBGP ngang hang (peering) véi thiét bi
quan 1y dinh tuyén (route server) caa VNIX 14 c6 thé két ni trao doi luu luong truc
tiép vai tat ca cac thanh vién khac, hién c6 21 thanh vién 1a cac ISP, ICP, IDC, mang
clia co quan nha nudc, chinh phi, mang DNS quéc gia, DNS ROOT ... dang két noi
VNIX.

+ Két ndi song phuong BLPA: Trén co s& kénh két ndi vat ly tgi VNIX, ngoai
viéc két ndi da phuong MLPA nhu trén thi BNBP c6 thé thoa thuan két néi song
phuong BLPA véi cac thanh vién khac hién cd tai VNIX dé trao d6i luu luong riéng
hoic transit qua mang khac. C6 thé thoa thuan véi cac ISP dang két noi vao VNIX
dé transit luu luong Internet quéc té ngay tai VNIX thay vi phai thué thém kénh vat
Iy dén ISP.

C6 thé két hop hai phuong an két néi trén (qua ISP va VNIX) dam bao tinh san
sang cho hé théng, tiét kiém chi phi duong truyén va ting chat luong két ndi dich
vu cho hé thdng phan mang két néi Internet cho cac té chitc BNDP.

c) Quy hoach dia chi IP (IPv4/1Pv6):

Hé thdng mang BNDP can phai phan ving véi muc dich, mirc d6 an toan khac
nhau dé quan ly; va quy hoach dia chi IP cho toan bo ha tang CNTT dam bao hiéu
qua, lién tyc, tranh bi phan manh, dap tng nhu cau sir dung trong tirng khdi va dam
bao kha ning mo rong trong twong lai ma khong can quy hoach, thay doi lai dia chi
va chinh sach dinh tuyén.

! https://vnnic.vn/vnix


https://vnnic.vn/vnix

Str dung dia chi IPv4, IPv6 va s6 hiéu mang doc 1ap (ASN) do VNNIC cép dé
quy hoach, phan bé trong phan hé Internet cia TTDL, khong dung dia chi IP private
két hop véi NAT dé cung cap cac dich vu ra Internet. BNDP sé& dang ky voi VNNIC
01 s6 hiéu mang, 01 vang dia chi IPv4 (216 = 512 dia chi) va 01 vung dia chi IPv6
/32 hoic /48 (twong dwong véi 2732 dia chi hodc 2748 dia chi). Tir d6 c6 thé chia
thanh cac ving dia chi nhé hon tuy theo nhu cau, vi du nhu sau (tham khao trén
website cia VNNIC?):

- Céc phan ving mang cho cac ung dung két néi truc tiép Internet: DMZ-1,
DMZ-2: /25 dia chi IPv4 (27 = 128 dia chi), /56 dia chi IPv6

- Cac phan vung CSDL, Middleware: /26 dia chi IPv4 (27°6=64 dia chi), /64 dia
chi IPv6.

- Phan viing NOC/SOC: /27 dia chi IPv4, /64 dia chi IPv6.

- Phan viing két ndi bén ngoai tai cac ISP: /29 dia chi IPv4, /64 dia chi IPV6.

- Dy phong dia chi cho cac phan viing c6 thé phat sinh trong tuong lai.

Peering (eBGP)
/23 TPv4
/48 IPV6

Outsite (két ndi)

/29 TPv4
/64 IPV6
| ASN Péc lap
/23 TPv4 J
/A8 IPV6 e

Server Farm

St dung :
—
IPv4/IPVv6 Ezi
- :\
~
DMZ-2 Database NOC
/25 TPv4 /25 IPv4 /26 TPv4 /27 TPv4
/56 IPV6 /56 IPV6 /64 IPv6 /56 IPv6 !

Hinh 7. Quy hoach IPv4/IPv6

2https://www.vnnic.vn/sites/default/files/tailieu/VNNIC_TaiLieuHuongDanQuiHoachQuanLySuDungIPv6.pdf
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https://www.vnnic.vn/sites/default/files/tailieu/VNNIC_TaiLieuHuongDanQuiHoachQuanLySuDungIPv6.pdf

d) Chuyén d6i IPv6:

Pia chi IPv4 da hét, khong con du dé phét trién mang Internet, vi vay can phai
chuyén ddi sang IPv6. Viéc trién khai chuyén do6i IPv6 khuyén nghi theo phuong an
song song 1Pv4/IPv6 (dual-stack), sau nay tién tgi chi dung IPv6 (IPv6 only). Chi
tiét tham khao tai dia chi: https://vnnic.vn/ipvéforgov.
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lruyén thong ménx ha ting hé doc lap; - Cong thing tin (Website dudi tén mang LAN; 5 hn:y ‘." h:‘& c
- Tip hufn, d3o tgo, chun théing DNS...); * Quy hoach dia chi cho: lmgn _gov.vn), dich vu cong trc 1 - Thuc hién chuyén H I“m ulk'.\ h:‘"
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ahdn thée. the, chi 1iét. + Hé théng quin Iy; ph.’\n mém dng dung 0ol bo,... 1 két nGi dién rong IPvé ([p\: only).
+Héanngm)ib6. 4 V (WAN). X /

Q GIAIDOAN1- (.HUAN BI

@ uu DOAN 3 - CHUYEN POI CHINH THL

GIAI DOAN 2 - KET NOI, THU NGHIEM ? ? !
i_i_ HNe O 2 O

—

- 'S
(  kéaos, dmh myen 3 passme Thit ng'uém iing I Danh gid
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E + Yéu cdu dudmg truyén Internet hd trg F i - Thit nghiém dng dung ng)uem
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APTTLIE R dung IPve.

Hinh 8. Lo trinh chuyén dbi IPv6 cho cac co quan Nha nuéc

Vé co ban CQNN thyc hién theo 16 trinh chuyén di 3 giai doan, 10 buéc® theo
khuyén nghi cua VNNIC.

3 https://www.vnnic.vn/sites/default/files/tailieu/brochurel Pv6-coquannhanuoc-final.pdf
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I11. MO HINH KET NOI MANG WAN CUA BQ, NGANH VAO MANG
TSLCD

MO HINH SO 5: Két néi mgng WAN ciia Bg, nganh vao mang TSLCD

MANG TRUYEN SO LIEU CHUYEN DUNG CAP | - CUC BU'U BIEN TRUNG UO'NG
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Hinh 9. Mé hinh két n6i mang WAN cuaa B, nganh vao mang TSLCD

M6 hinh két ndi trén 1a md hinh két néi truc tiép cac don vi truc thudc bo,
nganh 1én diém tap trung mang WAN cta bd, nganh (thong thuong 1a try sé chinh
hodc TTDL cua bo, nganh). Véi cac yéu cau co ban can dap tng: Trén ha ting mang
TSLCD cap II (trong trudng hop bd, nganh va cac don vi truc thudc c¢d két ndi mang
TSLCD cép 1) hoic ha tang mang WAN ciia bo, nganh (trong truong hop bo, nganh
tu trién khai ha ting mang WAN riéng): tao két ndi diém — da diém tir cac don vi
tryc thudc vé diém tap trung mang WAN cua bd, nganh; Tai diém tap trung mang
WAN cua bd, nganh: thuc hién chuyén tiép luu luong tir cac don vi truc thudc dén
cac ung dung tai TTDL cua bo, nganh.

11



IV. MO HINH KET NOI MANG WAN CUA PIA PHUONG VAO MANG

TSLCD

MO HINH SO 6: M6 hinh tdp trung lu lwong WAN va Internet vé diém qudn

ly td@p trung cia dia phwong

MANG TRUYEN SO LEU CHUYEN DUNG CAP | - CUC BU'U BIEN TRUNG UONG
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Hinh 10. M6 hinh tap trung luu lwong WAN va Internet vé diém quan ly tap trung

cua dia phuong

M6 hinh trén sir dung trong truong hop cac dia phuong c6 nhu cau trién khai
Internet tap trung cho cac don vi truc thudc. V&i cac yéu cau co ban can dap tng:
Trén ha ting mang TSLCD cap Il (trong truong hop dia phirong va cdc don vi tryc
thugc c6 két noi mang TSLCD cap 1) hoic ha ting mang WAN cua dia phuong
(trong treong hop dia phwong i trién khai ha tang mang WAN riéng): tao két noi
diém — da diém tir cac don vi truc thudc vé diém tap trung mang WAN cua dia
phuong; Tai diém tap trung mang WAN cua dia phuong thuc hién: Chuyén tiép luu
lwgng tir cac don vi truc thude dén cac wng dung tai TTDL cua dia phuong. Chuyén
tiép luu luong két ndi Internet cia cac don vi truc thuéc qua kénh két ndi Internet

tai diém tap trung.
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MO HINH SO 7: M6 hinh chi tdp trung luu lrong WAN vé diém qudn 1y tap
trung cua dia phuwong

MANG TRUYEN SO LIEU CHUYEN DUNG CAP | - CUC BU'U PIEN TRUNG U'ONG
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Hinh 11. M& hinh chi tdp trung leu lrong WAN vé diém quan 1y tap trung cua dia
phuong

M6 hinh trén str dung trong trudng hop cac dia phuong khong ¢é nhu cau trién
khai Internet tap trung cho cac don vi truc thudc. V&i cac yéu cau co ban can dap
ng: Trén ha tang mang TSLCD cép II (trong trudng hop dia phuong va cac don vi
tryc thuoc ¢ két ndi mang TSLCD cap 1) hodc ha ting mang WAN cua dia phuong
(trong truong hop dia phuong tu trién khai ha ting mang WAN riéng): tao két noi
diém — da diém tir cac don vi truc thudc vé diém tap trung mang WAN cua dia
phuong; Tai diém tap trung mang WAN cua dia phuong thyc hién chuyén tiép luu
lugng tir cac don vi truc thude dén cac ung dung tai TTDL cua dia phuong; Di voi
luu lwong Internet: thuc hién ré& nhanh truc tiép tai cong két ndi caa cac don vi tryc
thugc.
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MO HINH SO 8: M hinh tdp trung lwu lwong WAN vé diém qudn 1y tap trung
cua DNVT

MANG TRUYEN S8 LIEU CHUYEN DUNG CAP | - CUC BUU DIEN TRUNG UONG

MANG BACKBONE LIEN TiNH
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<— —P Luuluong WAN

Hinh 12. Tap trung luu luong vé diém quan ly tap trung cia DNVT

M hinh trén st dung trong truong hop cac dia phuong khong ¢ du trang thiét
bi dé thiét lap diém tap trung mang WAN cua dia phuong. V§i cac yéu cau co ban
can dap ung: Trén ha tang mang TSLCD cap I1: tao két néi diém — da diém tir cac
don vi truc thuoc vé diém tap trung mang WAN cua dia phuong tai DNVT; Tai
diém tap trung mang WAN cua dia phuong tai DNVT thuc hién chuyén tiép luu
lwgng tir cac don vi truc thude dén cac ung dung tai TTDL cua dia phuong; Di voi
lru lwgng Internet: thuc hién r& nhéanh tryc tiép tai cong két ndi cua cac don vi truc
thudc.
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V. MO HINH KET NOI MANG LAN CUA PON VI TRUC THUQC BNDP
VAO MANG TSLCD

MO HINH SO 9: Két néi mang LAN ciia don vi truc thugc BNPP vao mang
TSLCD:

~
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Hinh 13. Két ndi mang LAN cua don vi tryc thuoc BNDP vao mang TSLCD:

M® hinh trén str dung trong truong hop cac don vi khong ¢6 HTTT (thuong la
cac diém quan/huyén, xa/phuong). Véi cac yéu cau co ban can dap tng: Tai cong
két ndi cua don vi: thuc hién tach riéng phan hé két ndi Internet (IP Public do
VNNIC quy hoach) va phan hé két ndi mang TSLCD (IP private do Cuc BBTW
quy hoach). Cong két ndi tai don vi can dap tng cac yéu cau tai Phu luc 1 Thong tu
12/2019/TT-BTTTT; Tai phan hé LAN: 1 may tinh sir dung dong thoi 2 két ndi
Internet va TSLCD (IP do don vi sit dung quy hoach); Trén ha ting mang cia DNVT
cung cap két néi Internet cho don vi: can trién khai diém tap trung Internet cho cac
CQNN dé quan ly tap trung luu luong Internet cua cac CQNN tai dja phuong.
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VI. MO HINH HE THONG DNS
MO HINH SO 10: Hé théng DNS qudn ly tén mién <abc>.gov.vn ciia BNPP

a) Phan cap tén mién va may chu quan ly tén mién:

Ss ICANN
=
Root Server
N VN VNNIC
=

.vn, .gov.vn, ...
DNS Server
(DNS Quoc gia .VVN)

B, Nganh, Pia Phuong

=
E <abc>.gov.vn
S
<abc>.gov.vn
DNS Server
- Zone tén mién

Chuyén giao

e May chu DNS quan 1y

Hinh 14. Hé théng DNS quan Iy tén mién <abc>.gov.vn cia BNDP
b) M6 hinh khuyén nghi:
Khuyén nghi mé hinh tong thé vé DNS quan ly tén mién <abc.gov.vn> theo

hinh v& nhu sau:

NG
%
.vn, .gov.vn, ... N
DNS Server W% R o
(DNS Quée gia VN) \\\ TRUNG TAM DU LIEU BNDP

ISP/DNS Hosting/Nha dang k¥ tén
mién .vn

0,
&
I%%
o

<abc>.gov.vn
DNS Primary

oerS ugkny)

;
]
I
/
]

|

|

I

I

I

]

|

|

|

I

I

I

]

}

\

<abc>.gov.vn
DNS Secondary

Hinh 15. M6 hinh tong thé DNS quan Iy tén mién <abc.gov.vn>
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BNDP s& ¢6 tdi thiéu 02 may chi DNS dé quan ly tén mién, may cha chinh
(Master) dat tai TTDL, may chu phu (secondary) dit thué tai ISP/Pon vi cung cap
dich vu DNS Hosting. Hoat dong truy cap tén mién www.<abc>.gov.vn nhu sau:

Root Server

.vn, .gov.vn, ...
DNS §erver
(DNS Quoc gia .VN)

<abc>.gov.vn
DNS Server
(Authoritative DNS)

Web server 2 3
www.<abc>.gov.vn

\

A
Y
117\

Internet User Local DNS Server
(DNS Caching)

Hinh 16. Hoat dong truy cap tén mién www.<abc.gov.vn>

Chuong trinh trén may ngudi sir dung (may client) giri yéu cau tim kiém dia
chi IP tng véi tén mién <abc>.gov.vn tgi may chu quan Iy tén mién cuc bo Local
DNS Server (DNS Caching) thuéc mang cua né. May chu DNS Caching sé thuc
hién qua trinh truy van dé quy tim kiém thong tin dia chi IP caa tén mién va tra loi
cho client dé truy cap website www.<abc>.gov.vn.
¢) Khai bo, quan ly tén mién nguoc:

BNDP duoc cip phat dia chi IP tir VNNIC, khi dwa vao sir dung can khai bao
tén mién nguoc trén may cha DNS caia minh, chi tiét tham khao huéng dan tai dia
chi sau: https://'www.vnnic.vn/diachiip/hotro/thamkhao/.

d) Céc yBu cau cu thé:

- May chu DNS: tbi thiéu 02 may cha DNS véi dia chi IP khac nhau quan Iy
tén mién dat & 02 mang doc lap khac nhau: tai TTDL cua BNDP va tai cac don vi
cung cap dich vu nhu ISP, DNS Hosting hodc nha dang ky tén mién .vn.

- 01 may chu DNS Primary (Master) quan ly dir liéu chinh, toan b khai bao
cac ban ghi dich vu nhu <www, mail, edoc>.gov.vn dugc thuc hién trén may chu
nay.
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- 01- 02 may chit DNS Secondary (Slave): dugc dong bo vai may chi master
theo co ché zone transfer, sir dung TSIG dé dam bao an toan (XFR + TSIG). Co ché
TSIG (transaction signature) la qua trinh sir dung chung ma bao mat chia sé gitra
may chit DNS Primary va DNS Secondary dé dam bao giao tiép giira cac may chu
DNS duoc xac thuec.

o <abc>.gov.vn <abc>.gov.vn
Co s¢ dir ligu DNS Primary DNS Secondary

sync—>‘7XFR + TSIGtXFR + TSID——‘
J‘/

<abc>.gov.vn

(€} DNS Secondary

Hinh 17. Péng bo CSDL may chiu DNS Primary va Secondary

- Ghi nhat ky hoat dong, phan mém giam sat DNS, phan tich log DNS.

- Trién khai DNSSEC, dong vai trd ky DNSSEC cho tén mién dé dam bao an
toan tén mién. Céc cong viéc thuc hién s& 1a tao ra cac khoa DNSSEC va ky Ién
zone tén mién <abc>.gov.vn. Gui cap nhat dang ky ban ghi chuyén giao (Deligation
Signer - DS) 1én hé thong DNS quéc gia do VNNIC quan 1y thong qua cac nha ding
Ky tén mién .vn.

DNSSEC: ky DNSSEC cho
tén mién <abc>.gov.vn

,

<abc>.gov.vn <abc>.gov.vn
DNS Caching Authoritative DNS

@ query _ g recursive query _ g
validated response authentic response

ﬁ Non-validated # Non-authentic

Attacker Attacker

Client

Hinh 18. Trién khai DNSSec

Tham khao huéng dan: https://vnnic.vn/sites/default/files/tailieu/\VVNNIC-
TaiLieuHuongDanTrienKhaiDNSSEC-DHP-Final.pdf
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MO HINH SO 11: Hé théng may chii tén mién dém (DNS Caching)

a) Su can thiét:

Phuc vu truy cap cac dich vu Internet sir dung tén mién, truy van tén mién .VN
va tén mién qudc té cua cac thiét bi (may tinh dé ban, may tinh xach tay, thiét bi di
dong...) trong mang cua cac don vi (BNDP).

Quan ly thiét 1ap chinh sach truy cap tén mién tap trung, hé thong DNS Caching
c6 thé két hop vai céc hé théng ATTT khac dé bao vé chong ma doc, botnet. ...
b) M6 hinh khuyén nghi:

Khuyén nghi md hinh tong thé vé DNS Caching cho BNDP nhu sau:

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

VNIX/Nude ngoai

I
I
I
I
I
i
I
I
— |
g |
|
I
Root Server |
I
I
I
I
I
I
I
I
I
I
I
/
VNNIC |

Iy
| PC, Laptop

I
I

- -Zone transfer—
I

<abc>.gov.vn

< > }
ahe>gov.vn || DNS Secondary

DNS Primary | |
I

ISP/DNS Hosting/Nha dang
ky tén mién .vn

<abc>.gov.vn

-
@ :\\
N DNS Caching
\

.vn, .gov.vn, ...

DNS Server ! !
(DNS Quéc gia .VN) o _______—_—_—_—_—__.

Hinh 19. M6 hinh tong thé DNS Caching cho BNDP

- C4c thiét bj (may tinh dé ban, may tinh xéach tay, thiét bi di dong, ...) trong
mang cua cac don vi (BNDP) trudc khi két ndi sir dung dich vu (ndi b hoic trén
Internet) thi viéc dau tién 1a phai két ndi, truy van tén mién dé tim kiém théng tin
dia chi IP cta dich vu can két noi dén.

- Hé théng DNS Caching sé& di tim kiém va tra loi cac théng tin vé tén mién
cho céc thiét bi trong mang cua cac don vi dang yéu cau nhu hinh vé trén.
¢) C4c yéu cau cuy thé:

- May cha DNS: téi thiéu 02 may chia DNS Caching véi dia chi IP khac nhau
dat tai trung tdm TTDL ctia BNDP. 02 may chu hoat dong Active-Active, dam bao
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kha ning dy phong nong, khi 01 may chi bi 16i hoic hong hdc van con 01 may chu
con lai hoat dong, dam bao khdng bi gian doan.

- Hé thdng cd thé dugc thiét 1ap theo co ché d¢ quy (recursive), tic 12 s& di tim
kiém cAu tra loi tir cac may chu DNS khac dé tra 10i cho may tram (client). Hozc hé
thng c6 thé duoc thiét 1ap theo co ché caching forwarder (chuyén tiép) dé chuyén
tiép toan bo két ndi, truy van tén mién dén hé théng DNS Caching khéc.

- Hé théng chi phuc vu cac truy van tén mién tir cac thiét bi (may tinh dé ban,
may tinh xach tay, thiét bj di dong, ...) trong mang cua cac don vi, khong tiép nhan
phuc vu c4c truy van tén mién tir bén ngoai.

- Toan b céc thiét bi (may tinh dé ban, may tinh xéach tay, thiét bi dong, ...)
trong mang cia don vi phai dugc cau hinh dé sir dung hé thdng DNS Caching nay.

- Ghi nhat ky hoat dong, phan mém giam sat DNS, phan tich log DNS.

- Trién khai DNSSEC, déng vai trd xéac thuc (validation) dé dam bao an toan
tén mién: DNS Caching hd tro DNSSEC ¢ vai tro rat quan trong, gidip bao vé nguoi
str dung, chéng lai viéc gia mao cac phan hoi truy van t&n mién théng quan viéc xéac
thuc chit ky s trén cac ban ghi DNS c6 trong cu tra 1o truy van tén mién.

DNSSEC: bat chic nang xac
thuc DNSSEC (validation)

'

<abc>.gov.vn <abc>.gov.vn
DNS Caching Authoritative DNS

query _ recursive query
validated response < authentic response

Non-validated Non-authentic
O Y
S

Attacker Attacker

Client

Hinh 20. Trién khai DNSSec

Tham khao huéng dan: https://vnnic.vn/sites/default/files/tailieu/\VVNNIC-
TaiLieuHuongDanTrienKhaiDNSSEC-ISP-Final.pdf
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VI1I. M6 hinh muc tiéu
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Hinh 21. M6 hinh muc tiéu

M6 hinh muc tiéu 1a mé hinh chuén, dap tng cac yéu cau vé ATTT, duoc St
dung trong trudng hop cac BNDP ¢6 day du cac diéu kién, trang thiét bi dé trién
khai.

CAc yu cau co ban:

- Trén ha tang mang TSLCD cap 1l (trong trudng hop BNDP va cac don vi truc
thudc co két ndi mang TSLCD cép 1) hoic ha ting mang WAN cua BNPP (trong
truong hop BNDP tu trién khai ha ting mang WAN riéng): tao két nbi diém — da
diém tir cac don vi truc thudc vé diém tap trung mang WAN cua BNDP.

- Tai diém tap trung mang WAN ctua BNDP thuc hién:

+ Chuyén tiép luu luong tir cac don vi truc thude dén cac ung dung tai HTTT
chuyén dung cia BNDP dat tai TTDL ciaa DNVT.

+ Chuyén tiép luu luong két ndi Internet cua cac don vi truc thuoc qua kénh
két ndi Internet tai diém tap trung.
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