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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. FaceApp khong phai la &ng dung caa Facebook

Phan mém lam “thay d6i gwong mit trong anh” dang gy bao trén mang xa hoi
thudc vé mot cong ty cd tru sé & Nga, chir khdng phai do Facebook cung cép nhu
nhiéu nguoi dang 1am twong. Ngoai viéc thu thap dir liéu anh cua nguoi ding,
FaceApp hién chua c6 dong thai gay anh huéng ndo. Tuy vay, ban can can nhac ky
trudc khi quyét dinh tai tng dung nay vé thiét bi caa minh.

Theo phan tich, tng dung s& lay anh tir camera hoac tir thu vién anh, theo su lra
chon cua ngudi dung, sau d6 tai anh 18n may chu cua nha cung cap tng dung. Anh
s& duoc phan tich, xir ly va guri tra vé cho nguoi dung hang loat chan dung véi cac
sac théi gia, tré khac nhau.

Trén ly thuyét, FaceApp c6 thé tu xt ly bac anh ngay trén thiét bi cua nguoi
ding, nhung van dé 1a nha cung cap van luu nhitng bic anh &p dung hiéu ung caa
ngudi dung 18n may chi cia ho. Viéc nay din dén nguy co, dit liéu vé guong mat cua
ngudi ding cé thé bi 16 lot hoic bi loi dung bat ky 1Gc nao. Bén canh do, viéc FaceApp
c6 thé truy cap thu vién anh trén thiét bi ciing chtra dung nguy co moi birc anh khac
s& bj thu thap ma ngudi ding khdng biét.

Thuc té, trong lan dau sir dung, ngudi ding sé duoc nha cung cap FaceApp
thdng béo vé chinh sach quyén riéng tu trong d6 bao gdm ca viéc, cac buc anh cia
ngudi ding s& duoc luu lai trén may cha cia nha cung cap. Dau vay, da phan nguoi
dung khong quan tdm dén cac canh bao nay khi sir dung wng dung FaceApp va dé
dang chap thuan céc chinh sach do nha san xuat dua ra.

“Trong thé gigi phang cua Internet va mang xa hoi phat trién nhu hién nay, viéc
can trong trong str dung cac tng dung phan mém 1a diéu hét sirc can thiét. Khi mot
g dung méi duoc dua ra, nha san xuat luén khién n6 tré nén hap dan nhat co thé
d6i v&i nguoi dung. Viéc tai vé hoac khong 1a quyén cua ban, nhung hiy can nhéc
k§ trude khi thuc hién”, mot Admin caa cong dong an ninh mang WhiteHat.vn binh
luan.

FaceApp cho biét ho sin sang xda dir liéu tir may cha cia ho néu ¢ yéu cau tir
ngudi dung. Co thé gui yéu cau thong qua cach sau, vao Cai dat -> HJ tro -> Bao céo
15i v&i cum tir "Quyén riéng tu" tai dong cha dé.

Hién (ng dung nay da c6 dix liéu caa hon 150 triéu nguoi ding trén thé gisi chi
trong thoi gian ngan. Tinh riéng trén nén tang Android, phan mém nay da c6 hon 100
triéu luot ngudi dung tai vé. FaceApp cling dang nam trong s6 @ng dung iOS phd
bién nhat & 121 quéc gia, theo hang nghién cau tng dung App Annie.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can kiém tra ngudn goc nha phat hanh,
doc k¥ cac chinh sach cua tng dung trude khi cai dat dé dam bao an toan thong tin.
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Link tham khao: https://whitehat.vn/threads/faceapp-khong-phai-la-ung-dung-

cua-facebook.12486/

2. Viét Nam bj tdn cong ma dc ngoai tuyén cao nhat Pong Nam A

Theo béo céo cua hang bao mat Kaspersky, két thic quy 2 vira qua hang phat
hién hon 19 triéu méi de doa truc tuyén va hon 99 triéu méi de doa ngoai tuyén tai
Viét Nam, giam dang ké so voi cing ky nim ngoai.

Pay la nhitng phét hién quan trong nam trong Kaspersky Security Bulletin cua
Kaspersky Security Network (KSN) quy 2/2019.

Theo do, tan cong thdng qua trinh duyét 1a phuong thac ma toi pham mang
thuong sur dung dé phat tan ma doc. Tir thang 4 dén 6.2019, Kaspersky phat hién
19.820.196 sy ¢, tuong ng Vi 27,7% ngudi dung tai Viét Nam bi tan cong boi cac
mdi de doa tir internet. So vai clng thoi diém nam 2018, sé luong cac méi de doa
tryc tuyén da giam 36,84%, tir 31.382.419 truong hop.

Khac véi tan cong truc tuyén, tan céng ngoai tuyén dugc thuc hién khi ma doc
lay lan qua USB, CD, DVD va cac phuong thtc ngoai tuyén khac. Tai Viét Nam,
Kaspersky phat hién 99.885.492 sy cd, twong tng véi 59,9% ngudi dung bi tan cong
ngoai tuyén. Tuy nhién, Viét Nam hién xép vj tri dau tién & DPong Nam A va vi tri
thir 30 trén thé gidi vé cac vu tin cong ngoai tuyén.

Di liéu tir KSN ciing cho thay Singapore la quéc gia c6 s6 lugng mdi de doa
truc tuyén va ngoai tuyén thap nhat khu vuc trong quy 2/2019 véi sb truong hop
nhiém ma doc truc tuyén va ngoai tuyén lan luot 13 1.300.197 (xép thu 143 toan cau)
va 2.141.642 (xép thir 116 toan cau).

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung can kiém tra can than, quét virus khi
str dung cac thiét bi ngoai tuyén nhu Usb, 6 ctng roi va ca CD, DVD. Can trong khi
bam vao céc lién két truy cap vao mot trang web, dac biét 12 16i chinh ta hoic nhitng
noi dung bat thuong trong link, ngay ca khi day 1a trang web duoc truy cap thuong
xuyén; Chi nhap tén ngudoi ding va mat khau qua nhitng két ndi an toan. Khong dang
nhap vao ngan hang truc tuyén va cac dich vu tai chinh théng qua mang Wi-Fi cong
cong (khi @6 c6 thé tam thai sir dung qua Hotspot 3G/4G trén dién thoai di dong cho
giao dich ngan hang, sau khi giao dich xong quay lai st dung Wifi).

Link tham khao: https://thanhnien.vn/cong-nghe/viet-nam-bi-tan-cong-ma-doc-
ngoai-tuyen-cao-nhat-dong-nam-a-1103941.html

3. Ld hong biao mat iOS 13 cho phép truy cap trai phép mat khau

Mot 16i da duoc phét hién trén ban iOS 13 beta mgi nhat cung cap mét 16i truy
cap trai phép vao tat ca mat khau, email va tén nguoi ding dugc luu trir boi tinh ning
Tu dong dién (Autofill).

Hién tai iOS 13 van dang trong giai doan thir nghiém, do d6 15i nay chi anh
huong dén mot sé lugng han ché nhig nguoi dang chay ban beta cong khai hozc
ban beta danh cho nha phat trién.
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Trén cac thiét bi chay iOS 13 beta, ngudi dung c6 quyén truy cap vao tat ca mat
khau va dit liéu duoc luu trit trong khoa iCloud (iCloud Keychain) va duoc su dung
boi tinh nang Autofill trong i0S. Chi can truy cap Cai dit > Mat khau & Tai khoan
va bit ¢au cham vao tiy chon Mat khau trang web va tng dung nhiéu lan.

Thao tac nay sé& huay 16i nhic Face ID/Touch ID trén man hinh sau mot vai lan
thir va cap mot quyén truy cap vao tat ca mat khau va tén ngudi dung duoc luu tri.
Nguoi dung tham chi c6 thé sira ¢6i mat khau duogc luu trit.

Vi 18i nay da duoc cong khai chi tiét, Apple c6 thé s& khac phuc su ¢b véi phién
ban beta tiép theo caa iOS 13 va iPadOS 13.

i0S 13 di kém v6i mot s6 tinh nang va cai tién mai vé quyén riéng tu. Mac di
15i nay rat nghiém trong, nhung iOS 13 van dang trong giai doan phat trién va tha
nghiém beta va cac 15i nhu vay chic chan s& ton tai.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi dung iOS nén cap nhat cac phién ban chinh
thire ciia hé diéu hanh theo ban quyén dé dam bao an toan théng tin.

Link tham khao: https://vietnamnet.vn/vn/cong-nghe/bao-mat/lo-hong-bao-
mat-i0s-13-cho-phep-truy-cap-trai-phep-mat-khau-550680.html
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TECHNICAL PAGES:

1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal} pham/ Mai 15i quéc té M0 ta ngin Ghi chu
dich vu
1 Dlink CVE-2019-13372 [Nh6ém 10 15 hdng trén mot sé [P co
CVE-2019-13373  san pham, phan mém cua D-  |thong tin
CVE-2019-13375 |link (Central WiFi Manager, |y4c nhan.
DIR-655 C, DIR-818LW) cho Mot S(A').I(*)
phép tan cong thuc thi doan o L,
ma PHP thong qua mot s6 h?ng ‘,ia co
truong, khai thac 13i SQL ban va.
Injection, mot s6 16 hong cho
phép chen va thyuc thi ma Iénh
tay y.
2 Google - CVE-2019-2106  [Nhém 12 15 hong trén hé diéu | P co
Android CVE-2019-2107  hanh Android cho phép doi thong tin
CVE-2019-2109  tuogng tan cong thuc thi ma x4c nhan va
Iénh tir xa trai phép ma khong ban vé.
yéu cau co quyén thuc thi,
3 Vivotek CVE-2018-14494 [Nhém 03 16 hdng mirc cao trén| Chua c6
CVE-2018-14495  (firmware cua thiét bi Vivotek |thong tin
CVE-2018-14496  FD8136 (Thi€t bi Camera phd | y4c nhan va
bién ¢ Viét Nam) cho phép doi ban vé.
tuong tan cong chén va thuc '
thi 1énh doc hai tu xa tir d6 co
thé kiém soét thiét bi.
4 [Fortinet CVE-2019-13399  [Nh6m 05 15 hong trén Chua ¢6
CVE-2019-13400 firmware cua thiét bi Fortinet théng tin
CVE-2019-13401  Dynacolor FCM-MB40 wéc nhan va
...... v1.2.0.0 cho phép doi tugng ban vé'
tan cong lay duoc khoa '
SSL/TLS thiét lap san trén
thiét bi tir d6 c6 thé doc dit
lisu ma hda, khai thac 15i
CSRF hay 16i trong qua trinh
khai dong cho phép duy tri
backdoor trén hé thong.
5  (Cisco CVE-2019-1873  [NhAm 14 16 hong trén mot sé6 | P co
CVE-2019-1932  san pham, ing dung cta Cisco | thong tin
CVE-2019-1921  |(Security Appliance Software, | v4c nhan va
Firepower Threat Defense, '
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Advanced Malware Protection,
IOS XR Software, IP Phone
7800...) cho phép dbi twong
tan cong thuc hién tan cong tir
chdi dich vy, chén va thuc thi
ma Iénh, mot s6 15 hdng cho
phép doc va ghi dir liéu doc
hai & mic dudi cua hé diéu
hanh.

ban va.

6 [EQ-3

CVE-2019-10122
CVE-2019-10119
CVE-2019-10120

Nhom 04 15 hong trén cac thiét
bi eQ-3 HomeMatic (CCU2
phién ban trudc 2.41.9 va
CCU3 phién ban rusc 3.43.16)
- dong thiét bi cia Buc hay s
dung trong Smarthome cho
phép ddi tugng tan cong thuc
thi mé& 1énh tir xa, tu dong

dang nhap nhu quyén quan tri

Da c6 thong
tin xac nhan

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

differentia.ru

disorderstatus.ru

atomictrivia.ru

soplifan.ru

nxzfdsio58.ru

Xjpakmdcfuge.com

somicrososoft.ru

fzhpvOvdi.ru
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www.cityofangelsmagazine.com

10

awjapmnak.info

3. Céc can bo ky thuat dau méi vé ATTT can thyc hién:
- Xir Iy cé&c 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.




	1. FaceApp không phải là ứng dụng của Facebook

