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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Google va 16 hong nghiém trong trong Android

Google vira phat hanh bo ban va an ninh mang dau tién cho Android trong nim
2019, xir Iy hon 20 15 hdng.

L& hong nghiém trong nhat 1a CVE-2018-9583, mét 16 hong thuc thi ma tir xa
nghiém trong duoc xir Iy trong hé théng va bao gém trong goi ban va 2019-01-01.

Goi ban va 2019-01-01 xur ly tong cong 13 van dé an ninh anh huong dén nén
tang va hé théng.

L5 hong duy nhit dugc xu ly trong nén tang 12 13i leo thang dic quyén CVE-
2018-9582. L6 hong duoc danh gia & mac nghiém trong cao va anh hudng dén cac
phién ban Android 8.0, 8.1 va 9.

Tat ca 12 15 hong con lai déu anh huéng dén hé théng: 1 15i thuc thi ma tir xa
quan trong, 4 15i leo thang dic quyén ¢ mac nghiém trong cao va 7 15 hong tiét 16
thong tin cling & muc nghiém trong cao. Cac phién ban Android bi anh huéng bao
g6m 7.0,7.1.1,7.1.2,8.0,8.1va0.

G6i ban va thir 2 12 2019-01-05, xir ly 14 16 hong trong céc thanh phan Kernel,
cac thanh phan NVIDIA, cé4c thanh phan Qualcomm va cac thanh phan ngudn déng
Qualcomm.

Hau hét céc 18i nay déu & mic nghiém trong cao, ngoai trir CVE-2018-11847,
mét 1i cuc ky nghiém trong duoc xtr ly trong thanh phan ngudén déng Qualcomm.
Con lai hau hét 13 15 hong leo thang dic quyén.

Theo Google, 16 hong nghiém trong nhat trong s6 cac 16 hong nay cé thé cho
phép cac tng dung noi b doc hai thuc thi ma tdy y trong béi canh cia mot quy trinh
dic quyeén.

Ciing trong tuan nay, Google da phat hanh ban cap nhat an ninh cho cac thiét bi
Pixel/Nexus, xt ly 2 16 hdng & mac nghiém trong trung binh trong céc thanh phan
Kernel, CVE-2018-13098 va CVE-2018-13099. Pay d&u 1a 2 18i 16 lot thong tin.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung céc thiét bi Android can cap nhat phién
ban méi nhat dé tranh nguy co mat an toan thong tin.

Link tham khao: https://whitehat.vn/threads/google-va-lo-hong-nghiem-trong-
trong-android.11906/

2. Nhiéu wng dung trén App Store dang két ndi véi may cha doc hai
Hang bao mat Wandera da phat hién ra 14 tro choi déu giao tiép véi cing mot
may cha c6 lién két dén phan mém doc hai Golduck tirng xuat hién trén Android.
Theo Engadget, Wandera ghi nhan cac tng dung nay duoc thiét ké dé tai quang
c&o, nhiéu kha nang nham danh Ira nguoi ding cap quyén cho phan mém doc hai
duoc cai dat bén ngoai App Store. Ghi nhan tir Wandera cho thdy 14 ung dung nay
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da duoc tai xuong gan 1 triéu lan, c6 nghia rat nhiéu nguoi dang doi dién véi phan
mém doc hai.

Hién tai, Apple van chwa c6 binh luan nao vé van dé, nhung quyén truy cap vao
cac ng dung hién bi han ché. N6 van c6 trén App Store nhung dugc liét ké khong
c6 san & My nhu 1a cach dé ngin ngira ma doc lan rong ra bén ngoai.

Puoc biét Golduck 12 mot dang malware cam méa cong hau vao phan mém dé
danh cap théng tin va kiém soét thiét bi. Hon 10 triéu ngudi ding Android tirng nhiém
malware nay, tao diéu kién cho tin tic chiém quyén diéu khién thiét bi, gui tin nhin
SMS tur dién thoai nan nhan ra bén ngoai dé kiém tien.

Céc nha nghién ciu khuyén cdo ngudi ding can canh giac véi loai phan mém
doc hai, ngay ca voi thiét bi i0S. Dé an toan, hay chi tai wng dung dén tir App Store
duoc thiét ké chdng lai phan mém doc hai rat tét.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding thiét bi IOS can canh giac véi cac phan
mém la, chi cai cac tng dung da dugc dam bao trén App Store dé dam bao an toan
thong tin.

Link tham khao: https://thanhnien.vn/cong-nghe/nhieu-ung-dung-tren-app-
store-dang-ket-noi-voi-may-chu-doc-hai-1041624.html

3. Patch Tuesday thang 01/2019 ciia Microsoft tap trung vao I8i thuc thi ma
tur xa

Ban cap nhat Patch Tuesday dau tién nam 2019 cia Microsoft chii yéu khic
phuc cac 16 hong thuc thi ma tir xa (RCE), véi gan mot nira trong tong s6 47 ban va
i tap trung vao RCE. Cac doanh nghiép ciing dugc khuyén céo cap nhat ban va hoi
thang 12/2018 cho Internet Explorer sau cac cudc tan cong trong thuc té.

Bay 16 hong duoc xép hang Nghiém trong, 40 15 hong Quan trong va hai 15i
mtc Trung binh. Cac ban va 15i dugc phat hanh cho Internet Explorer, Microsoft
Edge, Windows, Office, Office Services va Web Apps, ChakraCore, Visual Studio
va .NET Framework.

Nhu chuyén gia Dustin Childs ctia Trend Micro chi ra trong mét bai dang trén
blog, s6 15 hong RCE chiém mét nira s6 16i duoc xu ly cho thang 1 nam 2019. Muoi
mét 15 héng trong sb nay lién quan dén hé quan tri co so dit liéu Jet Database Engine.
Mt 16 hong (CVE-2019-0579) da duoc biét dén cong khai va duoc xép hang quan
trong. Microsoft cho biét khai thac 16 hong nay c6 thé cho phép ké tan cong thuc thi
ma tly y trén hé théng nan nhan. Piéu nay doi héi twong tac ciia nguoi dung; doi
tugng muc tiéu sé phai ma mot file duoc tao dac biét dé thuc thi.

Mic di chi duoc danh gia quan trong, nhung viéc tiét 16 16 hong nay co nghia
la ké tan cong cd thé phat trién bo khai thac 16 hong dé dang hon.

Ciing dugc wu tién cao 1a CVE-2019-0547, mot 16 hong RCE trong may khach
Windows DHCP. Mét 15i b nhé ton tai trong may khéch khi ké tin cong gui phan
hoi DHCP dugc tao dic biét cho may khach. Khai thac thanh cong s& cho phép keé
tan cong thuc thi ma tiy y trén may khach.

2


https://thanhnien.vn/cong-nghe/nhieu-ung-dung-tren-app-store-dang-ket-noi-voi-may-chu-doc-hai-1041624.html
https://thanhnien.vn/cong-nghe/nhieu-ung-dung-tren-app-store-dang-ket-noi-voi-may-chu-doc-hai-1041624.html

Phong ATTT , , Tuan 2/2019
Childs cho biét: "Microsoft danh gia chi so khai thac Exploit Index cao nhat, cé

nghia 1a 16i ndy c6 kha ning khai thac cao". Ong luu ¥ rang 15 hong nay nam trong
phién ban Windows ma¢i nhat nhung khong c6 trong céc phién ban trudc do, cé thé
la do thanh phan dugc viét lai cho cac hé théng méi hon.

"Néu ban dang chay Windows 10 hoic Server phién ban 1803, ban véa nay phai
dung dau danh sach trién khai caa ban", Childs viét.

Mot 15i Office khac (CVE-2019-0560), duoc tim thay bai Mimecast, ¢ thé cho
phép ro ri dir liéu ngoai y mudn trong cac tai lidu va tép Office duoc tao trudce do.
Mic du khé st dung né nhu mét 16 hdng thuc thi ma, nhung no c6 thé dugc sir dung
dé thu thap dit liéu ma ngudi dung vo tinh dé 19.

"Mic du chic chan co thé khai thac 16 hong nay dé thuc hién mot cudc tan cong
thuc thi tir xa, nhung diéu ndy s& doi hoi chuyén mén k¥ thuat twong d6i cao tir phia
ké tan cong", Matthew Gardiner, chién lugc gia an ninh tai Mimecast cho biét.

Pang chu y trong thang nay la CVE-2018-8653, mot ban va 16i out-of-band (15i
ngoai dai bang tan) dugc Microsoft ban hanh cho mét 13i bd nhd trong Internet
Explorer vao thang 12 nam 2018. Microsoft cho biét, khai thac 15 hong nay keé tan
cong c6 thé thyuc thi ma tiy y trong ngir canh ngudi dung hién tai va c6 duoc quyén
tuong ty nhu cua ngudi dung.

"L& hong tiép tuc duoc khai thac trong thyc té va cong ty cong nghé Recorded
Future da ching kién mot s6 bo céng cu khai thac cung cac proof of concept duoc
phéat hanh trén nén tang ctia ho", Allan Liska, kién trac su giai phap cao cp cua
Recorded Future cho biét. "Néu ban chua vé 15 hong nay, n6 s& 14 wu tién s6 17.

Khuyén nghi:

Phong ATTT khuyén nghi: Ngudi ding can cap nhat phién ban mai nhat do
Microsoft khuyén céo dé dam bao an toan thdng tin.

Link tham khao: https://whitehat.vn/threads/patch-tuesday-thang-1-2019-cua-
microsoft-tap-trung-vao-loi-thuc-thi-ma-tu-xa.11902/
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu phé bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Sal} pham/ Mai 15i quéc té M5 ta ngin Ghi chu
dich vu
1  |Apache CVE-2018-17191 L6 hong trong Apache ba co théng
Netbeans Netbeans (Mo6i truong phat |tin xac nhan
trien cac ing dung Java) cho |v3 ban va
phép ddi tuong tan cong chén
va thuc thi ma lénh. C6 thé
cap nhat 1én Netbean10.0
2 F5 CVE-2018-15334 [Nhom 04 16 hong trén mot s6| Da cé thong
CVE-2018-15335 [san pham caa F5 (BIG-IP  |[tin x4c nhan
CVE-2018-17539 |APM) cho phép doi twong tan va ban va
cong thuc hién cho phép doi
tugng tan cong khai thac 15i
CSRF, tan cong tir chdi dich
vu, nguoi ding Guest c6 thé
truy cap va xda tap tin tay y
bao gdbm ca nhirng tap tin cau
hinh.
3 [Fasterxml |(CVE-2018-14718 Nhom 07 16 hong trén bo thu | D3 c6 thong
Jackson CVE-2018-19360 |vien Fasterxml Jackson cho | tin xac nhan
CVE-2018-14720 [Phép doi twong tan cong thuc
hién méa 1énh tuy y thong qua
mot sb thanh phan (sIf4j-ext,
blaze-ds-opt, -corejars), khai
thac 16i SSRF (trong thanh
phan axis2-jaxws).
4 Foxit CVE-2019-5007 [Nhom 03 16 héng trén Foxit | Pa co thong
CVE-2019-5006 |Foxit Reader va PhantomPDF |tin xac nhan
CVE-2019-5005 ((Phién ban cho hé dieu hanh |z pan vg -
Windows) cho phép doi tuong
tan cong khai thac 15i tran bo
déem
5  |FreeBSD [CVE-2018-17161 |L4 hdng trong mot s6 phién | D3 co
ban ctia h¢ diéu hanh FreeBSD) thang tin
cho phép doi twong tan coNg | wac nhan
khai thac l1oi tran b dém dé s i s
chén va thyc thi ma lenh, | V3 PanVva
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2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam
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STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

g4dgp6xv.ru

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

Xjpakmdcfuge.com

9Inbo2e3.ru

www.cityofangelsmagazine.com

OO N0 A~ WN|PF

dgrzxapnw.info
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caarmelcollege.org

3. Cac can bo ky thuat dau méi vé ATTT can thuc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chin, xir 1y cac truy nhap téi cac tén mién doc hai tai bang 2.




