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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT

1. Gia danh cong an phat tAn ma ddc doi tién chudc nghin USD

GandCrab 5.2 13 phién ban méi trong ho M3 doc téng tién GandCrab lan rong
trén toan cau trong hon mot nim qua. Ngay 5/4/2018, Trung tam Ung ctiu khan cap
may tinh Viét Nam (VNCERT) di phat hanh Cong van s6 58/VNCERT-DPUC vé
viéc ngan chan két ndi may chua diéu khién ma doc GandCrab (phién ban 1.0 va 2.0)
va hién nay ciing da hd tro giai ma GandCrab phién ban 5.1 tro vé trudc.

Tuy nhién, hién nay qua theo d6i khéng gian mang, Trung tam VNCERT phét
hién tir giita thang 3/2019 dén nay dang c6 chién dich phat tain Ma doc tong tién
GandCrab 5.2 vao Viét Nam va cac nuéc Pong Nam A.

Tai Viét Nam, GandCrab 5.2 dugc phat tan thong qua thu dién tir gia mao tir Bo
Cong an Viét Nam véi tiéu dé “Goi trong Cong an Nhan dan Viet Nam”, ¢6 dinh kém
tép documents.rar.

Khi ngudi dung giai nén va mé tép tin dinh kém, ma doc sé dugc kich hoat va
toan bo dit liéu ngudi dung bi ma hoa, dong thoi sinh ra mét tép nham yéu cau va
huéng dan nguoi dung tra tién chudc tir 400 - 1.000 USD bang cach thanh toan qua
ddng tién dién tir dé giai ma dir lidu.

Trudc tinh hinh nay, Trung tim VNCERT dua ra khuyén nghi can theo dbi,
ngan chan két néi dén cac may chu may chu diéu khién ma doc tong tién GandCrab
va cap nhat vao cac hé thong bao vé nhu: IDS/IPS, Firewall,... Trong trudng hop
phét hién su cb, can nhanh chong co lap ving/may da phat hién.

Céc don vi chuyén trach vé ATTT can thong bao dé nguoi sir dung nang cao
canh giac, khdng ma va click vao cac lién két ciing nhu céc tap tin dinh kém trong
email cé chura céc tap tin dang .doc, .pdf, .zip, rar,... dugc gui tir nguoi la. Do ciling
c6 thé 1a mot email duoc giri tir nguodi quen nhung cach dit tiéu dé hoac ngon ngi
khéc thuong.

Theo Trung tdm Ung ctu khan cap may tinh Viét Nam, ma doc tong tién
GandCrab rat nguy hiém. N6 c6 thé danh cip thdng tin va ma hda toan bo dir liéu
trén may bi nhiém. Tin tac khai thac va tan cong s& gay Ién nhiéu hau qua nghiém
trong khéc.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can nang cao canh giac, khong mé va
click vao céc lién két ciing nhu cac tap tin dinh kém trong email ¢ chira c4c tap tin
dang .doc, .pdf, .zip, rar,... dugc gui tir ngudoi la hoac cic tir ngudi quen nhung
cach dat tiéu dé hoac ngbn ngir khac thuong dé dam bao an toan thong tin.

Link tham khao: https://viethamnet.vn/vn/cong-nghe/bao-mat/canh-bao-ma-
doc-tong-tien-moi-gandcrab-qua-email-513895.html



https://vietnamnet.vn/vn/cong-nghe/bao-mat/canh-bao-ma-doc-tong-tien-moi-gandcrab-qua-email-513895.html
https://vietnamnet.vn/vn/cong-nghe/bao-mat/canh-bao-ma-doc-tong-tien-moi-gandcrab-qua-email-513895.html
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2. Adobe phat hanh ban va cho cac lo hong nghiém trong trong Photoshop CC

va Digital Edition

Khai thac thanh cong, ca hai 15 hdng nghiém trong cé thé cho phép ké tan cong
thuc thi ma tly y bang cac dic quyén ngudi dung va kiém soat hé théng bi anh huaong.

Tuy nhién, Adobe cho hay cong ty chua phat hién cac truong hop khai thac trén
thuc té.

L& héng trong Adobe Photoshop CC (CVE-2019-7094), do Trend Micro Zero
Day Initiative phét hién, 12 mot 15i viing nhé heap ¢6 anh hudéng dén Photoshop CC
19.1.7 va cac phién ban 19.x trudc do ciing nhu Photoshop CC 20.0.2 va Phién ban
20.X trg vé truéc cho hé diéu hanh Microsoft Windows va Apple macOS.

Nguoi ding dugce khuyén nghi cap nhat phan mém caa ho 1én Adobe Photoshop
CC phién ban 19.1.8 va Photoshop CC phién ban 20.0.4 cho Windows va macOS.

Mot 16 hong nghiém trong khéac, CVE-2019-7095, nam trong chuong trinh phan
mém doc sach dién tir cia cong ty, Adobe Digital Edition, 1a mot 15 hong tran bo nhé
heap anh hudng dén phién ban 4.5.10.185749 va thap hon cho hé diéu hanh Microsoft
Windows.

Nguoi ding nén cap nhat phan mém cua ho 1&n phién ban Adobe Digital Edition
4.5.10.186048.

Ca hai ban cap nhat déu duoc xép hang uu tién 1a 3, c6 nghia l1a cac 16 héng
duoc xir ly trong cac ban cap nhat kho co thé bi khai thac trong céc cudc tan cong,
theo luu y cia Adobe.

Pau thang 3 nay, Adobe ciing di tung ra ban cap nhat va khan cap 15 hong thyuc
thi ma ty y nghiém trong (CVE-2019-7816) trong nén tang phat trién &ng dung web
ColdFusion dang bi khai thac tich cuc trén thuc té.

Do d6, nguoi ding phan mém Adobe bi anh huong cho céc hé théng Windows
va macOS dugc khuyén khich cap nhat cac géi phan mém Ién cac phién ban méi nhat
cang sém cang tét.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi sir dung trén Windows va macOS can cap
nhat phién ban méi nhat caa Adobe Photoshop CC va Digital Edition dé dam bao
an toan thong tin.

Link tham khao: https://whitehat.vn/threads/adobe-phat-hanh-ban-va-cho-cac-
lo-hong-nghiem-trong-trong-photoshop-cc-va-digital-edition.12050/

3. Microsoft phat hanh Patch Tuesday thang 3, va 64 16 hong — hai 18i dang bi
khai thac
Microsoft vira phat hanh ban cap nhat Patch Tuesday thang 3 nam 2019, giai
quyét tong cong 64 16 hong an ninh trong hé diéu hanh Windows va cac san pham
khac. Trong d6, 17 16i dugc danh gia nghiém trong, 45 15i quan trong, mot 16i muc
trung binh va mét 15i mic d6 nghiém trong thap.


https://whitehat.vn/threads/adobe-phat-hanh-ban-va-cho-cac-lo-hong-nghiem-trong-trong-photoshop-cc-va-digital-edition.12050/
https://whitehat.vn/threads/adobe-phat-hanh-ban-va-cho-cac-lo-hong-nghiem-trong-trong-photoshop-cc-va-digital-edition.12050/
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Ban cap nhat khac phuc cac 16i trong Windows, Internet Explorer, Edge, MS

Office va MS Office SharePoint, ChakraCore, Skype for Business va Visual Studio
NuGet.

BN 16 hong quan trong dugc va thang nay déu di dugc cong khai, nhung chua
bi khai thac trong thuc té.

Microsoft ciing va hai 16 hong leo thang dic quyén zero-day trong Windows.

Ca hai 15 hong, déu duoc danh gia quan trong, nam trong thanh phan Win32k
ma tin tic dang tich cuc khai thac trong thuc té, bao gdm mot 151 ma Google da canh
b0 VAo tuan trudc.

Tuan truéc Google phat hanh mot ban cap nhat quan trong cho trinh duyét
Chrome dé khac phuc mét 13i nghiém trong (CVE-2019-5786) ma néu khai thac cuing
véi 16 hong trong Windows (CVE-2019-0808).

Khai thac thanh céng ddng thoi ca hai 16 hong cho phép ké tan cong tir xa thuc
thi ma tly y trén cac may tinh muc tiéu chay Windows 7 hoic Server 2018 va kiém
soat hoan toan.

L5 hong leo thang dic quyén zero-day thir hai trong Windows, CVE-2019-0797,
cling duoc khai thac trong thyc té twong tu nhu 16 hong dau tién nhung anh huong
dén Windows 10, 8.1, Server 2012, 2016 va 2019.

Gan nhu tat ca cac 16 héng nghiém trong déu din dén tan cong thuc thi ma tur
xa va cha yéu anh hudng dén cac phién ban caa Windows 10 va Server. Hau hét cac
15 hong nay nam trong Chakra Scripting Engine, VBScript Engine, DHCP Client va
IE.

Mot s6 16 hdng quan trong cling dan dén tan céng thuc thi ma tir xa, mot sé khac
cho phép leo thang dac quyén, tiét 16 thong tin va cac cudc tan cong tir chdi dich vy.

Nguoi ding va quan tri vién hé thong dugc khuyén cao cap nhat cac ban va méi
nhat cang som cang tot dé ngan chan tin tic va toi pham mang kiém soat hé théng
cua ho.

Pé cai dat cac ban cap nhat va an ninh méi nhét, vao Settings — Update &
Security — Windows Update — Check for updates hoic ban c6 thé cai dat cac ban
cap nhat theo céach tha céng.

Pé giai quyét cac cap nhat c6 van dé trén Windows 10, Microsoft di gii thiéu
mot bién phap an toan 1a ty dong g& cac ban cap nhat phan mém bi 16i dugc cai dit
trén hé théng néu hé diéu hanh phat hién 15i khoi dong.

Vi vy, sau khi cai dit ban cap nhat thang nay, néu ban nhan duoc thong béo
sau trén thiét bi cia minh, may tinh Windows 10 cua ban d dugc khdi phuc tir mot
15i khai dong va hé diéu hanh di khic phuc 18i d6 bing cach g& cap nhat Windows
duoc cai dat gan day.

"Ching t6i di x6a mot s& cap nhat dugc cai dat gan day dé khoi phuc thiét bi
cua ban tir 16i khoi dong'”.

Windows 10 sau d6 sé& ty dong chan cai dat ban cap nhat c6 van dé dé trong 30
ngay.
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Khuyén nghi:
Phong ATTT khuyén nghi: Nguoi diing va quan tri vién can cap nhat cac ban
va méi nhét ngay lap tirc dé dam bao an toan thang tin.
Link tham Kkhao: https://whitehat.vn/threads/microsoft-phat-hanh-patch-
tuesday-thang-3-va-64-lo-hong-%E2%80%93-hai-loi-dang-bi-khai-thac.12055/



https://whitehat.vn/threads/microsoft-phat-hanh-patch-tuesday-thang-3-va-64-lo-hong-%E2%80%93-hai-loi-dang-bi-khai-thac.12055/
https://whitehat.vn/threads/microsoft-phat-hanh-patch-tuesday-thang-3-va-64-lo-hong-%E2%80%93-hai-loi-dang-bi-khai-thac.12055/
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 15i quéc té M6 ta ngan Ghi chu
dich vu
1  |Apache CVE-2019-0187  [Nhom 06 16 hong trong mot | Da co thong
CVE-2019-0192 s san pham cua Apache tin xac nhan
CVE-2018-11793 |(JMeter, Solr, Qpid Broker-J, | va ban va
Apache Traffic Server) cho
phép ddi tugng tan cong thuc
hién thu thap thong tin, chén
va thuc thi ma 1énh trong
pham vi cua ing dung.
2  |Apple CVE-2019-6213 Nhom 30 16 hong trén cac Da c6 thong
CVE-2019-6218  'san pham cta Apple (i0S, | tin x4c nhan
CVE-2019-6235  macOS, tvOS, watchOS, va ban va
iTunes, iCoud, Safari) cho | vat 5§ 13
ph:ep do_lktu:q‘ng tan, cogg tfluc héng di co
hién nhiéu hinh thrc tan cong| .=, ..
khac nhau. Nhidu 15 hong | ma khai thac
cho phép khai thac 16i tran bo
dém, chen va thyc thi ma
lénh véi quyén cuaa hé thdng
va da c6 ma khai thac (nhu
CVE-2019-6213, CVE-2019-
6218...).
3 |Microsoft |(CVE-2019-0606 Nhom 75 16 hong trén nhiéu | P c6 thong
CVE-2019-0673  san pham caa Microsoft tin xac nhan
CVE-2019-0623  |(.NET Framework, Microsoft| v3 ban va
Edge, Exchange Server,
Internet Explorer, Office
Access Connectivity Engine,
SharePoint) cho phép ddi
tugng tan cdng thuc hién thu
thap thong tin nhay cam trén
hé thdng, thuc thi ma [énh va
tan cong leo thang.
4 [Cisco CVE-2019-1591  [Nhém 20 16 hong trén mot s6 | Da c6 thong
CVE-2019-1593  san pham cua Cisco (cac dong | tin xac nhan
switch Nexus, NX-OS, FXOS | /3 pan va.
Software, ) cho phép truy cap
va thong tin nhay cam luu trir
trén hé thong, chén va thuc thi

5
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ma lénh dé chiém quyeén kiém
soat thiét bi.

5 Jenkins

CVE-2019- 1003034 [Nhom 11 15 hong trén phan

CVE-2019-1003039 [mém Jenkins (phan mém sir
CVE-2019-1003030 dung trong phét trien phan
mém) cho phép doi twong tan
cong thu thap théng tin xac
thue luu trir trong cau hinh cual
Plugin, mét s6 16 hong cho

phép chén va thyc thi ma Iénh,

ba co théng
tin Xac nhan
va ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

plpanaifheaighai.com

n.hmiblgoja.ru

ajkeahkcueafuiaeuf.ru

mokoaehaeihgiaheih.ru

iuefgauiaiduihgs.com

43trfdsds.com

mel.cloudcontentsmak.com

https://yourcherrychicks.com/xefyzznumsa

OO0 NOOOT A WIN|PF-

d3sl.me

10

bszotsjovih.com

3. Céc can bo ky thuat dau moi vé ATTT can thyc hién:
- Xtr ly cac 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.






