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BAN TIN NOQI BQ
CAP NHAT VE AN TOAN THONG TIN VA CANH BAO LO HONG BAO MAT
1. Microsoft Excel dinh 18 hong bao mat lién quan 120 triéu ngwoi ding

Theo Fortune, 15 hdng bao mat do mot nhém chuyén gia tai Mimecast phat hién
ra nam trong Power Query - cdng cu cho phép ngudi ding tich hop bang tinh véi co
s& dir liéu, tai liéu van ban va trang web bén ngoai. L3 hong nay cé thé cho phép ké
tan céng chiém lay hé théng cua ngudi ding va chay cac phan mém doc hai tir xa.
Néu bi khai thac, 16 hong nay ciing c6 thé khai dong cac cudc tan cong tinh vi, kho
phat hién hon.

L5 héng dya trén mot phuong phap tan cdng goi 1a trao doi dir lidu dong
(Dynamic Data Exchange - DDE). Tan cong bang phuong phap nay kha phé bién,
nhung dang cha ¥ vi n6 mang dén cho nhitng ké xam nhap dac quyén quan tri.

Cong ty cho biét “khi stir dung Power Query, nhitng ké tin cong c6 thé nhing
noi dung doc hai vao mot ngudn dit lidu riéng biét, sau d6 nap noi dung vao bang tinh
khi n6 dugc mo. Ma doc ¢d thé dugc sir dung dé thyuc thi phan mém doc hai gay ton
hai ¢én may cia ngudi dung”.

Mimecast noi thém “vi Power Query la mgt cong cu manh mé trong Microsoft
Excel, méi de doa tiém tang cho viéc lam dung tinh nang nay la rat lon. Sir dung diém
yéu tiém an trong Power Query, ké tin cdng c6 kha ning nhung bat ky noi dung doc
hai dugc thiét ké s& khong luu bén trong tai liéu nhung duoc tai xudng tir web khi tai
liéu duwoc Mo ra”.

Microsoft hién van chua dua ra mot ban sira 13i cho 16 hong tai thoi diém hién
tai, nhung da phat hanh mot tai lidu tu van cho ngudi ding, cung cip mot cach giai
quyét dé tang cuong bao mat.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi ding can canh giac khi st dung tai liéu Excel
c6 két ndi t6i cac duong link la, ludn dé cao canh giac véi cac tin nhan khéng rd
ngudn gdc, tranh click vao duong link la nhan duogc tir mail hoic cac tng dung chat
dé dam bao an toan théng tin.

Link tham khao: https://thanhnien.vn/cong-nghe/microsoft-excel-dinh-lo-hong-
bao-mat-lien-quan-120-trieu-nguoi-dung-1098071.html

2. Lira dao trang thwéng tir Google

Chién dich lra dao nay da giri di mot loat email spam thdng bao cho céc nan
nhan rang Google sé& trao cho ho 2,5 triéu do la tién thudng nhu mot phan ciia chuong
trinh tri an nhitng khach hang trung thanh véi céac dich vu cia Google trong nhiéu
nam.

Tro kra dao nay xuat hién dudi dang mot email véi dong tiéu dé “Powered by
Google” nhu mét sy khang dinh vé mtc d uy tin, ndi rang "Ban di dugc chon 1
mot trong nhitng ngudi chién thang giai thudng nguodi dung trung thanh ddi véi cac
dich vu cua Google" (You have been selected a winner for using Google services).
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Pé tang thém tinh hop phap, ké gian bo sung thém dong quang céo rang email
nay dang duoc gui cho ban bdi mot Giam dbc quan ly bo phan, thay mit cho CEO
Google, Larry Page.

bi cung vdi email lra dao nay la mot tép dinh kém cé tén "Official Winning
Letter by Google and mastercard visa 2019.pdf”. Tép dinh kém nay, nhu duoc hién
thi & anh chup man hinh bén dudi, néi rang ban da gianh dwoc giai thuong Google
Visa/MasterCard (GVMC) véi tong gia tri 1én ti 2.500.000 USD!

O budc tiép theo ké gian bat dau “vao van dé chinh” khi yéu cau nan nhan phai
dién day du va chinh xac thong tin dugc yéu cau va gui lai cho ching dé nhan giai
thuang. Con két cuc thi nhu ching ta d3 biét, s& chang ¢ mot dong nao dugc chuyén
lai, trong khi nhitng thong tin ca nhan cuc ky quan trong cta ban nhu thong tin tai
khoan ngan hang, thé tin dung, sb dién thoai va tham chi Ia ca tai khoan, mat khau da
roi vao tay ké gian.

Dic biét c6 mot chi tiét ma ching ta thudng bat gap trén hau hét cac email lra
dao no6i chung, d6 1a 161 canh béo phai git bi mat hoan toan ddi vai théng tin ma ban
nhan dugc. Nhu trong truong hop ndy, ké gian yéu cau nan nhéan “giit kin théng tin
giai thudng cho muc dich bao mat va tranh cac hanh vi lam dung khac”. Tuy nhién
muc dich thuc su caa nhitng yéu cau dang nay don gian chi 1a khong dé nan nhan tiét
16 thong tin cho nhitng nguoi tinh tio hon, dan dén hanh vi lira dao bi bai 16. Do do,
day ciing 13 mot dac diém thuong gap trong moi hanh vi lira ¢ao n6i chung ma ban
can luu y.

O phan cubi cua tép dinh kém, ké lra dao yéu cau ban "Vui long can nhac ky
tac hai lién quan dén méi truong truéc khi quyét dinh in email nay!” (Please consider
the environment before printing!). Thyc ra chlng chang quan tim dén moéi truong
lzm dau, ma muc dich sau cting van 1a ngan viéc nan nhan dé 16 email nay cho nhiing
ngudi “tinh tdo hon”, khién hanh vi lira dao cua chiing bi phat giéc.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung tuyét doi khdng ma tép dinh kém trong
email, khdng tra 16i email ciing nhu cung cap bat cir thong tin nao theo yéu cau cua
ke lira dao va bao ngay cho dau mdi phu trach ATTT cua don vi dé xtr Iy.

Link tham khao: https://quantrimang.com/lua-dao-trung-thuong-164779

3. VA céac 16 héng nghiém trong trong cac san pham Cisco

Theo Cisco, trung tdm kién trdc mang ki thuat s6 (DNA) bi anh hudng bai 15
hong nghiém trong cho phép ké tan cong vuot qua xac thuc va truy cap vao céac dich
vu noi bo quan trong.

Cling voi @6, giai phap giao dién dong lénh SD-WAN bi anh huéng bai mot 16
hdng nghiém trong cd thé bi ké tan cdng khai thac nham leo thang dac quyén, tir d6
root va thay doi cau hinh hé théng.

SD-WAN con bi anh huong bai 16 hong ¢ mic ¢6 nghiém trong cao cho phép
leo thang dic quyén thdng qua giao dién nguoi ding web vManage, ciing mot van dé
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an ninh khac c6 thé bi hacker khai thac dé xac thuc tir xa va thuc thi cac 1énh véi dac

quyén root.

Mot 16 héng DoS c6 mac dd nghiém trong ciing ‘cao’ duoc tim thay trén hé
diéu hanh StarOS va mot sb bo dinh tuyén RV, ¢d thé bi thac tir xa ma khong can xac
thuc.

Céc 156 hong khac dugc va trong l1an nay bao gom cross-site request forgery
(CSRF) trong phan mém Prime Service Catalog vd Command injection trong
Meeting Server va mot s6 phan mém TelePresence.

Bén canh dé, Cisco ciing dd khac phuc hang ta su ¢6 & mac 6 nghiém trong
trung binh trong Wide Area Application Services (WAAS), bo dinh tuyén RV, Prime
Service Catalog...

Cisco cho biét, khong cd bang chang nao cho thay nhiing 16 hong nay bi khai
thac nham muc dich xau. Nhiéu 16 héng da dugc phét hién bai chinh Cisco trong qué
trinh kiém tra noi bo.

Khuyén nghi:

Phong ATTT khuyén nghi: Nguoi dung va quan tri vién can cap nhat cac ban
va méi nhat cua cac san pham néu trén dé dam bao an toan théng tin.

Link tham khao: https://whitehat.vn/threads/va-cac-lo-hong-nghiem-trong-
trong-cac-san-pham-cisco.12410/
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1. Chi tiét vé théng tin mot s6 16 hong trén cac san pham/dich vu pho bién
tai Viét Nam trong tuan, cu thé nhu sau:

STT Salf pham/ Mai 15i quéc té M5 ta ngian Ghi chu
dich vu
1 |Cisco CVE-2019-1623  [Nhom 25 16 hong dua trén bai c6 thong
CVE-2019-1874  mot sb san pham ctia Cisco | tin xac nhan
CVE-2019-1875  |(Cisco Meeting Server IMC, | v3 ban va
Cisco Prime Service Catalog
..) cho phép ké tan cong
chen va thuc thi ma 1énh véi
quyén cao Root, thuc hién
tan cong tir chdi dich vy,
khai thac 16 XSS, nhiéu 16
hong cho phép vuot qua cac
cau hinh bao mat dé truy cap
trai phép vao cac vung
mang.
2 (IBM CVE-2019-4364  Nhom 14 156 hong dua trén b4 c6 thong
CVE-2019-4103  mot s6 san pham cta IBM tin xac nhan
CVE-2019-4384  |(InfoSphere Information va ban Vi
Server, 10C, ISIQ) cho phép
ké tn cong nhung cac doan
ma JavaScript dé 13y thong
tin xac thuc.
3 [Stopzilla CVE-2019-0175  [Nhém 09 15 hdng dua trén Pi co thong
CVE-2019-0181  |STOPzilla AntiMalware cho | tin x&c nhan
CVE-2019-0164  phép thuc hién tan cong tir | v3 ban va.
CVE-2019-0177  [chdi dich vy, khai thac 15i
........ tran bo dém dé ghi di liéu
doc hia 16n mot s6 thanh
phan diéu khién.
4 |Google CVE-2018-9561  [Nhom 29 16 hong hé diéu Pi co thong
CVE-2018-9563  hanh Android cho phép ddi tin xac nhan
CVE-2018-9564  ftuong tan cong thuc hiénthu | va ban va.
CVE-2018-9564  [thap thong tin, chén va thuc
...... thi m& 1énh trai phép tur xa,
tan cong leo thang.
5 |Whatsapp ~ [CVE-2018-20655 |Nhom 03 16 hong trén phan | D c6 thong
CVE-2018-6350 | mém Whatsapp cho phép doi | tin xac nhan
CVE-2018-6349  ftwong tan cong khai thac 16i | va ban va.
tran bo dém dé chén va thuc
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thi ma Iénh.

6 |Wordpress [CVE-2018-16613 Nhom 02 16 hong trén mot

CVE-2019-10270 s6 thanh phan Wordpress
(wpForo Forum, Ultimate
Member) cho phép ddi
tuong tan cong thuc hién tan
cong leo thang dé chiém
quyén quan tri voi quyén
mot nguodi dung thong
thuong, cho phép dat lai mat
khau ciia bat ky ngudi ding
nao.

Da co
thong tin
xac nhan
va ban va

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

STT

Tén mién/IP

disorderstatus.ru

differentia.ru

atomictrivia.ru

klocpdgc7n.ru

kodklg.info

xjpakmdcfuge.com

646u38k6.ru

www.cityofangelsmagazine.com
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34ksilb9u.ru

10

kodklg.info

3. Céc can bo ky thuat dau méi vé ATTT can thyc hién:
- Xir Iy céc 16 hong phat hién tai bang 1 (néu co).
- Chan, xur ly cac truy nhap téi cac tén mién doc hai tai bang 2.
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